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INTRODUCTION

Background

" During World War Il in Western Europe, 40% of the combat between Allied and Axis

forces was in,urban areas as the front lines moved through the numerous cities of
France, the Low Countries and Germany. This combat was carried out on the small
unit level, usually by infantrymen, or at best by dismounted troops. Fighting was door

ousted from the cover and protection of the buildings grudgingly. Although tactically
the Army preferred to bypass cities in order to destroy the larger enemy forces, it
was always necessary to clear out the forces remaining in the bypassed cities using

to door, room to room, building to building; progress was slow and the enemy was

techniques of urban combat. The Army expécted this type of combat and trained for

it in mock cities erected at training centers throughout the world. Since World War 11
the Army doctrine has continued to shun combat in cities and concentrate on the
battle of firepower and maneuver in ‘'the open. As a consequence, there has been
little training for urban warfare, except perhaps in the Berlin Brigade, and facilities

" to conduct this training are virtually nonexistent in the Continental U,S. Materie! has

been developed without special consideration 'for its performance in the unique -

conditions of city fighting; some weapons and other materiel row in the hands of
troops are unsuitable for use in built-up areas. In all three areas -- doctrine, tra.ning
and materiel - the Army's capab\hty to fight effectively in cities is less than it needs
to be, ,

This deficiency in combat capability has become increasingly clear to Army planners
oyer the past few years, and with the realization has come a recognition that some
dcgree of urban combat, particularly in Europe, is a certainty if war should occur.
There are now 567 cities in Europe having population greater than 100,C00; one of
these cities would be encountered in combat every 40-60' kilometers. Urbanization is
proceeding at such a pace in Europe that an Army would encounter a village or town
‘of some size every 3-4 kilometers. ' [t seems evident that combat in citias is
uravoidable even'if the preferable tactic is to bypass.

For the tactical defender, forcing the attacker to fight in towns and cities may be a
viable way to conduct the war. It is generally conceded that cities are an effective
force multiplier for the defender; that is, the attacker must commit more than three
times the strength of a defender in order to successfully defeat the defending force in
a city. 1f, as most expcrts ‘agree, the NATO Armies are badly outnumbered in men
and weapons in 4 war with the Warsaw Pact Armies, forcing the battle into cities may
effectively reduce the imbalance of forces. We recognize that the.leaders of ‘he
FRG and the civil populanon may not readily accept the idea that the battle for
Europe will be fought in.their cities, with the attendant destruction and civilian

.casualties. However, realistically, we believe that the cities will inevitably become

part of the campaign and consideration should be given to using them.

Since combat in cities is likely in the event of a war in Europe, the Army has realized
the need to revitalize their efforts to prepare for Military Operations in Built-up
Areas (MOBA). . This Ad Hoc Study Group was chartered by the Army Scientific
Advisory Panel (now Army Science Board) to recommend ways that technology can
contribute to an improved MOBA capability for the U.S: Army
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Some of the conditions ' which make MQOBA different from combat outside of cities
and require special consideration are these:

Fighting is at close range, often face-to-face and seldom exceeding 50
meters. Some weapons, particularly large caliber, are unsuitable at these
very short ranges, because fuzes do not arm quickly enough. '

Rockets and recoilless rifles generally should not be tired from the confine-
ment of small rooms because backblast and overpressure are harmful 10
weapon crews. - . .

Weapons for breaching concrete wails are required. These walils furnish
concealment and cover not generally available to the foot soidier outside of
cities,

Communication, particularly by radio, is difficult and sometimes irhpossib!e.
RF ranges are unpredictable but usually much shorter than in the ‘open
because of the shielding of large buildings and structures.

Multi-storied buildings add the vertical dimension to the battle. Basements,
sub basements and upper floors become part of the battle scene, Combat
vehicle vulnerability is increased because of the increased likelihood of
attack from above. ,

Sewers, subways and utility tunnels' provide covered passageways for
movement of troops of both sides, and for .concealment. A detailed
knowledge of the location and status of these tunnels is needed to
successtully wage the battle. . :

The map and chart data nceded by the commander far exceed those needed
for combat in the open. For example, he should know tetephone, electric,
gas , water and sewer locations, connections, substations, generating and
pumping stations. Communications in place can help him maintain his own
communication links. ) .
Command and control presents an entirely different problem than in the
open. Although distances: are short, difficult communications and inter-
rupted lines of sight make control of the battle by higher echelon

commanders a very problematxcal thing. Small umt commanders must be

regarding positions and movement of friendly and' enemy forces is needed by .

the small unit commander in this environment. From the tactical
standpoint, it may be worthwhile to deliberately locate C” centers in cities
because of the inherent protection afforded by tall buildings constrgcted of

_steel and concrete. The cost to the enemy of destroying such a C” center .
would be very high.

Intelligence will probably be spotty. Location of the enemy is increasingly

. difficult because of the muititude of cover and concealment available. The
enemy can move rapidly by multiple paths without being observed by -

friendly forces. The collection and analysis of information is made more
difficult by the limitations on communications.

- ._



o Target location is difficult because of the ready availability of concealed
tiring positions. Snipers can move from room to room, appearing for only
very brief times and then changing position. Limited visibility makes ob-
servation beyond 50 meters practically impossible.  Visibility is usually
limtted by dust and sinoke and in some cases by urban pdliution.

‘ e ‘\Movement by vehicle is difficult in MOBA. Streets will be littered by rubble
ang cratered if ‘the city has been bombed or subjected to artillery attach.
L ' Bridges and overpasses are likely to be down. The avadability of cover
' afforded by buildings, rubble and tunnels makes vehicles in the strests more’
" vulnerable to sudden, unexpected attack. Evacuation of the dead and
. wounded and resupply are slowed because of the difficult vehicle movement.

. o The urban battle is psvchologically more debilitating to the soldier, Battle
: ' s at close ranges and danger exists in all directions -- above and below as
' . ' well as on'every side. Safe areas may he non-existent. Actual fighting may
. be brief but intense, with little warning. Periods of exposure to possible
enemy encounters may extend continucusly over days or weeks; perhaps even
o months. The noises and smells of battle are intensified by the confinement
of streets and buildings. :

All of the above factors contribute to a combat environment which is definitely
- different from battle outside of the urban areas, Special tactics and techniques are

needed and the soldiers nced.to be properly trained in the employment of these

tactics and techniques. In some cases special equipment is needed, or enstmg equip- -
7 ' . ’ © ment needs to be modmed to make n suitable for \108‘-\.

\Reoort Format

hé report is. a compendlum of separate reports prepared bv the Ad Hoc Group
members which examine in detail mne functional areas of \hlltarv Qperations in
Built-Up Areas:

Modehng, Simulation & Trammg

Mapping , .

Location & Identification of Forces

Command & Control

Communications ; :

Non-Chemical' Weapons & -\mmumtxon

Chemical Weapons & Dcfense- Radnologxcal Defense

' Mobility ' .
Psychologncal Factors . ,

These separate sections are.preceded by an Executive Summary which presents the

i Terms of Reference and which contains the General Findings of the Group and sum-

‘ marizes the Specific Findings contained in the separate sections of the report.
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EXUCUTIVE sStvMary

Terms of Reference

The Terms of Reference for the \d Hoc Group on \AOBA were establxshc’d Sy

memorandum dated | Rprll 1977. They are as follows:

a.  Help TRADOC 'tran slate the results of the U.5.-FRG joint study in terms
that are meaningfulito the developer. Consider the modelling techniques
that have been employed and tecomm *nd improvements.

. i .
b, Examine the unique techmcal proble'ns drising trom operating in a'MOBA

environment which lffect the ability of the Army to (1) determine the *

location of and identity enemy, neutral, and friendly forces; (2) exercise
cemmand and control; (3) move from point to point; {4} engage all types

. of targets with effective weapons. ldentify the critical technical probiem
areas and recommend appropriate technical solutions having high payof{
possibilities.

In respondmg to ‘these T4rms of Reference, the Ad Hoc Study Group used the
U.S.-FRG joint study to'develop the special conditions for MOBA wnich are
listed in paragraph |l. There are many references in the joint study to materiel

limitations and needs; eadh of these is addressed in the separate sections of thi, .

report and materie| developments recommended herein are in consonance with
the specified needs and récommendatnons of the U.S.-FRG study. '

The requirement of the ‘ OR to consider modelling techmques is addressed in
Section | of the report, ' \1odelmg and Training". The examination and identi-
fication of unique technical problem areas and recommended technical solutions
are addressed in the remaining section of the report as follows:

TOR Qperational J\rea Study Report Response
Location and 1dennfxcatn n of "Section 3, Location and Ideﬁtiﬁcation
enemy, neutral, and friendly " of Forces .

forces

"~ Exercise of Command and Con- Section 4, Command and Control

trol Section 5, Communications

Engagement of all types of Section 6, Non-chemical Weapoﬁs & Ammu-
tirgets with effective nition

weapons ‘ ~ Section 7, Chemical Weapons and Defense
Movement from point to jpoint Section 8, Mobility -

An additional section, Psychological Factors in MOBA has been added because
the Ad Hoc Study Group believed this to be an important consideration in urban
comba'




General Findines

Merally the Studgy Group believes that, afthough there 1s an increasmg Iwire-
aess th the Army of the amportance ot MOB A, it has not received sutficien®
emphasis Hyv the Army's combat "Jevetopment, traimung and mazerte. Jdeveloo-

'y

S ment organizations. . '

The need tor marenel to be operational in a3 MOBA environment has not
been included 1n most materiel requiremer.ts deccumants, (MENS, RQOCs.
LOAs, etc.) with the result that soine items ‘of materiel now in the hands
of tirops are ‘unsuitable or inpperable in MOBA. These materiel
deficiencies are noted (n the appropriate sections of this report.

The extent to which materiel 1s or 1s not useful in MOBA has hot been
determined in all cases, although DARCOM s working this problem n

" specific areds. Further testing 1s needed to find out which’ weapons ana

other materiel are suitdble and what new developments are neederd.
Because of the hiatus which has eusted 1n consideration of 'MOBA, the
manner in which weapons and other materiel should te used in MOBA 18
not ‘comnpletely understood. Training, games ard maneuver; can help
‘determine these factors. The need'to expand the data base of weapon and
materiel eftfectiveness is inc.uded in the separate sections of this report.

The MOBA environment, in the past, has not: been considered an integral
characteristic of normil combat operations. As a result, during the
development cycle testing by both the materiel developer and the combat
developer, data has not been coilected or evaluated to adecuately address
this spectrum of system performance. Testing withuin the MOBA
environment should be institutionalized tor all systems as a standard,
routine requirement.

Training for MOBA has been cursory at best. Individuals and units Jdo not
receive sufficient training to insure’ operanonal readiness.  Traning
facilities worldwide are inadequate.

The Ad Hoc Study Group agrees with the position stated in the U.S.-FRG
joint study’ that "Forces which are to be engaged to conduct military
operations in built-up areas cannot be equipped with special weapons for
this purpose ... it must be possible to use them n any other terrain and
they must be capable of carrying out the entire scope of mussions. and
combat. Nevertheless it must be required that special tvpes of ammu-
nition are developed for the available weapons which dre optimum with
regard to carrying out military operations in butlt-up areas"* Today's -
technology can in most cases support needed moditications or new de-
velopments.

As a minimum,. the proposed MOBA-related tasks for FY?S and FY79
developed and recommended by thé Second DARCOM-TRADOC Coordi-
nation Conference on MOBA, 19-20 July 1977, shouid be funded and per-
formed. Specific references to some of these tasks are included in the

separate sections of this reporzt. .

* Draft U.S.-FRG Joint Study on MOBA, June 1977, paragraph B3 (c), pg. 29



3.

Specific Findings

.

b.

Each section of the report includes a complete set of conclusions
and specific recommendations, For a full understanding of the
background and reasoning supporting these findings, the entire
section should be read. | '

From ‘among the many different recommendations contained in the
body of the report, the Ad Hoc Study Group has selected the
{ollowmg as technical solutions to MOBA-related materie] problems
which have the hxghcst payoff possxbxhtxes' ——

® The investigation of modelmg and training for MOBA resuited in
16 recommendations. These can be summarized as follows:

- MOBA modeling, simutation, and training plans and acti-

vities should consider the broad range of MOBA, namely:

combat in cities, operations involving the combination of
man-made towns and the surrounding natural terrain, and
military operations in urban terrain. In addition, field and
simulation studies should 'proceed simultaneously so that
each can benefit from the findings of the other.

- Specific consideration should be given in training and simu-

lation efforts to the use of cities in the tactical planning and,

. development of defenses. MOBA as a force multiplier
should be considered in the modeling and training exercises.

" = Develop a comprehensive CIC modei of sufficient resolution’

to investigate such factors as squad-level tactics, the details
of weapon usage, interrelationships among the environment,
tactics, and weapons, individual detection and firing capa-
bility, and psychological factors: This investigation should
include examinations of the MOBACS Unit Operations Level
Game to check the feasibility of increasing its resoluticn to
the level required and of DYNTACS and perhaps other high
resolution simulations to see if they can be adapted to
MOBA. MOBACS offers the interactive feature, a decided

advantage but some difficulty may be experienced in getting.

it running on a production basis. DYNTACS has the
resolution, a relatively sophisticated tactical decision-
makmg capability, and is operational at Ft. Leavenworth,
but is a completely closed simulation.

- . A MOBA training facility should be planned for construction
and moditication on a <ontinuing basis as knowledge of
MOBA operations and training requirements increases. = An

- ~immediate capability should, however, be provided that will

.enable field exercises to be performed which enact in real . o

life items which the URBWAR model simulates.. This
involves a single attack on a defended multi-room building
starting either from the street’ or another building, with
platoon-size forces on both sides. Results of the field

N NS s WO el S
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exercises could then be used to' update URBWAR and
URBW AR study results used to organize and equip oftensive
and defensive forces in CIC. A logical' next step, as
information becomes avaiiable, 1s to provide for 3 com-
prehensive company- -level CIC \.per:mon. eventually with
combined arms. .

Mapping for MOBA wxll probably alwavs depend chiefly on data
obtained on site and n advdnce. Maps for. MOBA must
therefore be prepared before' the fact. If MOBA is imporant
more of this work should be done (technology will probably

" never significantly simplify the problem). [n spite of this fact,

dreas for research that may provide a meaningful return are Jas

follows:

- The Army Terrain Information Svstem (ARTINS) should be
designed to include intelligence concerning the nature of
built-up areas that are of military significance. [n such a
system, the data bank would include, in addition to terrain
intetligence, features such as underground installations,
tvpes and configuration of buildings, power and communica-
tion centers and lines, piers, railroads, roadwavs. bridges,
etc. .

- Developments in remote sensing technology effer the pos-
" sibulity in the near future of obtammg much of the useful
information needed for MOBA in enemy territory or else-
where not easily accessible for on-site intelligence and of
updatmg existing maps on a near real-time basis. Continued
strong emphasis should be applied to assure that a system to
incorporate remote sensor outputs on a near real-time basis
in combat intelligence is in place to exploit a raoidly
developing technology.

The most promising technologies for detecting, locating and .
identifying forces in a MOBA environment are radar, night
ision/IR, and unattended ground sensors. Thorough and com-

. prehensive tests in 3 MOBA environment of inventory equip-

ment and that under development in thess categories must be
carried out to determine their suitavility.. The equipment to be
tested should include, as 3 minimum:

AN/PPS-15

.-\.\II/GSQ- 160

- Second generation starlight scope
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- Army common modular FLIR
- REMBASS sertsors
- \1ETRRA o

Proper desxgn and development of radar, night vmonf[R and
LGS systems requires both signal propagation information and
target and background signature data bases. The lack of such
data in a MOBA environment makes it impossible .to design
future generatxons of equipment suitable for use both in open’
"terrain and in MOBA. Army laboratories responsible for the
development of this equipment should be tasked (0 collect the
needed information appropriate to 2ach téchnclog.\'v and 0
mcorporate it into the design of future equipment. .

Among the most promxsmg new svstems under development for
detecting, locating, and identifving forces are a) active (radar)
and passive (radiometric) millimeter wave systems operating at
35 or 9% GHz, and b) second generation lightweight FLIR
systems operating in the 3-5 or 8-12 micron spectral interval.
Army laboratories, responsible for these developments s‘muld
ensure that the equxpmen‘ designs are compatxble with use in
‘MOBA.

A strong C2 Architecture and Systems Engineering group should
be established within the Army, supported and supplementec} by
industry, as recommended by the ASB Ad 'Hoc Group on C° |
their interim report.

Derive the requirements to be placed on a command and control
system in order for it to be effective in MOBA and \105 A-
related environments,

Develop a MOBA battlgﬁeld simulator for command training
and expand the MOBA C Training program to include simulated
battle exercises.

The Army should make certain that requirements for systematic
quantitative data collection for COBA" are clearly recognized
and stated, und are given sufficient priority in the commands
responsible for doing 'the work. Such data provides information
to help in the training for better communications in built-up
areas, for fixes that may be made in presernit equipment, and for
taking COBA properly into account in future communication
systems and equipment development.

As data becomes available from systematic testing and data
collection, it should be made available for introduction into
training programs. The results of the Signatron.contract have
already analvzed the existing data base and suggestions of.
points to be emphasized in training can come from. this report.

O P S T



The program that has heen recommended by Signatron, i.e. 2

polarization diversit; and space diversity measurement program

that will provide a diversity data base for COBA radio
communication should be carried out. It may well be that
COBA radio communications can best be improved by use of
diversity. Space and polarization diversity: require neither
transmitter modification -nor extra frequency allocation. If
tests indicate that significart improvements in communication
capability can be achieved by either or both of these tech-
niques, then product improvement programs should be' mmated
and the tixes implemented. .
As rew communication equipment becomes available it should
be tested in a’ COBA-like environment in all of its various
modes. The new SINCGAR family of radios is a good example.
It offers several features which should be helpful in a COBA
environment, not the ieast of which is security.

New communication equipment specifications should consider
the COBA environment. An example of where this might be
first applied is the proposed mobile subscriber system.'

Electro-optical commumcanon, particularly by way of fiber
optics, should be well supported. The advances that have been

~made in the recent past have been outstanding and it offers.

opportunities for communication over large bandwidths and thh
good security and freedom from jamming.

The non-chemical weaponry section of this report contains

detailed sections dealing with nine specific classes of weapons

and their application to military operations in built-up areas.

Each detailed section presents a set of conclusions and recom-

mendations related to the weapon category with which it deals.

In all, 3] rerommendations are made. In addition, two general

findings serve to summarize the overall effort and are as fol-

lows: ‘

‘- Steps 'must be taken to define the technical opportunities for
a real improvement in.our MOBA weaponry posture, not just
to a few high level people in TRADOC and on the Army
Staft, but also to .the Army laboratories and development
agencies and their contractors — the people who will do the
actual development if it is to be done. This can best be
accomplished by conducting battalion scale exercises in

representative built-up areas to test our doctrine, communi-

cation and weapon systerns working together as a system.
Such exercises, adequately supported and studied by partici-
pating weapons designers could do more to define the
opportunities for innovation and to uncover the current
operational deficiencies of our Army in MOBA than any
single other step.
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Chemical operations in MOBA were examuned peodarily {rem
two aspects:  Qffensive chemead :)(wr.,m-ms and ',)rxf)wr,'\mn
against, chernical wésnons.  Four recommendations faw"'e:u:h
arey have beer developed.  Due to the “fact that hemnicad
aftens:ve RX[) rfforty are constrained by Congrassional funding

"support, as well as ather comsuderations, futyre Ry g

initiatives should focus predominantly on plans lor defensive

use, Highlights of the study report are as {oilows:

- The systems analysis of the use of chemical agents 0. MOBA
proposed by the 2nd DARCOM-TRADOC Coordination Con-
ference on MORA should be executed, Output of the stdy
should include: Data base information on dissermnition
dispersal, persistency and effectiveness of toxic wnd non-
tovic chemicals in buijt-dp’ areas; weapon cpacepts for

“individual, crew-served, artillery, rocket, tack and  af
delivery of toxic and non-tavic chemicals in-MORA; recyme.
mendations f{or development ot new chemical ag=nts i
required for MORA,

- I there is the least hope of developing the srophyviaas anti-
dote protective system ot STOG 78-7.2.1 9 the \rmy should
launch a major effort 'to bring this system to Iruition,
Research has been conducted on the mechanism by which
nerve agenty attack the nervous systen and development of
a prophyiaxis system may be possible as a result of con-
tinued investigation. ' .
- Remote detection of chemical agents and an alarm systam
to alert small unity should he developed. ‘An infrared spec-
tral analysis detector currently 13 being devejoped,
The mobility of the Army's current {orces 18 as adequately
developed for MOBA 18 is reasonable and no new vericle ~1asses

or severe modifications of current clas es iy called tor, There

appeary 1o be no need for devetoping a new item of automative
equipment for MOBA,
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. SECTION |

Mocdeling, Simulation & Training

Ihtroduc tion

. The nature of Military Qperations in Built-Up Areas (MOBA) has been thoroughly'

described in a number of documents including FM.90-10, the CAC report of November

' 1976, and the 3G Septeiiber 1973 report by GTE Sylvania. All of these stress the

impact of urbanized terrain on all levels of military planning and operations. Thus,
considerations of modeling, siinulation, and training for MOBA must include:

~ 1. Combat in cities (CIC),

2. Operations involving the combination of man-made towns and the sur-
rounding natural terrain, and - ' '

3.  The synergistic effect many actions of types (1) and (2) have on the aver-
all conduct of military operations on urbanized terrain (MOUT).

These three levels correspond generally to the traditional responsibilities of the

captains, colonels, and generals, respectively; although it is apparent that CIC will

require specific consideration of sergeants and perhaps corporals as well as captains,

as platoons and squads are forced to fight essentially on their owh. The colonels, as

battalion or brigade commanders, must consider the optimal use of the natural and
man-made environmentdl features -in accomplishing assigned objectives. The

generals, commanding divisions ar corps, besides trying to capitalize on the overall,
environment to enhance their available resources, must alsd take into account the

political and religious effects, as well as the military advantages of defendiny,

attacking, or bypassing a particular city or town.

The presence of significant numbers of non-combatants and constraint on collateral
damage must be dealt with at all levels in addition to the more traditional problems
of combined-arms strategies and tactics.

General Reguirements

U.S. military personnel must be equipped, organized,and trained for all apsects of
MOBA. However, there is only a moderate amount of experience and data upon which
to base eguipment developments, organizational structures, and training programs.

' The immediacy of the MOBA problem dictates that appropriate additional informa-

tion be obtained as expeditiously as possible.

- The existing CAC and GTE Sylvania studies have hasically defined the overall prob-

lem and identitied specific areas needing examination. They also have provided
important insights concerning potential solutions. This material indicates a need for
both field studies and modeling/simufation efforts. These two approaches should
proceed simultaneously so that each can benefit from the results of the other. All
currently available material can be used for initial designs.

11 -



.\\odels/Simula‘tions

. Trere are two simulation models that have been designed and used especially for the
study of MOBA. One is URBWAR, developed by Rodman Laboratory, Rock Island
Arsenal, and described in an ARMCOM report' dated 15 October 1975. The other is
MOBACS, developed by George Schecter at Ketron, and described in a four-volume
report published in early 1977. A SCORES type of evaluation procedure has also been
used 5y CAC to study MOBA. Other simulation models, de51gned for other uses, could
also be of potentlal value in \AOBA.

URBWAR

URBWAR is a stochastic, event-sequénced $mall-unit (platoon and below) urban
.combat simulation. It is currently. limited to a single attack by one force against a
building or buildings occupied by the other force. There is considerable flexibility in
the layout and material of the buildings and the size, weapons, starting positions, and
tactics of both forces. Elements all move, detect, and fire individually within the
constraints of the roles assigned to them. Movements include moves to assault,
obtain a more favorable search position, and those caused by suppressive fires.
Reasonably sophisticated models are used for detection, hit, and casualty probabili-
' ties and times for these events, although a need has been expressed for better detec-
tion parameter values. Furthermore, these probabnhtxes are weapon dependent. The
output provides (1) a summary of which elements were killed, by whom, the 'weapon
" used, and the rounds fired, and (2) an event-by-event account of the engagement.
Engagement nmes are a matter of 10 to 20 seconds.

Planned modxflcanons mclude (l) a more precxse probability-of-hit and probability-
of-incapacitation subroutine which will account for the part of a human body hit, and .
mobility and fire-power kills, and (2). a dynamic route-selection routine for each
element similar to those used in DYNTACS and ASARS '

In summary, URBWAR appears to prov;de a reasonable first effort at a platoon-vs-
platoon CIC action. With the proposed modifications in place, it will be quite repre-
sentative of the concepts of such actions as currently held by military tacticians.
URBWAR cannot, however, in its present form, play CBR factors’ or non-human
sensors, - although it would seem these factors could be introduced without tog much
difficulty once the ef'fects of such items on the personnel involved are known.

-URBW AR is also not capable of testing the effects of comblned arms actxons includ-
ing armor, artillery, or air support, intra- or inter-platoon command and control, the
psychologxcal and physical effects of isolation from other units over long perxods of

- time, the fighting of a small-unit delaying action, or a retreat.’ Although it is

conceivable that these features could also be included, it is not clear that sufficient

information is available at this point in time to permit a reliable description of these
items to be formulated. Additional field experience is needed for this to take place.

Even if all the desired modeling and parameter information were available, the ques-
tion still remains as to the best role, if any, for URBWAR. Should URBWAR, perhaps
_ modified slightly to represent by input parameters the effects of some of the features
just discussed, remain a relatively simple platoon-vs-platoon, smgle assault, short-
time duration, shot-by-shot model, or used as the ‘basis for expansion into a large,
general-purpose CIC model? In the former role, it could serve as a generator of
statistical inputs to a higher level CIC or' MOBA sxmulatxon- in the latter, it would
_become the basic CIC simulation itself. ,



- MOBACS

The Military Operations in Built-up Areas Combat “imulation is a product of a re-
search project entitled Gammg Modeis for Military Operauon\ in Buiit-up Areas. [t
addresses combined-arms actions from the division down to fire-team levels in a
three-part process in which battle orders are input by military personnel and can be
changed within the course of the battie to test alternative approaches to various
strategic and tactical situations. : ‘

The three steps in this process are:

l. A planning map exercise intended to simulate division/brigade planning
operations. Here military planners produce' detdiled operations plans
which are used to construct the input for the second level of sxmulanon,
the Force Operations Level Game,

2.  The Force Operations Level Game simulates brigade sized .combat oper-
ations with a unit resolution level of approximately platoon-sized units, It
- is fully team interactive (both forces) wherein players input unit orders’
’ which govern the simulated combat action for that period. The results are
' fed back to the players who then formulate unit orders for the next
period. Each period corresponds to approxxmately 15 minutes of combat
time. The combat history generated is analyzed to isolate critical unit
action sequences which then form the basis for a detailed scenario for the
lowest, most detailed level of sxmulatlon, the Unit Operations Level
Game. '

3. The Unit Operations, Level Game simulates approximately company level
operations with resolution to the squad or fire-team level. This game can
" be operated either (1) as 'a closed simulation of comba: sequences with
player-analysts providing complete input scenarios and having the capa-
bility of automatic parametric replication of game play or (2) in the

cyclic mode as is used with the Force Qperations Level Game.

According to the descriptions provided in the Ketron report, the representations of
terrain, command and control, communication, combined arms operations, movement,
structure hardness, target effects, target acquisition, and fire control are well
conceived and reasonably realistic for division, brigade, and company level actions.
However, since there has been a minimal amount of recorded experience or analysis,
it is difficult to evaluate the realism or the efficiency of the three simulation levels
individually or the gaming operation as a whole. :

The positive features of MOBACS are: (1) it includes all levels of MOBA operations;
(2) military player/analysts can participate on-line and can both guide and leamn from
the play of the game; (3) a wide range of unit sizes can be studiea; (4) combined
arms forces can be played at all levels; and (5) considerable flexibility in force
structure, tactics, weapons, and the general military situation is afforded.

Shortcomings appear to be: (1) a fack of .operational experience with the simulation
and, hence, no real tests of the efficiency or effectivensss of MOBACS or its parts;

'(2) insufficient resolution in the Unit Operations Level Game t5 investigate such

factors as squad-level tactics, the details of weapon usage. (and, hence, effective-
ness), and the interrelationships among the env;ronment. tactics, and weapons: and (3)
problems in adequately representing the "terrain” in built-un areas, particularly in
cities where street networks are involved.

13
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SCORE>

The Scenario Oriented Recurrmg Evaluation System is a corps-level general evalu-
ation procedure based on a set of standi rd scenarios. It includes Air Force as well as
Army Operations. Although SCORES currently does not play MOBA, the Combined
Arms Center used a SCORES type of evaluation-based on the Eurdpe-l scenario to
gain insights concerning current force capabilities and MOBA shortfalls in its 1975- -
1976 MOBA study. The success of this effort would seem to indicate the feasibility
of modifying SCORES to include. MOBA type activity on a regular basis. The CAC
personne! involved with this effort are in an excellent position to guide such efforts.

The JIFFY War Game

JNFFY is an interactive computer played war game in which the partxcxpants make
decisions regarding tactical objectives and the computer serves ptimarily as a fire-
power score' board. It has been used in con;unctnon with SCORES evaluations and
could prove useful in this role when SCORES is modified to play MOBA., JIFFY, or a
similar interactive game, might also be of use in prescreening tactics for the Force
Operations Level Game pornon of MOBACS. :

'

DYNTACS

DYNTACS is a hlgh-resolunon, company-level simulation capable of plavmg combined

“arms actions on a 5 km-by-10 km battlefield. It was originally built in the middle

1960's to evaluate tank and anti-tank'weapon systems:(with no thought of MOBA). It.
is similar to a relatively large number of small-unit-action type simulations
constructed about that time such as Carmonette and T.-\TAW S.

These DYNTACS—type simulations have many attributes which could be very valuable
in studying the CIC phases of MOBA if they could be modified to do so. They should
be particularly valuable in modeling sustained company-level operations where the
actions' of individual elements must be accounted for throughout a battle made up of
multiple engagements over a significant area of a citv. This phase is basic to a real

. understanding of CIC operations. Currently, however, this phase cannot be simulated

with existing models since URBWAR .involves only a smgle acnon and the MOBA&.S '
Unit Operations Level Game lacks’ the resolution. .

The DYNTACS type simulation could be used in one or both of two ways. One would
be to modify it to play CIC itself. The other would be to incorporate some of its
capabilities into URBWAR and MOBACS. Recall that it has already been decided to
use the DYNTACS route-selection model in the next modification of URBWAR.

Training : o e

Although there is much about MOBA which is similar to. other types of military ober-
ations, MOBA obviously contains many significant features which are new and differ-

‘ent from traditional operations. It is essential that training programs be evolved to

cover these features and that these programs be fully coordinated with emstmg
programs so that MOBA training is treated as an integral operation.

The subject of training was given careful attention in the CAC study, and was on the’

agenda of the 19-20 July 1977 DARCOM-TR ADOC Coordination Conference on
MOBA. .

14



(..eneral Concepts

The characteristics of MOBA dictate. that training must include the tollowmg

L. For the Generals and Colonels:

! d.

The use of urbanized terrain as a force multiplier (for economy of
forces) to gain time, and/pr attrit the enemy.

Make best use of combined arms at the corps and dmsnon levels in

urbanized terrain. This includes air reconnaissance and support,
armor, artillery, air mobile operations, and service support.

Consxderatxon of polmcal, religious, ahd humanitarian factors in

* accomplishing items (a) and (b). These factors could have important

beanngs on whether to defend, attack, by-pass,- -or abandon a giver

: cxty or area.

. Id

The administration of non-combatants in occupied areas, parti-
cularly when actual fighting is involved. This includes providing
protection, food, health care, and other services, preventing inter-
ference with military operations, and planning evacuation proce-
dures. .

C : 2. For the Captains, Sergeants, and Troops:

- ‘ 2.

. /': l ' b.

c.
d.
e

_- P , . . . ' f’e

. B

Tactics developed for MOBA, particularly CIC, where small units
must operate in relative isolation. This includes use of the vertical
dimension and coping with the potential of harassment and fires
from all directions.

Use of weapons and equipment, both traditional and those newly
developed for CIC.

Communicating and navigatihg during CIC.
Creating and dealing with rubble.
The psychological stresses inherent in CIC.'

Dealing on the personal level with non-combatants.

- The tactics and weapons that wxll be used agams‘ them by the
enemy.

A detaxled list of training needs is presented in Appendix S of the CAC report cate-
gorized under the headings Navigation, Engineer (building classification, demolitions, '
obstacles), Communications, Weapons, and Tactics (offense, defense) The major
importance of effective tactics is stressed.

s e
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‘Training Program Needs, ‘ ; .

Training program needs include both materials and facilities. A necessary first step
is the incorporation of current doctrine and weapon-system information into
appropriate documents and manuals. The doctrine aspects are beginning to be ac-
complished with the publication of the new FM 90-10 and the section on MOBA in FM
+ 100-5. However, the CAC study indicatés an immediate need to also incorporate
MOBA doctrine in FM 7-10 and EM 7-20.. In addition, current intantry and combined
arms Army Training Evaluation Programs (ARTEPs) are being revised to include

" MOBA missions, but an immediate need is recognized for the development of a train-

ing and evaluation scenario for ARTEPs 7-15 and 7-45 involving deiaying actions, in-
depth defense, route withdrawal planning, counter-attick, movement down a street
under fire, building entry and clearing, and a live fire exercise. These efforts should
be continued and plans made for periodic updates as training exercises and simulation
studies. yield new and better information. It is assumed that information concerning
new weapon-system, and equipment developments will be incorporated in approprxate
field manuals and training documents as quukly as possible.

Traxnmg for the Generals and Colonels wxll require, in addition to the availability of
current doctrine and weapon-system capabmty information, appropriate scenarios and
simulation war games through which experience can be gained. MOBA-type field
training facilities would obviously be highly desirable, but will of necessity have to be
limited due to the cost and lack of availability of ex:ensive areas or urban type .
settings in which to run exercises. The most that could be hoped for, from a practical
point of view, are facilities capable of providing field training in CIC operations of
the type specified by CAC. for inclusion in ARTEPs 7-15 and 7-45. Re'ultb wou!d then

have to be extrapolated for inclusion in higher level simulations and war games.
Because of the inter-active format of MOBACS, . its map exercise and Forceé
Operations Level Game could serve as MOBA training devices for corps and division -
commanders.

Trammg for the Captains, Sergeants, and Troops will have to include t‘\e latest in-
formation on weapons, communication devices, and tactics. It" skouid also include
. instructions in dealing with non-English speaking non-combatants. Some role-playing
exercises could be extremely valuable in this context. Map reading and experience in
maintaining one's bearings should also be present. Of great importance, however, is
field training in CIC operations including both the single attacks and the more
involved operations recommended for inclusion in ARTEPs 7-15 and 7-45. The
exercise shouid be long enough and realistic enough to fully bring out the psych-
vlogical effects of both hig intensity, close-range flre fights and the isolated oper-
ations of small units in streets and buildings. :

Training Facilities

Provision of field training facilities poses 'the greatest problem in MOBA training.
Existing facilities are extremely rare. There is a small ‘facility next to the wall in
.~ West Berlin which the Berlin Brigade uses for training and :an additional facility is
"'planned at ‘Grafenwoehr in West Germany. The Federal Republic of Germany
maintains a MOBA training site at Hammelburg. ‘ ‘
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There is mrrently essentially no suitable facxhty for MOBA training in the United
States. , The XVIII Airborne Corps has plans for a MOBA facility at Ft. Bragg and the
FY 79 DARCOM list of MOBA tasks includes renovation of a three-story building in
the Edgewood Area of Aberdeen Proving Ground as a test {acility.

With reference to the proposed Ft. Bragg facility, some concern was expressed during
the July 1977 DARCOM-TRADOC meetng about proceeding to an expédnsive fucility
withdut some assurance that it will provide a valid MOBA training -situation,
Although the point is well taken, it appears that enough is already known about the

general MOBA, and more specifically CIC, environment to proceed with certain parts,

of such a facility with the rest to be added later as knowledge accrues. For éxample, °

a single one-block long street lined only with facades of buildings supporting firing
platforms would provide at least some minimal aspects ‘of a movement down a street
and being fired upon from many directions and altitudes. A pair of cross streets
would increase the realism. A few of the facades could later be replaced by actual
buildings for use in defending, entering, and clearing operations. Relanvelv few

actual buildings would be needed. Additional facilitizs, including tunnels, decep .

buildings, utility stations, and even rivers and bndges could come later. It is
essential, however, that a sutficient set of structures be in place at an early date to

parallel in the field what URBWAR attempts to simulate, including a live fire’

capability. Then, simulation studies using URBWAR could be checked in thé field and
tield experience built into URBWAR. In this way, understanding of what is required
for a comprehensive MOBA training facility could be gained. [t could further be
enhanced if the results of both the initial field tests and the URBWAR studies could

be incorporated into a higher level simufation and the resulting outputs used to help:

with the advanced designs of the MOBA training facility. [n any case, some efements
of such a facility are needed now so that the desired level of understanding of MOBA
can be gained as soon as possible.

Conclusions

i, Recent studies of MOBA have produced a good foundation upon which to
- formulate a first-cut MOBA doctrine and identify problem areas which
need study.

2. Several simulation models exist which have the potential of playing sig-
nificant roles in the continued development of MOBA doctrine and the
evoiution and evaluation of appropnate tactics, weapons, equnpment, and
training programs.

3 A hierarchy of simulation models is needed both to study’ and to train
personnel for the various levels of MOBA activities.

4.  MOBA training facilities are a necessity in gaining experience with
MOBA, .and particularly CIC, both to train personnel and gain additional
knowledge to further develop doctrine, tactics, and weapons. Live fire
‘capability is extremely important.

5.  The newness of MOBA interest and the resulting lack of detailed opera-
tional knowledge coupled with the high cost of urban type training facili-
ties, dictates an evolutionary approach to the designing of such facilities.
There is, however, an immediate need for a facility in which to engage in
a single attack on a defended building and to experience fires from many
heights and directions as an advance is made through a street.
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Recommendations

L

10.

e

S.:

MOBA modeling, simulation, and training plans and activities should
consider the broad range of MCBA; namely, CIC, operations involving the

combmatxon of man-made towns and ‘the sur'oundmg natural terrain, and,

MOUT. _ ‘ , P

Field and simulation studies should proceed' sirﬁultaneously so that each
can benetit from the fmdmgs of the other.

Continue th- development of URBW AR as a platoon-vs-platoon, single
assault, short time duration shot-bv-shot model, incorporating into it
those features of other small-unit-action simulations felt beneficial and
the capability for at least parametric treatment of other factors such as
CBR. Some of this development will have to wait for the results of field

' 'tests or additional changes made as new knowledge becomes available.

Use URBWAR to devg!ob appropriate disttibutions and statistics for

higher level simulations, models, and war games. : '

Continue to develop MOBACS as new information becomes available from

field 'tests and new 'subroutines are developed .or adopted from other

sxmulanon models. '

Investigate the use of intercorrelations in the development of the statisti-

cal battlefieid in the MOBACS terrain model as a means of increasing the
realism in representing street networks and building complexes.

. Develop a comprehensive CIC model of sufficient resolution to inv'estigate

such factors as squad-level- tactics, the details of weapon usage,
interrelationships among the environment, tactics;, and weapons, individual
detection and firing capability, and psychological factors. This investiga-
tion should include examinations of the MOBACS Unit Operations Level
Game to check the feasibility of increasing its resolution to the level
required and of DYNTACS and perhaps other high resolution simulations
to see if they can be adapted to MOBA. MOBACS offers the interactive

feature, a decided advantage, but some difficulty may be experienced in

getting it running on a production basis. DYNTACS has the resojution, a
relatively sophisticated tactical decision making capability, and is
operational at Ft. Leavenworth, butis a completely closed simulanon.

Using the expertise gained by CAL in their MOBA study, modify (expand) '

SCORES to include MOBA.

Invesngate the appropriateness of modifying JIFFY or perhaps other

interactive corps level simulations for use as a MOBA MOUT mode| and as -
"a high level training device.

Continue the dissemination of current MOBA doctrine and related mater-
ial in field manuals and training documents and provide for the rapid

update of these publications as new and improved information becomes .
'~ available.
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- 16,

'

Investigate the use of the MOBACS map exercise and Force Operations
Ler Game as MOBA training devices for corps and division commanders.
Its  :eractive nature should make it well suited for this purpose. Should
t" ot prove feasible, JIFFY and other high level models would have to

.onsidered. If no existing high-level model can be adapted to do the
.20, a new game would have to be developed from scratch.

Appropriate training materials and inputs to the high leve& MOBA game
should.be prepared for use by corps and division commanders. The follow-
ing subjects should be included: (1) the use or urbanized terrain as a
force multiplier, (2) the use of combined arms at the corps level in urban-
ized terrain, (3) consideration of political, religious, and humanitarian
factors, including the effects of collateral damage, in planning military
operations, and (4) the administration of non-combatants in occupied
areas, in particular where actual fighting is taking place.

Appropriate training materials and programs should be prepared for use at

company level and below. The following subjects should be included:

(1) MOBA .tacticsy especially CIC tactics, (2) traditional and newly
developed weapons and equipment, (3) communication and navigation
during CIC, (4) creating and dealing with rubble, (5).psychological
stresses inherent in CIC, (6) dealing on a personal level with non-English
speaking non-combatants, and (7) the tacncs and weapons that are used
by the enemy.

A MOBA traminﬁ facility should be plannéd for construction and modifi-

. cation on a continuing basis as knowledge of MOBA operations and train-

ing requirements increases. An immediate capability should, however; be
provided that wili enable field exercises to be performed which enact in
real life items which the URSWAR model simulates. This involves a
single attack on a defended multi-room building starting either from the
street or another building, with platoon-size forces on both sides. Results
of the field exercises could then be used to update URBWAR and
URBWAR study results used to organize and equip offensive and defenisive
forces in CIC. A logical next step, ~s information becomes available, is to
provide for a comprehensive company level CIC operanon. eventually with
combined arms.. .

Study the use of the absorption walk, frangible bullets, etc., to minimize
injuries during live fire exercises.

Study the use of electronic, laser, and other devices to' determine and

record hits and damage caused by the weapons employed in trammg ex-
ercises. |
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SECTION 2

Mapping

Earlier studiesl of MOBA have directed attention to the fact that in previous opera-
tions involving U.S. forces in urban areas, up—tq—date information on urban features of
_military significance was not available. [t is projected that future operations in such
areas will generate needs for a great variety of information including routes of
transportation, communication systems, underground installations, key governmental
centers, structures, etc. To avoid problems of th~ past, large scale maps showing
such features will be essential. Indeed, it has been said that planning and preparz-
tions for MOBA would appear to bé more important to an effective city defense than
new and original concepts. . .

With these requirements in mind, the committee sought to determine the state-of-

the-art of mapping of urban areas that show all features of military significance

related to ground operations and then to offer some recommendations with respect to

efforts that should be initiated to ensure that the mapping needs for built-up areas
for the future will be met. To this end, a member of the committee met with
representatives of the Defense Mapping Agency (DMA)* and the U.S. Army Topo-
“graphic Laboratories (ETL)** to review the extent of their efforts directed to meet-
‘ing MOBA requirements.

v

The Defense Mapping Agency

Of particular interest to MOBA and the matter on which discussions were focused at
the DMA were the activities of the Topogranhic Center. This Center is concerned

with the production of tactical topographic maps. It was reported that the Office for .

Plans and Requirements of the DMA had not received a definitive statement
concerning services specifically desitned to support MOBA. There is a requirement
to provide city maps but it was reported that there has not been a serious undertaking
to produce a map or topographic product specifically desxghed to meet MOBA
requirements. There have been discussions concerning the various characteristics of
urban areas that may affect military operations but it was reported that DMA had not
received any specmc requirements from the Army" to prepare maps specifically
designed to show’ such features. In response to a question as to whether or not, if
requested, the DMA could develop maps to meet MOBA reauirements, it was reported

that they did have the capability to produce such maps but th.t the current workload |

would make it impossible to'undertake such a responsibility without a significant

increase in budget. With respect to budget, it was further reported that the level had

more or less stabilized and it was perceived that if any new actmty were 10 be
undertaken, it would have to be done by trading off on-going activities.

1

! GTE Sylvania Final Report dated 9/3/73
*, ** _ See notes appended hereto.
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' ' SVth respect o products now beng produced that would provide same (nformation § s
: MOBA, the DMA produces three types of ¢ty maps characterizdéd as tolldws: 1. City

. Route Grapoie Maps, which simply show the lines of travel trough urten areas,

C30 Gty Graphie Maps, which show  an intermediate level of intormation, and

) _ Lothhitary Oty Maps at a scale of to 12,309 that contain the areatest gevouant Sf
- information ncluding topegraphic features.  These maps are preparsd in large nart

from awr phomgr aphs. '

The tollowing addntlonal facts r-ner Aed from discussions with representatives {rom

© the DMA. ,
S , ' L T‘\e DMA does not collect intelligence; it dmrnds on othee agencies m('x
' S as the DIA, the ClA, etc,, for such nformatian,
. ' . © L With respect to our NATO aulies, t*wrn 13 an agreement that »ach country’
wl“ prepare its.own 'maps in ace yrcance with an ag'eed-upm set of speci-
fications. °

: ). Finally, it was reported that if the D\\A’Ishould become involved in any
: ‘ : mapping exercise in Europe, thus woutd have to De agreed upm By our
© NATO allies. { C

In later discussions with the £TL, it was repored that the DA serves primarily as a
; . production agency with respect to mapping and that it & pends in Iarg~ part on the
cresear h effort: of the ETL o mpport these activities,

B , . The ( .S, Army Engineer Tupngnphnv (aboruom-s Lo '

The U.S. Army Engmeer Topographic Laboratories (ETL) has a prime responsibility of
engaging in-research related to mapping, Among its elements i3 the Terram Aralvsis
. Center (TAC).*** This Center is concerned with the development of a "compendium
‘of available data on pertinent natural and man-made {msatures of tan area) and an
evaluation of their e fects on tactical military operations.” A Terrain anajvus report
contains maps showing surface configurations, surface drainage, surface warsr,
ground water, engineering soils, engineeriny geology, vegetation, climate, ¢ross
country movement, lines ot communmication, etc. . Although the efforts of the Center
~have not been focused on built-up areas, it would appear that it has the competence
to treat such areas. At pre.ent, it is doing state-of-the-art. studies of terrain in
gencral. . ' .

f
¢

f : Among activities related to mapping of significance to VMOBA are the dcvelmpmpnt of
three maps that have been prepared by ETL. The first of these is & map at a scaie of
I to 730,000 that inCludes the whole of Europe; it shows all urban areas having an
area j, ater than 0.25 sq. km. This map clearly demonstrates why it is becoming
important to give consideration to MOB A, The second map shows the Fulda ‘corridor
at' a scale of 1 to 230,000, It also shows all urban areas larger than 0,09 sq. km, and
clearly demonstrates how built-up areas hiock traditional lines of moverrent,. The
third map shows the projected incregse in urhanization of the Fulda corridor for the
year 2,000, It demonstrates the increasing importance of \IORA in the yeary ahead,

i1
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o ' se¢ See notes appended hereto,
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WP ticutae relevance to ATORA s the Cevelopment of 4 mappiag svsten that as
terded to supelant the current DALY City Route Graphee, oty Graptue, and Midctaey

Coan Maps sreviously described, The new svstem will consist of 3 caombinatin of the

ity Ronte r |p'\u‘ and the ity Graphie Maps of the DV svatem, A map sismilae

SAhe ol MLitary ity Map and one that representy an effort to stretch the «urrent

three types of maps are avatlable. These maps are retedred to by the CTL as fevel 1,
IV and T napy, respecnively,  The levet Ul type map shows much of the information
that s required tor MOBA,  This includes tvpes of builldings depicting story heights as
well as types of construction: that s, steel rame, concrete, masonry, etc, 1t shows
the widths of'city streets, beidee data including horizontdl and overtiead clearances as
well a8 tines of hridge structures, [t shows rulroads, foser trancmission [ines with
voltage and thwer henhrs, subway routes and stations, nipelines, spires and chiunevs,
apen areas, and Land ases Inoadditiony the map {oho includes 4 three dumensional
bl jue steren pretorial of a three dimensional view of a4 Citv, \lthough some of the
NFOrMation necessary to prepace a level 1 map can be ubtained {rom remaote sensing’
techmigques, 1t s obvious that much of it must be obtained on location, It was
reported that the preparation of a level [l inap s very titme consuming; thus, nt would
need to be prepared well n advance of any antic m.ncd d for t.

vate-of-the.art (4 also under development, l_\penmrnt{l examples of ~ach of these

Another development at the ETL of sigmificance to MOBRA s the Army Terrawn
Information System (AR TINS)L  This svstermn ts designed. to provide terrain intelligence.
1o tield armies,  When fully developed, the svstem will be designed to "embudy
automated processing, production, storage, retrieval, dn;emm.mon. and up-dating of
terrain ntefhignece.” The data’ bank wili include vegetation and surface configura-
tion, hvorology .u\d nitural resources, electric power, solid fuels, petroleum and
naturat gas ‘hines, ar ternunals, water teriminals, lines of communication logistic
tacitities, underground instaliations and de(mses and Jdath related to Lhm.nologv and
metenralogy.
Conclusions
l. As populations continue to become more and more concentrated, MORA
“will'became more and more unavoidabdle,

2 In order to conduct MOBA, it will become highly important to provide
intetligence concernming the phyvsical features of an ueban aread srh as
thuse now being included in the jevel LIl experimental map being Jeveloped
by the ETL.

f

), \nhough a significant amount of mapping itelligenve can be obtained
from remaote seraine, a substantial amount of essential information will
need to be abtained on location. Fur‘hermore, the tash of obtamming the
essential information and depicting it an uwlul form 18 tume consunung;
thus, (f the required information is (0 be available when needed, it will
have to he obtained well in advance of military operations. '

h, The [T does have the resources to process mupping intormation required
for MORA but more attention ‘nust he toc uwd‘ on the mappng of mtorvn.x-

Ton ragquired \pﬂ e .lllv tor MO, ;
1



‘{m'nmmvmi ttions .

Mapping fot MOBA ~ill probably always depend chiefly on data obtained on-site and
in advance.: Mcps for MOBA must therefore be prepared before the fact. If MOBA is
important more of this work should be done '(technology will probably never

'su’,mf\camlv stmplify the problcm) In spite of this recognized shortcoming several

afforts appear likely to provide meaningfui retutn. They are as follows:

1. Appropriate agencies be tasked to obtain the intelligence that cannot be
' -obtained by remote sensing on a continuing and sustained basis. Some
important urban featutes that will affect military operations that cannot
be disclosed by remote sensing are continually changing. Accordmgly. it
will be necessary systematically to up-date this ir.formation and r(eep it

current.

2. It is also recommended that we seek to reach agreement with our allies '
with respect to the in{ormation required as ‘well as the format for de-

' picting it for the purpose of conducting MOBA. The division of respons-
ibility for performing this task should also be agreed upon, :

3. It is recommended the Army Terrain Information System (ARTINS) be
i designed to include intelligence concerning features of built-up areas that
are of military significance. In such a system the data bank would
include, 'in addition to terrain intelligence, features such as underground
installations, types and configuration of buildings, power and communica-
tion centers-and line, piers, railroads, roadways, bridges, etc.
4. - Developments in remote sensing techriology offers the possitility in the : ,
~ near future of obtaining much cof the most useful information needed for '
MOBA in enemy tetritory or elsewhere not easily accessible for on-site
. intelligence and of updating existing maps on a near real-time basis. We
recommend continuing strong emphasis to assure that a system. to
incorporate remote sensor outputs on a necr real-time basis in the combat
intelligence is in place to exploit a rapidly developing technology.



NOTES

*DMA: The DMA is comprised of Aerospace, Hydrographis, & Topographic Centers.
It is also responsible for the Defense Mapping School, the Inter-Americar, Geodetic
Survey and DMA Depots. "It serves the land, sea, and aerospace rcquxrements of all
the U. 5. Defense forces by providing management of all mapping, charting and
geodesy activities common to those forces. The Director of DMA reports to the
.Secretary of Defense through the JCS. It has an authorized strength of 7600 civilians

and 725 military personnel.. Its products fall into three categones maps for land

maneuvers and operations, charts for nautical and aerial navxganon and operations,
and geodetic data on the size and shape of the earth, the precise position of points on
its surface, and the variations in the pull of gravity and magnetic force at points all
over the world." The Office for Plans and Requirements for DMA is concerned with
.operational and contingency plans. Its current operational budget is approximately
240 million dollars per year. o o

Discussions concerning DMA acnvmes were held with Brigadier General Ames ‘\lbro.
Jr., Deputy Director, and Mr. Yates Dameron, Assistant Deputy- Dlrector, both of the
Office for Plans and Requirements for DMA. .

*+ETL:' The ETL is a field operating agency of the Office of the Chief of Engineers.
Its major R&D missions include, automated mapping, point positioning, and military
geographic information. It is organized into five prime R&D elements: The Research
Institute, the Computer Sciences Lab., Geographic Sciences Lab., Topographic Devel-
opments Lab. and the Terrain Analysis Center. These elements employ 78% of ETL's
work force which is comprised of approximately 280 civilian and military personnel.
The remaining 22% provides the necessary administrative staff services. At the ETL
discussions were held with Colonel Philip Hoge, Commander/Director, and Lt. Col.

William Stockhausen, Deputy Director. Meetings were also held with the Chief of the -

Terrain Analysis Center (TAC), the Chief of the Topographic Design and Development
"Group as well as the Director of the Geographic Sciences Lab.

+##TAC: The Terrain Analysis Center reports dxrectly to the Technical Director of

the ETL. It has an operational rather than an R&D mission. Established by the Chief

of Engineers ir. 1975, it provides a terrain analysis [capability at Department of Army
level. TAC prepares specific terrain studies and analyses in support of contingency
plans in war scenarios. It assists and complements civilian users for terrain
intelligence. It is developing a capability to provide military geographic information
and terrain data from all sources worldwide needed for military and civilian

contingency planning, training and engineering. TAC's location within the ETL -

enables it to test new methodologies, techniques and systems resulting from R&D to
represent the user in these areas. When tasked to perform its mission, TAC is divided
into two teams of analysts - one, a Data and Acquisitions Management Team; the
other, the Data Analysis Tearm. TAC includes among its representative projects the
development of special terrain studies in support of MOBA by the Defense Advanced
Research Projects Agency (DARPA).

From discussions at the ETL, it was learned that this Laboratory has the
responslb:lxty not only to support the. Army but also to conduct R&D for DMA. At the
ETL, it was reported that the DMA is primarily a production agency though it is not
precluded from engaging in R&D in support of its own activities. As a final item, it
was reported that the ETL must rely on the DIA, the CIA, etc. for intelligence just as
. does the DMA. It should also be noted that the Army does have a capability to
produce maps in field units to support Army needs.
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3-1.0

‘ BACKGROUNDI

As it does in other mission areas, MOBA introduces unique problems to the
conventional methods for detecting, locating and identitying forces. Many
surveillance technologies, e.g., night vision systems, require line of sxght
between friendly and enemy forces. In budt-up areas, whether intact or in
rubble, open areas are'few and the enemy is readily concealed. Even those

technologies not requiring line of sight, e.g, unattended ground sensors,.
. suffer fram unique problems associated with background clutter not present

in urban areas. As an initial step in determining the magnitude of these
problems, it is necessary to evaluate present surveillance and target
acquisiti equipments in the TOE in a MOBA environment. The list of tasks
in the prepared FY79 MOBA program, developed at the Second DARCOM-
TRADOC|Coordination Conference on MOBA, [9-20 July 1977, defines only
one surveillance task, namely, "Surveillance Techniques in MOBA (Night

_Vision)". | No money has been provided to Night Vision Laboratory

specifically for this task; however, some tests have been run by NVL at the

Marine Corps Combat. Village, Quantico using other funds.. No other:
surveillance and target acquisition tasks have been defined or carried out.

Thus the {uhty of such technologies as radar, unattended ground sensors,

RPV's, acqustics, photography, lasers/electro—opncs, mine/booby trap detec-

tion, and IFF In a MOBA envxronment remains undetermmed.

~In the paggs which follow, the above nine technologies are discussed in hght

of MOBA, needs, and inclusions and recommendations are drawn. The

statement§ reflect a consensus between the ad hoc committee and the -

individual laboratories responsible for the development oi each of the
technologxes.

I
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.RADAR TECHNOLOGY.

Personnel and Vehicle Detection

A number of airborne and ground based radars for det¢ction of moving
personnel and vehicles are in the Army mventory. Several new systems will
be fielded. ovér the next few years.

The AN/APS-94 side looking radar Has been operational for many years in
the OV-1 aircraft. This radar can detect vehicles out to ranges well in
excess of 50 km. By the early 1980's, the SOTAS will be aperational. This
system consists of a modified AN/APS-9% radar in a helicopter and a ground
station ‘with a real time display. The. rotating antenna in the SOTAS3
prov1des rapid wide area surveillance. Both systems have been extensively
tested in Europe It is likely that some indication of their effectiveness in a
MOBA environment can be obtained by analysis of available data. The

- SOTAS tests are well documented with accurate ground truth daga.

‘The ground based AN/PPS-4 radar is fielded in large quantities. This radar

has a range of 1.5 km on personnel and 3 km on vehicles. [t may be replaced

in a few yedrs by the AN/PPS-15 radar. Both radars detect targets by
. presenting doppler frequency signals to the operator through an audio

headset. The ‘\V/PPS—S radar was extensively used in Viet Nam. It can
detect personnel and vehicles out %o 10 km. The radar has a "B" type (azi-
muth vs range) display in addition to a headset. Target acquisition for the

- Artillery is provided by the AN/TPS-25 and AN/TPS-58 radars. These radars

can detect vehicles to 20 km and personnel tc i0 km. They are operated
with standard military maps so that target locations can be correlated with
map features such as roads. The AN/TPS-58 can also detect and adjust
artillery bursts. ' .

A MOBA environment couid present a number of problems to these radars,
e.g., loss of line-of-sight due to buildingsy a high false alarm rate caused by
detection of civilian personnel, animals and.rotating machinery; large echoes
from buildings' may overioad the clutter cancellation circuits.

Evaluation ‘of these existing radars in a MOBA environment requires an
instrumented test facility (see IFF technology discussion). In addition to
evajuaing existing radars the testing should be structured to provide a clear
indication of new radar developments required to provide reliable detection
of personnel and vehicles in a MOBA environment. .

Some New Radar Capabilities

The lightest of the radars discussed above is the AN/PPS-15, which weighs
20 Ibs. and operates from a tripod mount. Technology now permits devel-
opment of a handheld radar weighing less than 5 Ibs. The CS&TA Laboratory
is initiating a program with RCA to apply microwave FET technology and
CCD processing to lightweight radar.



Remotely Piloted Vehicles (RPV), such as the AQUILA, offer a number of
attractive possibilities as a platform for sensors in a MOBA :nvironment.

Their low cost and low vulnerability should allow them to be used for pene-
tration missions. In cooperation with AVRADCOM, the CS&TA Lab is
pursuing a major program to develop a radar for use in an RPV. The main
emphasis is on a radar capability 'to automatically detect and recognize
military targets such as tanks. trucks and artillery in the presence of echoes’
from terrain and foliage. 'The approach is based upor the use of millimeter

- waves for high angular resolution and signal processing of radar signatures.
A brassboard 95 GHz radar has been develcped by Norden. Basic character-
" istics of this radar are attached. ‘A number of promising signal processing

techniques have been developed by the Georgia Institute of Technology.
Preliminary tests of the Norden radar utilizing these processing techniques
have been very encouraging. This radar should be evaluated in a2 MOBA
environment to determine if modifications of its signal processor are re-
quired. The evaluation can be best accomplished through flight tests m a
hehcopter. .

'

Weapon L.ocation

A major weapon for MOBA is the mortar. The AN/TPQ-36 mortar locator of
the FIREFINDER system will be fielded by the early 1980Q's. This radar is an
extremely effective mortar locator, but may be too expensive for many

* situations. Several lightweight low cost mortar locating systems are under

development.  An IR system has been successfully tested by Lincoln
Laboratory under the HOWLS program. A combined radar/acoustic system
has been developed by the CS& (A Lab. These developments show that it is -

~ feasible to produce a mortar locator, weighing under 200 Ibs. at a.unit cost

below 100K, which can reliably locate mortars at a range of 5 km. The best
configuration for MOBA can be most efficiently determined through analysis
and simulation.© The simulation approach has been very successful in
previous weapon location programs. ,

Divect fire weapons, are also hcavily employed in MOBA'situations. The
problem of detecting direct fire weapons was investigated a number of years
ago. It is feasible to develop a radar weighing under 100 Ibs. which car
detect and locate direct fire weapons at a range of at least | km. [ts utility:
can also be evaluated through simulation by increasing the scope of the

~ above mentioned mortar locatmg study.

Detection of Personnel Within Buildings °

* None of the fielded radars or those under development can penetrate build-

ings to any significant extent. During the SEA period a number of develop-
ments in the areas of foliage penetration and intrusion detection occurred
which were applicable to the problem of detecting moving personne!l in

~ buildings. A 30 MHz bistatic radar detected personnel at a range of a few
"“hundred meters through heavy foliage. The electromagnetic intrusion de- =~

tector- AN/GSQ-160, EMID, detected moving personnel through walls. A
VHF pulse radar (GEODAR) was developed which detected tunnels more than
10 feet below the surface.
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The utility of the AN/GSQ-160 in its present. configuration can be readily
evaluated by means of a 3 months test.” [t is likely that more sophisticated
equipment will be required. A potential problem is false alarms caused by
RF interference. .

There is a strong possibility that an appropriate extrapolation cf tie bistatic
foliage penetration radar and tunne! detection radar technology cu: provide
an effective system for detection of personnel m buildings.

Conclusxons - Radar

o P Radar is one of the most lmportant surveallance technologies and
should be adapted to MOBA. .

2 There is no radar task identified in either the letter of Genera!l Hunt or
the DARCOM-TRADOC MOBA Conference proceedings. No funds
have been allccated for radar in MOBA. : |

3. SOTAS and MOHAWK SLAR have been employed in REFORGER
Exercises, including urban areas.

&, A 95GHz statxonary target detecting radar is under development for
‘ Aquila. lIts utility in built-up areas has not been explored.

5.  There is need for a lightweight mortar locatmg system appropnate to
use in urban areas. An IR fence/laser rangefinder is under devel-
opment for HOWLS. There is no radar system under development. ‘A
system employing both radar .and accoustics has been explored at
CS&TA Laboratory.

6.  Technology today permits the development of a handheld (ﬂashhght)
MTI radar.

7. The AN/GSQ-léG EMID can detect moving personnel within a room
from outside the room. It is in the SEAOPS inventory.

" Recommendations - Radar

. L. " Evaluate the utility of TOE radar systems including the AN/PPS-15 in
a MOBA environment for personnel and vehicle detection.

2. Determine the technical feasibility of developing radar and radio-
metric systems for use in a MOBA environment to: a) detect vehicles
on roads; b) detect personnel outdoors; c) detect personnel within
buildings; d) detect and locate weapon firings, mcludmg small caliber
and mortar.

3. Review the SLAR and SOTAS REFORGER data to determme the
‘ utility of these systems in urban areas.

4, Test the utility of the AN/GSQ-160 to detect personne| within build-
ings from outside the buildings.

5. Evaluate the utility of the AQUILA radar as development continues in
‘ detecting personnel and vehicles in an urban environment.
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NIGHT VISION/INFRARED TECHNOLOGY

‘The important issues for Target Acquisition svstems' use wnthm a MOBA

environment involve all aspects of the fighting team's utilization of these

aids.. At the present time the: only svstems which are or are planned to be

deployed in large quantities  are binocylars and night vision systems. The
aspects to be considered include the basic design parameters of the system

. such as: weight, operability, cost, performance, EMI suppression and noise

output. The mix of various types of these systems within the unit of interest
must be addressed as there are many differing tasks required to be carried
out. Finally the tactics of units in combat must be addressed to insure
maximum utilization of existing assets. :

The immediate problem is to assess the capabilities of the presently avail-
able night vision systems within the built-up areas. At present not enough
information is available to predict system performance in this environment.
The major concern here is the target signature in the MOBA situation. The
assessment must be performed for both the defensive and offensive postures
in order that predictions can be made for both cases. Preliminary tests have
been carried out with various systems to assess the detection capability
using military observers within'a dead town using man targets at doors and
windows of the buildings. These were static tests which would duplicate

' reconnaissance within the built-up area. These tests did not have significant

statistical replications and did not include testing for the target signatures

. which were wxdely varying over the penod of the test. These variations

occurred both in the contrast and hght level for the image intensifiers and in
the temperature differential utilized in the thermal viewers. These tests did
not include the issues of squad or platoon size groups, vehicles, mines or
booby ' traps, - weapon detection, motion, building occupancy and .fire
detection. - Some of these items must be addressed to obtam any reahstxc
results from a test. :

The test which must be carried out would be to quantify the amount of '
' mtelhgence that can be obtained both from inside and outside a town with

various acquisition aides during a realistic assault on a town. . These tests
must be implemented with careful measurement of target signatures.

Fighting within the MOBA environment will occur much more frequently

than previously experienced and because of the desire for continuous action
many njght operations will be carried-out. These operations will require a
varied capability in the sensors' abilities. The normal reconnaissance task of
searching for targets such as vehicles, people or weapons systems is the
major function. This will be fulfilled at many levels including intelligence
gathering for overall operation planning down to individual soldier finding
targets and directing fire at them. Many other tasks such as resupply and
regrouping for attack must also be considered. These are very important

_missions which would be logical to carry out under the cover of darkness and

would be facilitated by the use of night vision systems. Included in this
second grouping would also be equipment repair which could be accomglished
in the dark. The major point is that for all the tasks outlined above there
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can be no assessment of the payoffs for making the investment in
development or choosing the proper mix of systems for field issue without
obtaining a realization of the systems' capabilities in, thé MOBA environ-
ment. '

Test Qutline : !

This program involves four weeks of tesiing with full target signature sup-
port for the total period of the test. It would be possible to save some small
portion by taking target signature data for just one week of the test. The
savings would be ahout 12% of the total cost of the test. The price also
assumes support of the test by military personnel. Presumably the test sight
is used for training a.id the trainees would be utilized as the ‘observers for
NVL experiments. Some of the, cadre would also have to be available to act

" as referees and traffic controllers.

Utilizing night vision systems in a MOBA environment, tests will be of three
types: (1) static surveillance by the individual soldier, (2) realistic Jefensive
and offensive maneuvers by squads and (3) the mobility of the soldier
wearing night vision goggles for such tasks a: room clearing, resupply,
vehicle repair and map reading. The measures of performance will be
acquisition ranges, performance times and casualty rates. .

This test should be carried out during at least two seasons of the year,
winter and summer, s .

During the test period a helicopter test should be carried out which includes
aerial observation of the town with a thermograph. ‘

Conclusions . *

Image Intensifiers (Goggles, Starlight Scopes)

.  Quantico tests demonstrated detections of personnel in windows and

doorways at ranges out to 175 yds., depending upon natural light level.

Overall probability of detection 50% of the time occurred at 100 yds.

Limitation was S/N not resolution. Third generation systems, which

might be available by early 1980's will have increased detection range
. perhaps doubled. : .

2.  They will reveal building activity only if lights (visible, near IR) are '
- 'used by occupants. '

3. ' Unlikely that they can be used :o identify friendly foeces unless friend-
lies were equipped with "optical transponder.” '

4. Goggles are useful aides for:

a.  Moving rapidly through buildings
b.  Driving vehicles

c.  Resupply ,

d. Detecting enemy [R"searchlights
e.  Map reading and vehicle repair

(V3]
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5.

Can detect enemy use of NdYag laser rangefmders or target designa-
tors.

Thermal lmagmg Svstems (HHTV, NODLR- IR TOW ngnt nght1 Dragon

Night nght,Tank Thermal Sight, PNVS, TADS)

l.

5‘

6.

Quantico tests revealed that high resolution (.25mr)' systems can
detect personnel in windows 100% of the time at ranges up to 175 yds.
(limited by line of sight in the test) independent of ambient light level,
if there is no heavy fog. Low resolution (2mr) systems are limited by
resolution not S/N.to 50% detection probability fange of 150 yards.

In general the high resolution systems should reveal personrel in win-
dows at ranges of at least IKm. '

\

Glass in windows will make.xt impossible to see perspnnel within room.

Other field tests have revealed that thermal imaging'systems can
determine which buildings are heated and which are not, .thereby

- providing a clue to occupancy. This is by temperature distribution on

outside walls, so doesn't depend upon open windows or doorways.

~ With a high resolution system at closé range, 100 yards, it may be .

possible to ldennfy personnel from enemy or neutral.

Enemy weapons which have been fired recently can be detected by
thermal signature.
7. Vehxcle thermal slgnatures uniquely 1dent1fy enemy versus xriendlies.
Recommendatlons '

L.

The Quahtxco tests, which were preliminary, need to be followed up by
one or mare tests of larger scope in which the ‘ollowmg issues need to
be addressed.

a  Building occupancy as revealed by thermal signatures from the .
sides and from above (RPV, Mohawk, AAH TADS).

b.. Weapon detecnon as ' revealed by Thermal Signature (rifles,
mdchine guns, anti-tank missiles (Sagger, RPG-7), artillery,
recoilless rifles, tank main gun.) | -

C.  Mines, booby'traps detection.

d  Vehicle identification.

e Personnel idertification.

f.  Detection of Nd-Yag laser rangefinder (designators by image

intensifiers, and perhaps a COZ laser detection by thermal (8-
14 1) systems. _ , .

34
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Target and background signature data need to be collected whxle the

Effect of smoke on target observation and ability to see through
it with thermal systems.

. Squad leve! tests using TOE night wsic;n 'equipment.

Detection of enemy resupply efforts.

above tests are underway.

2. Determine requirement and technical approach for new mght Vi-
sion/optical equipment for '1OBA environment, such as: .

| Optical Augmentation

74 ) ..
Moy L7

‘ ’ . ' An exceuent test site for the above is Hammelberg FRG.

Corner Sight
Optical
Image Intensifier
Infra-Ped

Surveillance Drone

‘Cheap IR NIGHT SIGHT

Covert Search Lig’t\t

Laser Designatnr
Searchlight;
Lighting Act.vity Detectors

Optical Commui.nicators

35



340 ACCUSTIC TECHNOLOGY -

. ' Short Base Acoustic Arrav « The sound ranging techmique cuerently
used By the Army employs a linear Lrrav 0f up to six microphuones to
detect and locate firing artillery weapons, mortars and other sources
of explosions, The use of Short Baseline Acoustic Array has heen

) propused and investigated to overcome some of the limitations of the

. : conventional sound :anging approach, Some potantial advantages of a

o system emploving the 3BA are reduced systemn response time,
increased target handling capacity, and enhanced signal to background
noise capability. The advantages are derived, in large measure, from
the capability of theé SBA to measure angle of arrival,'as wet!l a3 time

of arrival, of the acoustic wave, (he best use of this technique in a

MOBA environment would probably be the deployrrent of the svstem

outside the built-up area to monitor and locate activity within, No

data is currently available regarding the performance of sound ranging
systems in @ MOBA environment. First steps in any investigation along
these unc. should include a.better definition of the MOBA environment
and the obtaining of a~oustic propagation data relative to this

i environment. Subsequently, acoustic data would be evaluated using

. E © SBA processing, either on line, or off line by computer simulation, to

‘ determine and optimize SBA processing parameters and determine
potential system effectiveness. .

2. Clandestine Methods for Listening - A variety of potential techniques
' may be used to implement the requirement to listen to sounds within
buildings and rooms from outside in a MORA environment, Micro-
‘phones and microphor.-like transducers are available in extremely
smail sizes. They have low power consumption and are very rugged. °
These may be unobtrusively planted togather with a suitable trans-
mitter as a leave behind system., [n open spaces, highly directional
microphone 'systems mnay be used to monitor conversatron from a
distance. The effectiveness of this technique s limited by background
noise and wind noise at the microaphone. Conversations on the other
side of walls may be monitored by contact microphones which utilize
the wall as a vibrating membrane, activated by acous:.c energy. These
may be fired into place from a distance. A major consideration for
remote listening systems is the requirement for the transmission
system, This includes distance to be transmitted, duty cycle, method
of turn-on, etc. Another method of remotely monitoring the acoustics
within a room employs detection of the vibration of a structural
membrane such as a window by detection of the modulation of the
reflected energy from an active optical source (e.g. IR) which is
directed at the window. [n order to evaluate the .elative suitability of
these techniques, it is necessary to define speci{ic requirements for
operation in the MOBA environmient, {t is expected that evaluation
hardware can be obtained off-the-shelf,

Conclusions « Acoustics

L. There is no acoustics task identified in either the letter of General
Hunt or the DARCOM-TRADOC MORA Conference procesdings. No
funds have been allocated to acoustics in MOBA,
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10 nay he possihie to tocate hostile mertars Lrg wat’in an urban area
By 2 short husehine acoustis locatng system, However, multipath may

he g prablem,

Conversationg can he ovarheard at ranges up to about 100m by uww,
direc ional acoustic systems employving parabolic retlectors,

It s probable that a 'nrcrophone and RE trans.mitter can be developed
which can be fired {rom across the street into the wall 9¢ a building so
as to overhear conversations within that building:

Conversations within 3 room can be overheard remotely by active IR
means,. ... !

Leave bahind mycrophone/transmitters can be pre-tmpl.l(.t‘d 1n urban
areas before withdrawal,

Recommendations - \coustics

i,

Netermine the feasibility of utilizing short baseline acoustic locating
systems for detec tion of mortars in an urban environiment.

Investigate clandestine methods for Lstening to.conversations within
rooms by parabolic reflector/microphone systemns, microphone/trans-
mitters fired Inty place, active IR systems: Determine the lunitations
unposed by bathground noise.

Det rmine the unlxty of leave behind microphone/transmitter systems
for urban warfare, '




-390 L.‘\SER/ELECT.RO-OPT!CS TECHNOLOGY

; The general capability of detection of effluent emanations from a variety of
, ' man-made activities, principally weapon firings and vehicle exhausts, by

/ CQ, laser doppler techniques, has been demonsttated at considerable ranges.
1 ; In dddition, the natrow-band induced resonance characteristics of the laser
L ' : beam permits identification, via the return, of specific gaseous constituents

of the effluent (LOPAIR). By variation of the laser wavelength, it is
_possible to detect and identify the presence (or absence) of gases related to
military targets and their ratio to a common background effluent. (X ./ A o)

For MOBA utilization a system employing this technique will be rnounted on
'+ a rooftop and scan above the local area. The concentration of: target
~effluent above a hrmg weapon, or operating vehicle, will be considerably
‘ hngher inits immediate vicinity, possibly enhanced by ducting along vertical
1 , walls, such that a maximum ratio of A f/ Ao return will indicate a target

below that point. Ranging can be accomphshed dnrectly off the effluent to a
reasonable degree or accuracy.

o ' ' ' A program is proposed which will consist of'three phése.s:.
' R (1) Analysis of effluent returns from various targets at selected CO
‘ Laser wavelengths and determination of return’ ratios against a normaE
urban' background. Identification of specific targets may prove
possible, e.g., Soviet Vehicles, Mortars, etc. : '
@) Deslgn and development of an exploratory development model.
C (3)  Test and evaluatnon in 4 simulated MOBA environment. K

Conclusions - Laser/Electro-Optics

I There is no lasers/eiectro-optics task identified in either the letter of
‘ , ~ General Hunt or the DARCOM-TRADOC MOBA Conference pro-
N, : , ceedings. No funds have been allocdted to lasers/electro-optics in
e N . : s MOBA. . < t , »

2. Artillery locatuon by means of laser backscattenng from muzzle blast
eftluents is under investigation. It is not c!ear whether this method
would be useful for mortar location. :

3 A Passive Artillery Locanon System based upon guntlash‘detection‘ can
) : locate artillery when firing pruvided there is line of sight between the
I ' , PALS and the' amuery.

4. Obscuration of the line of sight between laser and target, or betwr *n
target and weapon, will render laser target designators inoperable.
_ _ Laser rangefinder’s operation will not be as affected, since only the
. - ‘ line of sight between operator and target is important.




5.,

Recommendations - Laser/Electro-Optics

Flash and sound techmques used together will be effective a higher
percentage of the time than each separately.

1.

3.

Based upon'the results of the laser effluent detection study, determine
whether these results are appropriate to solving the problem of
locating mortars in urban areas.

A study of lme of sight limitatiors in urban environments is necisy
determine the utility of flash ranging, laser desxgnators, and laser
rangefinding systems. i

Determine the . increase in effectiveness of combination flash/sound
ranging system for mortar location in urban areas.

»
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PHOTOGRAPHY/PHOTO-OPTICS TECHNOLOGY

l.

2.

The Photo Optics Technical Area has initiated two (2) ILIR programs
that would have application to target detection in a MOBA environ-
ment. One of these involves the use of photographic color signatures

for automatic target detection. The concept involves aerial or ground

photography with in-flight or immediate rapid processing of color film.

A sensor will view the processed film and respond to the .color

densities correspondmg to the color signatures of, interest, For ex-

ample, in a MOBA environment, the sensor could be set to respond only .

to olive-drab vehicles, or camouflaged vehicles. The frames contain-
ing the targets of interest could subsequently be studied or scanned for
transmittance to the ground. Feasibility for developmg such a system
has beer shown, but additional development work is required. :

Another R&D effort was started in FY-77 under an ILIR program.. The
objective is to devise a passive leng focal length 'photographic
surveillance system utilizing long exposure times so that artificial
illumination at night can be eliminated and the resolution of daylight

. photography maintained. At present, the study is bemg made for a -

stabilization device suitable. for use in an’ aircraft. - A computer
analysis of such a system showed that at a stand-off range of 50 kilo-
meters a target as small as 3 meters could be detected at full meon.

At 200 kilometers a 10 meter target could be detected. The

incorporation of such a stand-off system on fixed platforms, heli-
copters, AQUILA or commercial airliners would have application in a

MOBA environment for high resolution passive surveillance. It is,

estimated that 100K would be required for tne first and second year to
study the servo mechanisms required for various aerlal platforms anr
photographic conditions. - .

Conclusions - Photography

l.

"2.‘

3.
u'

There is no photography task identified in either the letter of General
Hunt or the DARCOM-TRADOC MOBA Conference proceedmgs. No

- funds have been a!located for photography in VlOBA.

There is a photo’ package on MOHAWK. There is curreiitly o intent to
have a photo package on tne AQUILA RPV, although work. was done on
one. .

The present fielded systems do not provide a near rcal time capability.

Active line scanners used with retro-reflectors offer a means for
locating friendly forces.
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Recnmmendatxons - Photography

L.

1

2

. Determine the need for photographlc systems in a MOBA environment,
to include ground based and aeriai platforms (MOHAWK, AQU[LA,
helicopter).

Should investigate the use of active line scanners (vxsxble, IR} with
retro-reflectors to locate friendly forces.
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UNATTENDED GROUND SENSORS/REMBASS TECHNOLOGY

Unattended Ground Sensors

.

.‘2:‘ '

Remote unattended ground .sensors and sensor systems, such as
REMBASS and PEWS, appear to have unique potential for MOBA use
working either alone or in concert with other kinds of combat-
surveillance target-acquisition components and systems.

a  Unattended ground sensors can detect intrusions into the area
under their surveillance, and can distinguish true intrusions from
the ambient environmental background. Certain of these sensors
also can classify intruders .into various categories based upon the
“signature" characteristics of the disturbances they create.

"b.  All of these sensors are capable of reliable continuous covert

operation, without attention and for extended periods of time,
and can transmit their findings to centrally located monitors
over arbitrary but extensive distances. '

¢.  The physical phenomena, whose disruption by intrusions are
sensed, differ with each of the various available sensing devices,

and are different from the phenomena upon which other types of

. surveillance systems are based. Accordingly, unattended ground
sensor systems have capabilities which are different from those

~ of other surveillance systems and suffer from different limita-

tions; they complement the other classes of system.

d  The differences in sensed phenomeha also contribute flexlb.!.tv
to the deployed unatended ground sensor system. A system can
be tailored to suit the needs of a specific operational situation by
proper selection of components to emphasize required capability

and minimize the impact of the limitations imposed by the

environment. Since the sensors and the monitors are compatible,
regardless of the phenomena. being measured, the system
configuration is a reasonably arbitrary matter.

In spite of this apparent potential, emphasis in tactical sensor systems

. so far has been on open-area utilization rather than on the urban

environment (although, in the Additional Comments Section, the

'REMBASS Materiel Need states urban’ warfare applications as one

source of justification in identifying the need for an audio sensor to be
used in conjunction with seismic detection). There are three reasons
for this emphasis in the REMBASS Programs:

a. The REMBASS Materiel Need, which is the REMBASS require-

. ments document and the fundamental source of criteria to which

REMBASS is being built,' emphasizes direct support of tactical

operations at the battalion to division level and speaks of the

- document need for early warning in a rapidly moving mobile
force environment in its discussion of the REMBASS threat.
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b.. The existing history of unattended sensor utilization (in Vietnam)
is predominantly exurban, and little is known as to exactly what
use can or should be made of sensors in some other environment.

c. Sensor technology has not fully evolved, and certain of the
capabilities considered.appropriate to urban utilization are not
yet within the state of the art. REMBASS-I, now in full scale
Engineering Development, is . first stage of -the full capability
REMBASS which is ultimately desired. It will be.a complete
usable sensor system but will not, for example, be able to
distinguish civilian from military vehicles in a mixed column such
as might be expected in an urban environment.

Thera are a number of unknowns which should be addressed, and a

number of apparent inconsistencies which need resolution, before the .

true potential of unattended ground sensors in a MOBA role can be

evaluated. And, there are a number of indications that these questxons
are ‘appropriately ready for answer at thlS time.

a.  An urbar environment is presumed to be A seismically noisy one
in which conventional seismic seusing will not work well; it is
also thought to be rich in the kind of electromagnetic ambience
which can degrade the data transmission aspects of sensor
system operation. These presumptions need to be quantxtatxvely
confirmed before their effect can be evaluated.

- b~ Operation in an urban environment appears to require capabili-

ties which are completely the opposite of those needed in an
exurban situation. The necessarily large detection range of the
'REMBASS sensor, when used in an open field, seems to be an
invitation to signal saturation waen used to monitor a single city
street. The real operational needs of an urban situation need to
bé examined and defined in the framework of what modern
sensor technology can accomplish. Three particular facets of
sensor technology appear to offer promise in this context: first,
the inherent flexibility of a sensor system in which different
kinds of compatible sensors are available for the tailoring;
second, the self-adapti've (the automatic feature of adjusting
detection sensitivity to compensate for actuat background noise
variation) capability which has now been achieved in the PEWS
sensor system; and third, the low-cost imaging sensor now being
built as part of the REMBASS Advanced Development program.

It would appear that the potential of unattended ground sensors for
MOBA use could be examined properly now that modern sensor systems
are approaching maturity and, coincidentally, that a meaningful

study/test bed (AVID GUARDIAN) is available for the purpose.
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REMBASS

Tactical sensors currently under development for Project Manager, REM-
BASS and other users can provide considerable information on the movement
and location of forces in built-up areas. Existing sensors, for example, have
the capabllxty to identify by class (i.e, personnel, wheeled, tracked, fixed

‘and rotary wing aircraft) and, therefore, can identify potentxal counter-

measures to be deployed against these threats. The sensoss are currently
confngured for tactical usage, therefore, are not immediately capable of use
in, MOBA. However, the concepts are proven and can be adapted with

engnneermg development. In regard to the problem of locating forces housed I

in structures, previous programs for the Drug Enforcement Administration
have indicated the possxblhty of detecting the presence of personnel in
vehicles using seismic techniques. These same techniques. appear to be
feasible when applied to-detecting the presence of forces in structures

. utilizing structural members as a major source of signal for these detectors.

Again, development would be necessary, but the concept has proven to be

feasible already. . .

'
1

Milestones: . ‘ »
lst Otr FY78 2nd Qtr FY78 3rd Qtr FY78 4th Qtr FY73
 Assess sensors Prepare feasi- ‘ Conduct tests .~ Prepare report
modifications bility models of feasibility on results anc
and required using exxstmg .items. recommendations
'design changes. . assets. for program con-

tinuat 1on .

Remarks:

It should be noted that the above-mentioned application of sensors to MOBA
can be significantly enhanced by utilizing on-going sensor data collection

- programs such as Project AVID GUARDIAN which can provide a wealth of

information in a European environment. Prior to the initiation of this task,
this type of source and others should be thoroughly mvestngated to prevent
duplication of data collection efforts.

Conc!usnons

ll

2

3.

Unattended ground sensors (UGS), e.g., those used in: REMBASS and
others under development, are potentxally a useful technology for

.surveillance in MOBA.

There is no UGS task specified in the DARCOM-TRADOC conference ‘
list. There was a MERADCOM sensors task in the original list from
MG Hunt. No funds were received.

The REMBASS (UGS) background data base in urban environments is
lacking. ‘There is none from urban areas, including FRG and CONUS.

+4
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6.

8.

9.

0
'

UGS have not been field tested in German urban areas. A notural
vehicle for doing so is AVID GUARDIAN.

The sensor heads (transducers) themselves are orobably suitable for
urban areas, but new processors must be developed, or current process-
mg concepts expanded. ‘

Appropnate targets for UGS in urban areas are personnel. wheeled
vehicles and tracked vehicles (both statignary,and moving), fixed wing
a/c, rotary wing a/c.

The Hidden Alien Detector (seismic detector) may be suitable to
detect personnel in buildings through vibrations in the building struc-
ture.

The gun flash locator task was listed in the DARCOM-TRADOC"
conference proceedings but no funds were received. No 'work is
underway. It is capable of detecting .30 cal rifle fire up to 1000 ft. It
was developed under the Protection of Key Public Figures program and
was tested in New York City and Stamford, Connecticut.

.. FRG propagaiion problems in urban environments may affect trans-

mission of sensor data adversely. Tests have not been run.

Recommendations

l.

Unattended ground sensors are potentially very useful in MOBA and

should be recognized as such. The evaluation of their utxhty should be
part of the DARCOM test plan.

Expand mission of AVID GUARDIAN so as to mclude sensnr evaluation

in an urban environment.

Obtain sensor background data (seismic, acous:ic, ‘magnetic, IR) in
urban environments appropriate to FRG.

Designate' an urban test site in the U.S. in order to test UGS under

'development. Coordinate this with the MOBA village development in
‘ U-So

Fund the gunfxre locator test listed in the TRADOC DARCO\\ confer- ‘

ence proceedmgs. ‘

Evaluate REMBASS sensors in MOBA in FRG. This would determine
utility of them and provide background data base. ‘

The investigation of the unit identification concept of AVID GUARD-
IAN (BAZILE) should be expanded to consider an urban environment.
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IFF TECHNOLOGY

The Army is in the process of determining if there is a need for cooperative
IFF ih conventional battlefield situations. During the period October to
December 1977, TRADOC will be conducting tests at the CDEZ, Ft. Ord,
California, with the objective of determining at what range operators,
- utilizing electro-optical sights for weapons such as TOW, can distinguish
between U.S. and Soviet targets such as tanks and armored personnel car-
riers. The TRADOC concern is that many of the new anti-armor weapons
-can kill targets at raﬁges beyond that ~eeded for reliable identification.
They. are also interested in defining new training and operational procedures
"to improve identification capabilities. The terrain is open with no line-of-
sight obstructions. Only one target at a time will be under observation. It
sheuld be hoted that these tests were not dasigned to simulate tacticai
situations. Tiey are intended to determine operator capabilities under near
ideal conditions. It is doubtful that much can be inferred from the results of
the CDEC tests concerning the need for IFF in a MOBA environment where
visibility will be obscured and multiple targets will be present.

The CS&TA Laboratory has developed a cooperative IFF system for vehicle
identification with common processor/cqntroller and interrogation by micro-
wave or laser transmission. Reply is either by the secure vehicle radio net,
or a dedicated VHF Transponder. It is planned to demonstrate these systems
at CDEC during December 1977. The CDEC demonstration will not address
problems that could be encountered in a MOBA environment such as line-of-
sight lirnitations and interference of VHF propagation caused by large
buildings. .

The TRADOC tests and demonstration of cooperative battlefield IFF need to
be expanded to include a MOBA environment. We know of no instrumented
MOBA test facility, nor can we make a reasonable estimate at this time of -
its cost. However, the facility can easily require a multi-million dollar
'expendlture. .

‘ The prablem of IFF for personnel in a MOBA environment is unique. A
major requirement could be identification of personnel in buildings. This
application will require new approaches. ' A secure radio link is a possibility.
The first tasks in a personne| [FF program should be a TRADOC sponsored

. study to determine the tactical requirements followed by an analytical and

experimental investigation of applicable technical approaches.

Specifié approaches, which can be initiated immédiately fdr evaluation since
the technology is well in-hand, deal with laser/electro-optics systems for
IFF and ‘training purposes. A brief description of these approaches is
attached. -

"°F and Ldser/Electrq—Optics for MOBA

Rapid identification of all friendly troops battlefield participants in a
high stress, close proximity environment is mandatory in a MOBA
scenario. Low cost laser interrogators, with a | to 3 mr beamwidth,
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3.

0

have been developed for tactical IFF purposes and for training systems
(MILES). Solar cell receiving detectors, also very inexpensive, have
been demonstrated at ranges in excess of 500 meters.

A system can be developed which will incorporate a laser interrogator
emitting at 0.8 u (GaAs) and a co-axial silicon receiver operating at
0.9 u with the radiation split by a dichroic. The target will wear a
group of solar cell buttons, filtered to 0.8u , and an LED emitter at
0.9 u with each button. Both ends can be readily coded as required.

" In operation, the laser will b= weapon mounted and boresighted. Upon

interrogation the target will emit an IR response which can be
converted to a flashing light on the rear of the battlesight to indicate

" a response.

'Recommend a program be initiated along these lines and several (10)

experimental models be built for evaluation.

Conclusions - IFF

l. .

3.

There is no IFF task identified in either the letter of General Hunt or
the DARCOM-TRADOC MOBA .Conference proceedings. No funds
have been allocated for IFF in MOBA.

CACDA is examining the need for Battlefield IFF. Tests being run &
October - 9 October 1977 are not MOBA related. They are designed to
determine the need for IFF associated with long range weapons like
TOW, laser designators, etc.

Two funded approaches to Battlefield IFF are underway at CS&TA
Laboratory. One employs'a microwave interrogator; the other, a laser
interrogator. Both employ an omnidirectional YHF transponder, either
dedicated or the tank radio. They are to be evaluated in CDEC tests
beginning in December 1977. :

Conceptual approaches to Battlefield IFF mclude* noncodpe'rat"ive
laser methods, aerial color photography spectral analysis and a vari-
ation of the MILES training simulator. .

Almost all of the BIFF approache§ are oriented toward vehicles. There
is a need also for personnel systems. .

Recommendations - IFF

L.
2.

Identify IFF as a key MOBA need.

CACDA should determine the value of BIFF in MOBA scenarios. To
what degree is line of sight operation a practical limitation on the
Jtility of those microwave and laser approaches currently bemg
explored for vehicular IFF.
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3. Test the current vehicular IFF systems in a \AOBA environment to

determine their technical limitations, such as propagation in cities of
the VHF, hnk If necessary, redesign the interrogator and transponder.

4. Explore the need for a personnel system to determme the presence of
friendly forces in bu1ldmgs.
| :
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RPV TECHNOLOGY

The U.S. Army's current fixed¢ wing RPV program is directed toward recon-
naissance and target acquisition. The AQUILA, RPV system technology
demonstrator, is fiown typically at ~'titudes of 1000 to 2000 feet AGL with
a TV and Laser Ranger/Designator sensor. [t can cruise hetween 50 and 100
knots at rarges of 20 KM f.om anround control station (GCS) with an
endurance of 3 hours. The stabilized TV system can detect, identify and
track tank size targets on a rcad at ranges of approximately 2000 meters
from the RPV. Men in the open can be detecied at pcrhaps half this range.
Shadows make detection and tracking more difficult. -
‘ |

RPVs which can hover may be more tuitable for m'ilit_ary operations in built-
up areas (MOBA) because they can operate at lower aititudes, enter enclosed |

areas and remain near a point of interest for a longer period of time. Using
day or night sensors, they can observe through windows or other areas.of

" interest. Fixed wing RPV could be flown in streets following patterns above

buildings and.towers based on video observed in the GCS. No estimate is
available for the relative probabilit% for survival between fixed wing and
V TOL RPVs in a MOBA environment. |

The operational fixed wing RPV will operate at 30 to 40 KM from the GCS
and utilize a data link which requires' that the RPV remain within radar line
of sight from the GCS.  For the short ranges envisioned in MOBA, it may be
possible to maintain the required line of sight at low altitudes using simpler
equipment with VTOL RPVs. DOD RPV efforts are concentrated on fixed
wing RPVs. Several U.S. contractors have done limited work on rotary wing

‘and ducted fan. VTOL RPVs on their own initiative. These efforts are

. Canadian CL-227, none o{ the VTOL

_limited primarily to RPV design but have not included system integration.

The governments of Canada and |the 'U.K. are sponsoring technology
development of rotary wing RPVs.| With the possible eéxception of the

fixed wing sensor.

The RPV will be used in applications where the probabili‘ty of survival of a
manned system is unacceptable. he RPV has application for MOBA
missions; however, analysis and test will be necessary to evaluate the

. application and to compare the capabilities of fixed wing vs VTOL concepts.
© MM Surveillance Radar for R.P.V. .
Fre'quency ' ' 95 GHz
Modes of Operation:
- High Resolution Ground Mapping 20 Nano Sec Pulse
- Fixed Target Enhancement 20 Nano Sec Pulse
p Pulse to Pulse
, Polarization Agility
: ‘ Processor
- Moving Target Indication ! 50 Nano Sec Pulse
' 5 (Single Delay-Line
; Canceller)
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PVs is big enough to carry the current
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L+ The abidity 1o view from above will ca e RVt be of much utidity in
) \\Ol\ \ environment,
& RPVs which can hover will be of grrm-r ase than fived wing ( WEIL )
RP\us in MOBA, . ‘
\ RPV payloads of interest include survedlance and target s quisition
systems (FLIR'S, MTI radar, millimeter wave r.mmmﬂrn) and targei
 dJesignators (laser, millimeter wave)
LR There s no LS, Army program to dtvelnp A havering RPY,  Canada
and the UK, ate sponsoring technology dcvrlopment of rotary wing
RPVs.
Rﬁ‘bmmend.\timu_ .
{. Determine the utility of fixed wing RPVs by testing AQUILA with
©osurveillance, target acguisition, and target devignation pavioads an g
MORA onvnmnmem st as chat at Qu.mm V. :
b PM - RPY should obtain one of the Canada o ULKrotary waing RPVs
v to test it utility in MOBRA tor survestlance, target acquisition, and
“target Jesgnation pavlodds, «
LY}!
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' '

MINE/BDSORY TRAP DETCCTION TECHNOLOGY

Program for Research Development and Analysis

Explosives' detection is a continuing problem for both the civilian and the
punhic secters pt this and other ‘countries. The military need lies in the area
ot mine and bouby trap detection in a variety of environments ranging from
operations in relatively pristine areas to' MOBA. Every conceivable
discipline of science has been searched for technology which could be per-
tinent to the military need. The current resuits of this long endeavor are a
great narrowing of the sreas of interest to a few promising approaches. One
of the fields showing great promise 13 the general area of biosensors which
1N turny is currently narrowed to include only enzymatic and animal
research. Of the. anmals, the most promising are dogs; and their merit ay
mine detactors has been clearly establshed by MER ADCOM through a series
of four field tects in 1973/76. Some work, however, remains to be done in
this area. Initially, dogs must be trained and evaluated as remote-controlled
sensory, thus ehiminating any human hazards incident to a minefield search.
{During the four tests of 1973/76, handlers maintained control of the dog by
means of a ux-foot leash.) The remote control system would requite some
development wherein existing NASA or other syste'ns were adapted to this
purpuse, but it 18 certain that the existing traiming protocols are adequate as
a foundation for the advanced training needed for optimum remote control.

It should be noted that marking of individual mine locations is as pertinent.a
feature of a remote control system as is accurate command guidance.
Finally, the animals should be evaluated, both on leash and with remote
control, in a test environment which closely duphcates intense combat
activities,

At least a two-year effort is necessary to achieve the goals of this rrogram.
Remarks '

It i3 obvious that any success in the area of explosives detection will serve
not only the military sponsor but also civilian agencies with similar prob-
lems. Terrorist activities against civil aircraft, huildings, etc,, lead to.civil
police activities not unlike MOBA scenaiios. Success in this particular
eﬂoﬁ could be of great vajue to the civilian sector.

. Harmonic Radar for Close In Detection

'

Harmonic radar is currently in use for locating electtunic eavesdropping
equipment and hidden military equipment caches (n room search scenarios.
Low power systemns have the capability to penetrate typical construction
materials and asust trained personnel to locate threat items, A measure of
duscrimination between electronic threat items and metallic assemblies s
atforded by comparing the even and odd (Normally the second and third)
harmonic return,  The principle himitation for MORA application Les in the
lack of specificity.  Many non-threat items are capadle of generating
returns, and some threat items do not. In room search, the system operating
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range 1s intentionally Limited so that each detection may be unambiguously
investipated by physical means. The efficacy of harmonic radar in house, or

street search, implying greater power and range, has not been demonstrated.

Low power systems are commercially available, while high power systems
are under Jevelopment at MERADCOM.

A one-vear study of the applicability of harmonic radar tor close in detec-

tion for MOBA is recommended. The principle elements of this study ace:

T ‘A detailed evaluation of (orexgn e‘perlence in \AOBA with dcploved

harmonic radar systems.

b. A more precise definition of the MOBA scenario anticipated.
C. An evaluation of the probable utility of harmonic radar in the MOBA
' scenario using existing equipment.

i

Airborne Harmonic Radar

The application of synthetic aperture techniques to harmonic radar systems
has been successfully demonstrated. Harmonic images obtained from an
Aairborne system are characterized by 'an order of magnitude increase in
target to background clutter ratios. The impetus bghlnd system develop-

)  ment has been the need to detect passive, stationary military targets, (wea-

pons, -vehicles, troops, etc.) intentionally obscured by natural cover. In tnis .
scenario, virtually all harmonic returns are potential threats 'and the manner
of deployment apparent in the image suggests the threat type. Application

10 MOBA has not been addressed due to the lack of a requirement and the

increase in the density of non-threat returns anticipated. The utility of such

T a system would be determined by the relative densny of non-threat items at’

the time of search.

A two-year program to evaluate the utility of Airborne Harmonic Radar tor
MOBA is recommended. The likely harmonuc clutte. environment is first
determined and, if warranted, a demonstranon/evaluatmn test program is
accomplished using existing equipment. Harmonic wmages in a realistic

environment would be obtained. .

Conclusions -
. Detection and clearing of mines/booby traps will de an. extremely
serious problem in MOBA. :

2, There is no provision for mine/booby trap detection in the letter from
General Hunt and the DARCOM-TRADOC conference proceedings.

R Conventional metallic and nonmetallic mine detectors suffer from a

severe false alarm problem in MOBA environments due to the presence
of sheapnel and the inhomogeneous nature of medium magnetomcters

and gradiometers suffer {rom the same problem.. ... .- = —




4. Dogs are' proven valuable for the detection-of mines and booby traps in .
a MOBA environment and are probably best detectors.

3. METRRA (Portable) has been oemonstrated to be of value in detcctm§
arms-caches and armed personnel in building (room to room search
utilizing both second and third harmonics.

Recommendations | :

L. Re-examine the decision to dxscontmue the dog program: and, in parti-
cular, the use of leash and remote building search.

' 2. In light of the proven utlllty of METRRA elsewhere for building
search, test the utility of the handled METRRA, second and third’
harmonics in a MOBA scenario. _ '

. 3" Evaluate the utility of airborne METRRA to detcct enemy torces in
villages.

.
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SECTION 4

- - "Command & Control

‘General

Military Operations in Built-up Areas will be a part of tactical warfare in the Euro-
pean theater. Built-up areas will most likely be employed to provide force multipli-
cation in the defense by judicious employment of forces and tactics in the combina-
tion or, urban, suburban, and open terrain existing in Europe. Employment of division .
level forces in urban terrain woyld be expected relatively rarely (only in a few large
cities) while battalion or brigade employment could be the rule (many areas ejxst with
population .under 50,000) rather than the exception. The command and control
problem thus becomes one of coordinating the actions of forces across the entife
scope of anticipatéd terrain. This is feasible only when the anticipated problems in
command and control have been dealt with in each type of terrain.

’l’he primary functions of command and control systems are, according to Gen. Jack
Welch, * "preservation of the order and cohesiveness of our forces, avoiding blunders
and insuring freedom of action, and insuring non-zero effectiveness". The Command
and Control System may be considered as a Management Information System whose
objectives are to perform the functions stated above and additionally to insure the
effectiveness and optimal employment of forces. The first group of objectives must
be met by the system even in a significantly deteriorated condition if the objectives
_ are to be met at all. The cost of not having an adequate command and control system
capable of coping with the European environment would be extremely high. [n this
environment a command and control system is a management information system that
is an aid to the manager. In the field the Army manages operations by exception,
which requires early identification of the exceptions. Identification and prioritization
of those indicators critical to defining the exceptions, together with digestion and
presentation of the data to the appropriate command level for decmon, are critical
to development of coordinated command and control systems.

The problems of command and control are exacerbated in urban areas by the inter-
rupted lines of sight coupled with the tendency of urban combat to be reduced to face
to face combat at the fire team level. The communication problem is made more
difficult and simultaneously its solution more significant to meeting the demands of
an’ effective command and control system by the need to ‘extend commumcatlons
(probably radio) to the fire team and possibly individual level.

'COMMAND AND CONTROL STATUS

Command and control is discussed here as it exists specifically for the MOBA
environment and as the generic form influences MOBA and MOBA related operations.

MOBA - Command and_Control

Examination of the present and in-process .doctrinal literature indicates that
objective functional requirements on a MOBA command and control system have not
been prepared for any level of command. ‘

* MG Jasper A. Welcg, USAF, Assistant Chief of Staff for Studies and Analysis,
from an address, C~ Systems - the Efficiency Connections, at the 39th MORS
Symposium, 29 June 1977.
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Command and Control Training for MOBA at the 'squad and platoon leader level is
limited to 7-10 hours during the normal training cycle. At the company, battalion,
and brigade commander level, the total time allocated to MOBA training amounts to
one 2-hour lecture. - : C

‘Little if any attention has been given’ to the definition of the command and control
. needs in MOBA and MOBA related operations. The 2nd DARCOM-TRZ‘\DOC MOBA
. conference proceedings do not cite any needed action with respect to C°.

Command and Control for Tactical Warfare

The Army Scientific Advisory Panel Ad Hoc group on Army Command and Control is

-.investigating and preparing recommendations with respect to technology applications
and 'systems developmeénts in this area.  The central conclusion-and recommendation

- of this group at the approximate mid point of their investigation is as follows:
(quoted from ihe interim report dated 18 ‘April 1977) "the most fundamental problem
with Army C” is the lack of an enforced Systems Architecture/Systems Engineering
discipline". The repost goes on to recommend - "that the army give first priority to °
establishing strong C* Architecture and Systems Engineering group(s) with complete

: ~authority to negotiate with users and developers and to make decisions ‘stick on

' requirements". ' '

It is observed that a large number of Command and Control and related systems exist
_ and are planned for existence. These subsystems often have duplicative data bases.
i The problems of ensuring currency in the results across these subsystems together
. with the attendant increased communications load and storage requirements confirm
the need for a strong Architecture and Systems Engineering office to enable
- development of a command and control system capable of supporting the needs of the
army. ' v

Dévelopment of a command and control systgni applicable to coordinated attack and h
defense across multiple types of terrain (Built-up, Suburban, Open Country, etc.) must
be included within the activities of an Architecture and Systems Engineering office.

ADDED COMMENTS REGARDING CZ,AND MOBA

- The present Cz philosophy appears to be reactive rather than projective or pre-
: emptive. - This results in a marked increase in the data to be assimilated by the
“command and controi system and further places a very severe timeliness require-

* ment on the analysis, presentation, decision, and command sequence. The require-
-ment here is for an all-wise decision maker to make the perfect decision on the

basis of absolutely complete and timely input data. '

,,_/ : " = Command and Control training could be significantly upgraded through the incor-

g poration of objective representation and evaluation of the situation data as pre- -
sented by a competent simulation. o

: : - Developmentzof a set of objective prioritized requirements for manual and semi-
Vo : automated C° approaches will go a long way toward minimization of duplicated
ST e subsystems and communications requirements. o
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= The present situation in command and control appears to result from technology
push in which the technology is applied because it is available' rather than from
technology pull where technology application is governed by identified and defined

* capability needs. ' ‘

- [t appears that fievelopment of a reasonably firm specification for the data pri-
orities in the C” system would enable development of an objective specification
for the tactical communications system and an evaluation of the capabilities of
the system in being and planned. .

Data Sources o . ’ '

The above paragraphs are based on consideration, of the How to Fight manuals apropos
of command and control and MOBA, the examination of about 50 documents, visits to
knowledgeable individuals at Fort Benning, TRADOC CACDA, the FBI Academy, the
Marine Corps heaquuarters, the consideration of the interim report of the ASAP Ad
Hoc group on C%, and the second DARCOM-TRADOC coordination conference on
MOBA. ' !

POTENTIAL TECHNOLOGY CONTRIBUTIONS TO COMMAND AND CONTROL IN
MOBA : : .

System architecture development (operations research/operations analysis), systems
engineering, and display development (human factors) are fhe primary areas where
technology can contribute to development of an effective C° system for use in MOBA
and related environments. Data input device develonment and upgrading of some
command and control functional subsystem performances would also be helpful.

The continuing monitor function for svstem Architectuge and System Engineering
development, as proposed by the ASAP Ad Hoc group on C°, should be implemented.

Recommendation

The CZ2 Ad Hoc group be expanded to include MOBA input and.' t0 insure MOBA con-
sideration in the System Architecture and System Engineering Office. :

Functional Requirements Definition

Findings - Curregt objective definitions for the required capabilities and character-
" istics of Army C“ systems (manual and/or automated) at company, battalion, brigade
~ and division levels of command do not appear to exis:. Prioritized input and output
- information requirements for these command lfvels have not been found. These data
should form the basis for development of a C° System Architecture and subsequent
system specification and development. The operations research/operations analysis
community could significantly assist the Army in development of this data.

It .eems unlikely that such a development could be completed without use of a battle-
field simulation incorporating open, suburban, and urban terrain in several scenarios

~ to exercise the decision maker's role at the several levels of command. This type of
apprcach could be used to prioritize the input data and to develop presentation



techniques enabling a decision maker to best utilize the available data without com-

promise of his style of command and control. There is no intent in such a study to

impose either an automated or a manual system at any level. ._The intent is to

objectively determine the data items needed to enable successful C“ at each level of

command, to prioritize these items, and to define the most satlsfactory means of

presenting this data to the commander. ' ‘

Recommendatnon

Derive the reqmrements to be placed ona command and control system in order for it
- to be effective in MOBA and MOBA-related environments. . -

Architecture Development and Systems Engineeri‘ng

Findings - There is a distinct need for a coordinated Army command and control
system (manual or automated) which provides the necessary decision data to the
commander (at all levels) and which can be relied on to degrade gracefully (if at all)
in accordance with the command and control needs in the combat environment.

The multiplicity of independent but related command and control subsystems which
are presently called upon to interoperate, and whose output data are dependent on at

-least partially duplicative bases, places a nearly intolerable load on the com-
‘munications system without necessarily providing the data critical to the decision

maker.. . .

The above needs exist with respect to both MOBA and tactical operations. The needs - '

of MOBA or urban related operations may well impose a requirement for some form

'of position and status reporting to the company commander level at an accufacy and

frequency level not necessary in open country warfare due to interrupted lines of
sight in built-up areas and the aforementioned tendency toward face-to-face combat

. within buildings. The problems introduced by MOBA, must be integrated into the

command and control system development if a useful C” system is to evolve.

Recommendation : . o '

Establish a strong C2 Architecture and Systems Engineering group within the army
supported and supplemented by industry, as recommended by the Ad Hoc Group on C
in their mterxm report, to meet the above needs.

MOBA Command and Control Traxmng , .

Finding - A derivative of the simulator used in development of prioritized C2 func-
tional requirements could be used to upgrade the training of commanders at all levels
of MOBA and MOBA-related operations. Such a unit could be used'to simulate battle
conditions across multiple terrain types with a minimum financial investment and
without the problems attendant to large unit exercises whose realism is at best re-

stricted in the interests of safety. Such a simulaior would have to be carefully de- -

signed to present the decision-making environment on a realistic basis without the
detailed shot-by-shot simulations presently in existence for MOBA.

Recommendation

D velop a MOBA battlefield simulator for command training and expand the MOB-\
C” Training program to include snmulated battle exercises.
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Data Input Devices

Finding - A specific need for a highly reliable data input device whic!i. imposes mini-
mum requiremetr.:s on the individual entering the data exists in the C” systems area.
The keystroke approach to data entry, while relatively reasonable in cost and weight,
is considered to be too slow and has a high error frequency. Voice data entry has not
been shown to be adequately error-free or of reasonable size and/or cost. The needs
of the TOS subsystem and other C” subsystems would be well served by an accurate
and inexpensive data input system which could be operated with minimum movement
and obsérvation on the part of the individual entering the data. Whether such a
device is possible or not, its availability is highly desired.

Recommenda:ion ' . ’ ,,

Investigate the feasibility of upgraded data entry devices meeting the needs of TOS
and MOBA. :

COMMAND AND CONTROL SUBSYSTEMS

W

Army Terrain 'ntelligence System (AR TINS) '

Findings - Prosecution of MOBA and MOBA-related operations requires the avail-
ability of detailed and current data regarding the surface, subsurface, and upper floor
" characteristics of built-up areas. S ,

Recommendation ‘ ' Co .

Adjust the functional capabilities of ARTINS to include: a). detailed thrse dimen-
sional data and appropriate presentation thereof; and b) real time data base updating.

Position Locating and Reporting System (PLRS) =

_Findings - PLRS accuracy capability is stated to be approximately 100. ft. Adequate
. MOBA command and control will need fire team position data to an accuracy of 10-20
ft. T .

Recommendation

PLRS effectiveness in cities should be investigated.
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5-2

Background and Problems

Communications in a MOBA Environment

Communication is essential to command and control. The present communi-
cation capabilities under MOBA conditions are inadequate. The degree of

 inadequacy is relatively unknown. The problems are almost certainiy greatest’
'at the lower echelons of command from' bngade down to platoon or squad.

Some of the reasons for these inadequacies in present commumcatxon capab-
abxlmes ‘under MOBA conditions are: .

the useful net radio range is greatly hmxted, over that in open
country - in some cases by a factor of 100 or more.

high env1ronmental noise in a VHF/UHF environment - can be orders
of magnitude greater than receiver thermal noise.

channel availability

jamming

.‘gnterceptions of RF transmission is likely.

incompatability with allied COrnn\uniCatinn'equipmqnt

language differences among allies and with local population

The problems of communication in a MOBA environment are not new. Serious
problems were faced in WWII and as recently as the battle of Hue there were

‘problems in communicating with the small units. Probably not too much can

be gamed from these past experiences in a quantitative way regardmg
Communication performance because there
quantitative performance data from these past experiences. For reasons
explained elsewhere in this committee report little attention has been given
to communication in the MOBA environment. With a better understanding of
the communication problems in MOBA, better training and planmng can be
carried out to improve operatxons. From a longer range point of view there
are a number of courses open for improvement. : ;

Sources of Information

seems to be little or no ., .

In addition to the materials furnished to us such as the DARPA (order 2148)
Study, Dr. Renier's work, the US/FRG paper, and second DARCOM-TRADOC
coordination conference on MOBA, a draft copy of the .operational tests -
"Tactical Communications in a built up area (small town)" - was received, as
well as numerous othér documents as a result of visits to ECOM,

Mr. Fnednch, and to TRADOC.




b.

ECOM - to visit the designated MOBA point of contact for communic-

ation, Dr. F. H. Re:der and Mr. John Walker. Also, discussions were held
with Col. Slingerland, Commander oi the Communication/Automatic
Data Processing Laboratory, and a number of other CADPL personnel.
Mr. John Walker had pre'pared a report "A Consideration of Problematic
Military Commuiiications in Built-up and Fortified Areas" (classified
Confidential) which was perceptive and informative. [t treats the

problems of tactical communications in built-up and fortified areas
accord'mg to typical street-to-street, street to building, and bunldxng to,

building communication paths. An extensive bnbhography is given in the
report on propagation and various kinds of terrain mcludmg urban and

" “suburban areas.

A significant contact had been let with Signatron, Inc. A draft copy of
the Final Report "Data Base Analysis for Military Operation in a Built-
up Area (MOBA)" was fumished for information. There is a consider-
able body of literature (both- U.S. and foreign) on VHF and UHF radio
propagation in an urban environment (i.e. taxicab, police, and mobile
radio communication in general) and this is documented and analyzed in
the report.

As stated "The objectives of this study were to review and expand the
data base and (i) assess the state-of-the-art for communications in
built-up areas; (ii) determine the capabilities of the military to maintain
reliable communication in built-up areas; and (iii) recommend further
reséarch efforts with the goal of improved military communications.

An interesting discussion orl1 fiber optics was held at ECOM and a draft
copy of Fibre Optics Communication for the Army by J. Robert Chnst-
ian and L. U. Dworkin was furnished. :

There was some discussion of Seismic Communication Expenments and
copies of a number of reports of work done in the mid 1960'5 in the 30
Hz region were fumished by Dr. Reder.

Meeting with Mr. Victor L. Friedrich in the office of ASA (R&D), Col.
Fox, Col. Long, and Col. Thomas in the Pentagon, to discuss various
eleme.ts of ‘the total communication system, TRI-TAC, SINCGARS,
Satellite communication, security, etc. An Executive summary of the
Integrated Tactical Communications System, (March 1976) was furn-
ished.

Visit to Tradoc Headquérters, Ft. Monroe to meet with officers in
Tradoc and from the Signal Center at Fort Gordon.

Major Robbins was the MOBA point of contact and Col. Krawciw who
had been present at the last MOBA committee meeting. There was
extensive discussion of the entire MOBA communication problems
including the process of getting requirements established. They
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informed me of a new Lght weight wire cable developed for sensors -

which would make commurnication by wire more practical.

A copy of the new Army Rrgulanon No. 103-9 "Commumcation-[lec.
tronics’ Tactical Cominunications Support Requirementa” was furnihe 4
after 3 discussion of the Communications Requirements data b.nc -
whu h doe1 not yet contain MOBA considecations.

the problems of communication 1n built-up areas and trving to getr the

necessary diata and work toward sotution. Dr. Reder and Mr, Valker

who had .been designated as special contacts for the Ad Hoc
Committeé's study of Communications were knowledgeable and very

- hetpful in discussing possible ways around the prodblems, They had
«coired a term COBA (Lommumcanon Operations in Built-up Areas) to

add emphass.

[t is particularly xmportant that a mych l\rger number o( people share
the concern, ' , .

Most studies and scenarios have hot taken MOBA' into account. Ex.
amples of this are the nap of the Earth study at Ft. Rucker, the TIDS
scenarws, and the entire COMSR (Communications Support Require.

 ments), These examples came from discussions at' TRADOC. Head-

quar ters. .

The type of program on Page 51 of the MOBA second DARCOAL.

TR ADOC coordination conference is the kind of program necessary to

~ broaden our data base - yet the task priority within the performing °
organization (Communications/ ADP Labe-atory) s ranked as low. fhus

problem of low priority in some commands 13 likély due to & lack of
stated requirements. ' The problem can be itlustrated by (a) the need for
information on how the Combat Arms operations will fight in MORA; (5)
then a statement from, armor, arnllerv, infantry, - etc, as to what
communications they will need to hght accordirg to the overall con-
ceptual doctrine, (c) then the Signal Center can respond with the com.
munication architecture to TRADO(.. (d) TRADOC can then staite
requirements to DARCOM,

‘Col. Krawciw showed some spider charts used in the Base Technical

Prograins Related to Battlefieid Systems document. A wecial sputer
chart tor MOBA hopetully will help to speed the process of getting the
needs’ recognition into the hands of the peuple who have to mahke
decisions on MOBA programs. '

v4

Only a very small number of pcéple have been involved in conuderirg
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ALY new proposed progrims aré required to pay particular attention to’
the COMSR data base in accordance with Reg. #133-9. Therefore,
COMSR should be brought up to date to include MOBA, '

MORA has not been taken 1Into account in any communications equI-

mmt specifications to date,

We need to know the Limtations of existing equipment in.the field, This
will 3110 training and aperational planming.  The inttial testing of the
PRC-7? at Havre de Grace was useful, but, of course, only 3 beg:nnung,
These tests showed limited capability of the PRC-77 at 1.+ MHz and
they are usefu] 1n understanding some of the hrmitations. Further
testing should be more qu.mmauve and carried out over the entire

heqmncv range, .

’

‘\!w. it would appear to be useful to study the PRC-77 1n a repeater

mode.  Another test would be to confirm the efficacy of having the
PRC-77 upattended at the top of a building and coupling it to .a {(eld
phone 1n a basement command post by way of wire. This results in
bandwidth loss until fiber optics cornmunciation cables are avaitabie in
the future, but this has been suggested as an iiternative to the use of

fradio communications from the top of the bunldmg to the bdsemem 28

pmpaganon losses are too great.

All new equipment such as SINCGARS should be tested early in all of 1ts.

modes 0 as to check the effects of propagation losses, multipath,'etc.
in the new equpment's various modes of operation. This new net radio
to repace the PRC-77 and VRC-12 series has many important features
important to MOBA. Greativ expanded number of channels, encryption

for secure commurications, and ECCM capability (through two tech-

nigues). |
Planning fur new sytems such as the new multiple subscriber systems
should take MOBA into account early in the development cycle and this
appears possible,

Local public communmications particularly in the FRG should be usetul.
As as sxample it was found that the German military were still uung
thér pubic telephone system when Nerlin was captured in World War 1l
(according to discussion at TRADOC headquarters). Such 3 system s
Lkely to be far more useful to the defender than the attwcker. The U.S.
should have a good set of plans of thé total communication public
system including cable routings, etc. [t is lLkely that il the enemy
captures a town and .S, forces subsequently drive tum out he will
destroy exchanges, etc. However, 1f the U.S. has a good set of plans it
may be ‘posuble to patch into the telephone cablés and effect a
reasonably  guwod internal communication  system, Miscussion  at
TRADOC indicated th at the public telephone system is not Likely to be
uw ful bejow battalion level,

nl
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Survey should be made in built-up areas where combuat is likely to occur
and "good" locations should be placed .on maps, on 1" basis of the best
information that can be obtained in the near term. rom a jonger range
‘point of view 1t is hoped that models can be e tablished and proven
whmh will permit prediction of "good" sites, losses to be expected, etc.

There is a lack of communication ‘ronpatability with our allies.  This
includes modulation techmiques (we use CVSDM - contihuous variable

" slope delta modulation - the French, for instance, use digital PCM) the

U.K. has a good digital interface with us, according to people at ECOM. '

While there is incompatability with allies some analog interface equip-
ment is being built and an attempt is being -made to have inter-oper-
ability with our allies. .

Because of both language difficulties ind equipment problems 1t will
probably be necessary to have exchange of liason personnel. At the
TRADCC meeting personnel there believed, that problems could be
worked around in this way.

From a longer range point of view the TRI-TAC program will certainly

provide interservice: compatabhilizy.
probably be 'used for battalion
constderanon had been given (o MOBA environment.

fquipment from that program will .
and above, Froti discussion no '

[

1.9 MOBA operation may require more communication equipment, such as
more’ net radios, and more wire for field phone operaticns, - for
interconnecting with antennas on top of buildings down to ‘command
posts, etc. This can result in changed T.0.E.'s so that operations can be

improved

in the MOBA environment.

Studies that establish how much

increased cost effectiveness can be achievad by such increases, i.e..

what kind of multiplier effect

in combat effectiveness could be .

achieved by such increases would be useful, but should be done after
there is better deflinition of just how MOBA will be operatxonally
performed.

310 The special forces have had »the problem of moving into areas, camou-.
tlaging. operations, establishing field expedient antennas, and com-

,"l

" municating over fairly long distances.

Some useful data may bde .

obtained by investigating their experience.

it is important that there be early quantititive’ testing of the gains
which may he achieved by both space and polarization diversity tech-

niques.

Studies made by Signatron

indicate COBA performance

imptovement could be achieved from these techniques,

o
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From.a longer range point of view there is a need for a systematic
quantitative data base over a wide range of frequencies under MOBA
environmental conditions. Frequencies from seismic (30 Hz), ultrasonic,
H.F, VHF, UHF, S.H.F. through millimeter to U.V. have been
suggested. Since the greatzst amount of radio net equipment in the
field and now planned is in the VHF area this should receive highest
priority. There are indications that UHF may have some advantuges in

. the MOBA environment and should aiso receive high priority in testing.

Although there are some arguments against HF, the Army has some

- equipment ‘'that could be tested and useful data obtained.

Althcugh it can be argued that much data exists from taxi cab, police,
and other mobile communications, they all inyolve elevated station
antennas. Little quantitative data exists on urban or suburban propa-
gation with low elevation antennas. Also, there is little quantitative
data concerning inter-building, intra-building, short dutance strcet«to—
street and street- -to-building propagation,

0

It is i;portant that tests be carrled out, for various miodes of the com-

_munication equipment, voice, digital (where apphcable) and with

security equipment or modules,

There is some new millimeter equipment which could Le tested fcr short
range line ot snght.

Also there are now some models ot manpack eq ipmen®. \N/PSC-

which operates in the U.H.F. with a satellxte. Tests of this in a MOBA
environment should be made. .
From a longer range point of view it is desirable to devaeldp 3 ¢ nmuni-
cation propagation and range model for built-up environments. Devel-

'opment of such mathematical models requires assembly o! a systamaitic

data hase.

It is important that optical communications systems using fiber optics
be pushed aggressively. Major advances have been made 'in recent
years. Work is being sponsored by NSF, by the Army and.the other

- services and by industry, 1 believe there is good coordination of effort

in government.

Certainly as more sensor information has to be communicated the ‘large
bandwidth of fiber optics will be useful. :

" There is a strong feeling that wire will be required more in MOBA than

in open operations. In some studies fiber optics is shown to have
significant weight advantagfs and tests have indicated it is very rugged.

In the report mentioned earlier an air lavable (by helicopter or possxblv
RPYV) cable system is in expioratory’ development.
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Recammendatlons-

‘of an experimental program to measure polarization diversity advan- |

'
+

There is a need to.keep alert to new ideas and developments that may
improve COBA. Consideration should be given to the possible develop-
ment of disposable repeaters. These may be of use in other than MOBA
because as cne of the men in the TRADOC meeting said "our communi-
cations in the' open are barely good enough today".

At the Commumcatxons Automatic Data Process.ng Laboratory a small
ILIR program was described by Dr. Maass. This is a unique approach
called (Multiple Electronically Synapsing Hlerarchy) It consisted of
initial study and conceptual design of a system in which there would be
randem distribution of system elements (relays) over an area to bridge
the distance between two'or more terminal stanons.

be examined for applications - particularly for digital communication.
Quoting from the ECOM Laboratories Posture Report FY.76 "The
combined net result led to the acceptance of the Packet Radio concept
as an alternate candidate for tactical information distribution via time
division multiple access integrated communication, nav:ganon and
identification systems". Results from a test bed mode| system in the ’

\
The Packet system work bemg done in conjunction with DARPA should I
E

Bay area should be examined for possible appncatxon of thls system
concept to MOBA.
There is a need to continue R & D in antennas. For instance as a part‘ i

tages some antenna development is nécessary. The problem of degraded '

" coupling caused by proximity of the users hody and of the building with .

the PRC_68 has not been solved accordmg to discussion at ECOM.

4l

uoz .
" it should be macde available for introduction into training programs. The

0.3

- best be improved by use of diversity. Space and polarization diversity i

‘titative data collection for COBA are, clearly recognized and stated,

The Army should make certain that requurements for systemauc quan-

and are given sufficient priority in the commands responsnble for doing
the work. Such data provides information to help in the training for
better communications in built-up areas, tor fixes that may be made in
present equipment and for taking MOBA properly into account in future
communication systems and equipment development.

As data becomes available from s);sfematic testfng and data collection |

resuits of the Sngnatron contract have already analyzed the existing
data base and suggestions of points to be emphasnzed in trammg can
come from this report. :

The program that has been recommended by Signatron, i.e.. a
polarization diversity and space diversity measurement program that
will provide a diversity data base for MOBA radio communication should
be carried out. [t may weill be that MOBA radio communications can

!
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require neither transmitter modification nor extra trequency allocation.
If tests indicate that significant improvements in communication cap-
ability can be achieved by'either or both of these techniques then:
product improvement programs should be initiated and the fixes im-
plemented. . .

4.4 Consideration should be given to estabhshmg a forum composed of the
various school commanders to get together to discuss the MOBA
problems and possible solutions. This was suggested at the TRADOC
mecting as a means ot getting greater emphasis on MOBA..

4.5 As new communication equipment becomes available it should be 'tested
in a MOBA like environment in all of its various modes. The new
SINCGAR family of radios is a good example. It offers several features
which should be helpful ina MOBA environment, not the least of which
is security. o

4.6 Studies and scenarios should mvolve a MOBA environment. To date we
were told that they do not. |

4.7 New communication equipment specifications should consider the
MOBA environmhent. An example of where this might be first applied is
the proposed maobile subscriber system.

4.3 Investigate the use of present public telephone systems as a means of
military communications - particularly in the FRG. ' A part of this
investigation should include how the informaticn on exchanges, substa-
tions, cable routings, etc. should be furnished - i.e. drawings, maps, or
other format. Also, the investigation should include how far down m
the level ot command such communication can be used.

4.9 lnv‘estigate the possibility and desirability of locating "good" communi-
cation points in built-up aveas in the FRG. The experience of the Berlin |
Brigade will be useful here. If this is done then the proper format for

‘ providing the information (maps, or written instructions) should be
established and used.
4.10 lnyestigate the role of tield wire in COBA. There are strong proponents

' of using wire. Equnpment exists for laying wire links over short

distances to avoid exposmg personne] for the de~ployment. .

New lighter weight wire cables have been developed for Navy use and

we were told that we could expect lighter \vmght wire for field

operations. Consideration of this should be a part of the investigation.

4.11 Electro-optical communication particularly by way of fiber optics
should be well supported. The advances that have been made in the
recent past have been outstanding and it offers opportunities for com-
munication over large bandwidths and with good security and freedom
from jamming.

4.12 Provide further emphasis on having interoperability with Allies' radios.
- Effort is certainly going on in this area, but it needs further emphasis.
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4.13 Throughout consmderatxon of COBA an open mind and sears.h for new
ideas should be maintained. This includes: '

a. An assessment bf' foreign equipment for application to COBA. ' . -

b. Investigation of the development of a disposable repeater. . ‘ .

, ¢ An assessment of Packet as applied to COBA. o ,

‘ 'd. Basic and applied work in antenha desngn. :

e. Basic research such as investigation of ultravno.et communica-
tion techniques.
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INTRODUCTION

i

Material contained in this section comprises general sections on findings and recom-
mendations and detailed sections dealing with nine specific classes of nén-chemical
weapons and their application to military operations in built-up areas. [Each detailed
' section presents a set of conclusions and recommendations related to the weapon
category with whici it deals. In all, 31 recommendations are made. Rather than
bring that mass of detail into a summary, the reader is referred to the sections deal-

-ing with topics of particular interest to him. However, there are some general ob- |

servations warranting emphasis at this point.

Military operations in built-up areas, MOBA, introduces many unique problems when
non-chemical or conventional weapons and ammunition are utilized in either offensive
or defensive roles in urban areas. These urban areas are complex and heterogeneous
and vary 'depending upon the age of the city, the amount of planning that was part of
‘the city's basic development, and the construction techmques prevalen* at the time of
structural development. The very nature of the city is such that it favors the’
defender. The city offers many opportunities to hide and conceal personnel, weapons -
“and ammunition. , Likewise, the city has the additional vertical dimension providing
many alternate opportunities for defense over a typical open-area battlefield. This
vertical dimension. extends not only above ground, but also includes underground
utility tunnels, subways and sewers. Upper floors, basements, sub-basements, tunnels
and sewers become part of the battle scene and provide not only concealment but
protected passageways for the rapid rrovement of troops of both sides through
multiple paths.

It is considered that outdoor engagements would be fought by combined infantry and
armor task forces at short ranges. Close range fighting with conventional weapons
and ammunmon (non-chemical) would be face to face and would seldom exceed 50
meters. ' The vulnerability of personne! and combat vehicles would be increased
because of the liketihood of unexpected or sudden attacks from above,.or from cover
afforded by buildings, rubble or tunnels. Likewise, the movement of vehicles would
be difficult in cities where cratered or rubbled streets have resulted from artillery
attacks or bombings and bridges and overpasses are most likely impassable. -

In the course of the study of this task, it has been found that there are no stated
requirements for the operation of weapons or ammunition for military operations in
built-up areas. ROC's of the future should state definite MoBA requu'ements and
desired operatnonal characteristics. , ,

When considering the subject of non-chemical weapons, ammunition and vulnerability,
there are definite deficiencies in the current data base regarding weapons effects,
material degradation in MOBA and the capability to conduct. military operations in.
built-up areas. Such.deficiencies exist because of the past emphasis on the de-
velopment of weapons and ammunition for open area combat. When considering the
use of these weapons and ammunition in MOBA, general problems such ds the
following appear:




1

Arming distances for direct fire weapons are too great for MOR A such

that most direct fire HE projectiles and antx-tank missiles will not be

"~ -+ armed before targaet rontact.

2
3)

4)

6) -

' Most large caliber manpack weapons can be fired from confined spaces -

inside buildings, but the adverse effects of overpressure and backblast,
on the weapon crew must be considered,

- Scatterable mines developed for' dispersion from artillery or aircraft

would have a large number of mines landing meffecnvely on roof tops,

courtyards, and other mappropnate areas.

Precision guided missiles may not have guidance and control estab-

. lished at the short ranges of MOBA and some guided weapons cannot

. be fired at depressed angles.

Weapon or terminal effects are not completely known or optimized for

MOBA. Included are current warhead and indirect artillery effects '

against typical structural materials of the city, spalling effects and
breachmg effects.

Personnel and vehicle vulnerability from non-chemical weapons and
ammunition are not completely 'known under MOBA conditions. In-
cluded is the vulnerability of personnel to urban debris such as masonry
spall, shattered glass, etc, and vulnerability of vehicles to attack from
above.

. SOURCES OF DATA o -
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6-1.0

GENERAL FINDINGS

After three sessions of generalized briefings and discussions of MOBA oper-
ations, and two days of detailed review of current programs aimed at the
development of new weapons, modifications to existing weapons, and of the
technical data needed to develop adequate doctrine for the employment of
our weapons assets, this sub-group of the Panel reached one strong overa!l
finding.

The Army has the resourcel within its own establishment to develop the
field weaponry and equipment far better suited to the MOBA environment
that the current inventory weapons. However, those resources were not
being effectively employed a.T_of November 1977, the date of our last meet
ing. , . .

We found a curious lack of ‘enthusxasm for MOBA-oriented equxpmént de-

velopment—evidenced most significantly by the off again-on again funding
history of DARCOM laboratory programs axmed at what seemed to us to be
appropriate MOBA goals.

The DARCOM laboratories aded their contractors seemed to us to be standing
ready, willing, and eager to help, but hesitant to devote a substantial effort
from their own resources to programs of real promise for fear that money to
pay for the work would not be forthcoming.

It seemed to us that this la¢k of enthusiasm was symptomatic of another ‘

perhaps deeper and potentially more serious problem. While the panel, and
mast of the higher-level Army people with whom we talked in the course of
the program review, are convincea that city ﬁghtmg will be inevitable in
any hkely contingency—and most importantly in a conventional confront-
ation in Europe—the Army as a whole seems not to regard it as a really

serious problem. In particular, the idea seemed very prevalent that if we .

had to fight in cities, we wolld have' to do it with the weapons (and other
equipment) already developed for the kind of combat for which the Army is
now so well trained and equ poed-charactenzed by rapid movement over
relatively open terrain.

Such combat is a war of tanks and helicopters and artillery—a war of rapid
deployment and redeployment' heavily dependent on the power of machinery,
tanks,. guided missiles, precisjon guided munitions, rapid, reliable communi-
cations, and an effective overwatch of the battlefield through helicopters,
radars, and crucially dependent on air supremacy for tactical air support and
mterdxcuon.

This attitude—make do with what we have and learn to use it in cities when
and if it really becomes necessary—may well be dangerously shortsighted. It
should not really b= very difficult to fix the arming circuitry of a weapon so
that it becomes effective at ranges of 10 or so meters for shell or TOW class

~weapons. [f the arming distances of the weapons we have are substantially

longer, the weapons may prov nearly useless in the cramped environment of
urban combat. ‘

!

i
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© Despite the very real concern of the higher level people, as exemplified by
the DARCOM/TRADOC conference in July, a development program needed
to assure our weaponry being well-suited to the MOBA environment has not
been developed. A sense of urgent dedication is necessary' if a substantial
improvement is to be achieved in the next few years. .

We did not find a strong program aimed at defmmg the technical oppor-
tunities for improving our weaponry MOBA capabilities. We did not find
large scale exerc.ses {or even modest ones for that matter) in realistic
MOBA environments—using the weapons and equipments we have as a start-
ing point—with weapons systems designers assigned to the exercises to learn
_ directly the limitations imposed by the MOBA environment, and to suggest
changes in desigti or methed of employment to overcome those defxcxencxes.

We did not fmd a clear-cut definition of the most likely MOBA scenarios.
_Recognizing that the Army has had little recent MOBA experience, and that
the Viet Nam experience has little that is relevant o European combat, it is
not surpnsmg that the weapons system development community is uncertain
as to what is more important. It makes a big difference if the objective is
simply to kill the inhabitants of a building by reducmg it to rubble rather
than dxslodgmg enemy in that building with minimum damage to the building
and mxmmum casualties to the civilian population of the town.

On the positive side, we did find that a substantxal begmmng had been made
in the gathering of information crucial to the ‘engineering design of.
weaponry for MOBA.' Good experimental work on wall-breaching by a.wide
range of devices ranging from small arms through tank guns and large shaped
charge munitions was reported to us, as well as experiments to define the
limitations imposed, on shoulder-launched and crew-served missiles by, em-
ployment in confined spaces. Data on the effectiveness of weapons
emplcyed against people in buildings has been gathered, with spall and
fragment patterns behind typical walls—data crucial to the rational design
of new weaponry and to the sensible employment of existing weapons in
battle. Promising beginnings have been made on the development of small,
man portable devices exemplified by the MISER low signature recoilless
'weapon for anti-tank ar.d anti-personnel in built-up areas. The RAW grenade
device, the SHAWL follow-through warhead, and programs to develop
warheads for the 2.75 inch helicopter-launched rocket well tailored to the
MOBA environment seemed to us parncularly promising.

In summary, we found a lot of capablllty, and a substantial amount of good
work. We did not find a program to define the problems and opportunities
posed by MOBA in terms that would inform the engineers and inspire the
developers in the conventional weapons community. We perceived a lack of
urgency with respect to pursuit of the MOBA problem. Our conviction is
that our inability to carry out conventional combat in the MOBA environ-
ment is a deficiency of the first order and one that demands a dehberate
program response.
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RECOMMENDATIONS

Recommendation One. - Define the Oppottunities

From our findings that the developers were uncertain as to what was most
important for MOBA weaponry development, ahd from the finding that some

» of the Army felt that making do with essentially what we have now was the

best course of action, wa feel that steps must be taken to define the

‘technical opportunities for a real improvement n our MOBA weaponty

posture, not just to a few high level people in TRADOC and on the Army
Staff, but also to the Army laboratories and development agencies and their

contractors—the people who will do the octual development if it is to be

done.

To this end, we think there can be no substitute for experience with the
existing inventory weapons—experience with those weapons employed in:

realistic environmental situations on a scale large enough to illuminate the

interactions between the weapons, the vehicles, the communications .
systems, the city, and the men. -

We are not proposing that we put a red team in a suburb of Munich and
attack it with artillery, tanks, helicopters and infiltrating infantry, blowing
holes in the buildings where' necessary, and bulldozxng away the rubble to
clear a path for the tanks.

On the other hand, we do see a ceal need for both communities, the
TRADOQC planners and the DARCOM developers, to' gain an informed
understanding of the MOBA envionment to inform the developers and
inspire the planners. Since the laboratory of real combat is not available,
we must create a simulation realistic =nough to serve the ends of both kmds :
of developers—tacticians and materiel designers.

We believe it is sssential to conduct b <talion scale exercises in represent-
ative built-up’ areas to test our doctrines, communications, and weapons
systems working together as a system. Such exercises, adequately supported
and studied by participating weapons designers, could do more to define the
opportunities for innovation and to uncover the current operational
deficiencies in our Army in MOBA than any single other step. The scale is
important—lest the interactions be overlooxked. The presence of engineers

fromn the laboratories is important. They are the people who can do .

something about making the present systems work better, or make the new

'systems we may well really need. It is important that the exercise not be a

one shot deal--so that lessons thought to be learned can be verified and
changes in either equipment or tactics can be evaluated.

Interpretation and refereeing an exercise of the sort and scale envisioned

will be very difficult. Absent the rubble, the smoke, and the enemy fires
and much of the real difficulty of MOBA operations will be missing. ‘
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In preparatian for the exercises, it should be pasiihie to dsvelop 4 team of
referer/interpreters who have been exposed (0 experunedts on real struc.
tures attacked by real warheads in experinents such as those being cone
ducted by 'the Corps of Engineers in the caurse of their work on bailding
vulperability and provection, and by DARCOM in warhead deveiopment,
Knowledge of such matters as persisteace of dust obscuration msede build-
s s as essential for simulation of combat effacts as '3 krgwiedge of the
kitl probability of a LAW agamnst a Russian tank.

We recommend that the Army’ develop plans for 4 series or large scale
MOBA exercises aimed at simufation of the ‘most likely Luropean scenarios
to. develop tactical doctrine and asséss the .mproprutrm-“ of equipment for
MOBRAL It should be clearlv understood that active ‘participation in the

management, assessinent, and refereeing of the exercises by techncal

pesle s osential to the success of the program. :

To this end, we recommend that TRADOC and DARCOM prepare plans tor
participation in large scale MOBA exercises. Such preparation would involve
assembliig a team of system designers and tacticians, training them thiough
cexposure to smail-scale MQOBA combat environmental experunents, and
assigning  them appropriate responsitility and authority so that thev could
effectively extract the lessons trom the experience. Thus <ame group should
be mstrumental in planming and carrying out any weapom system develop-

Tanents whose need atises {rom the exercises,

Rerommendation Two - Cut the Talent Loose

Anthe course of our review, we found some evamples of really Jyromusing

ideas which, as o November [177, were untunded,  In additiony’ we found
some refuctance on the part of Labaratory Drectors to "bet an'the come
for MOB A-related ideas  This situation is apparently attribatabie tu sone

cotf agaym-on again tunding experiences in the past. One example of an

anfunded but promising program was & malti- pur‘pme submunition toe the
2.7% inch helicopter rochet. White there may be some question as to the rale
of the helic opter 0 MORA, 1t 8 (likely that its utiity will be enhanced by
not devetoping warheads for (ts armament that ¢ Touid be cxapected to de very
use {ul in MOBA operations. : '

In vm\a_f of the success in the jrast of the Laboe atory Mitectors' tund cencept

i starting annovative programs, and in view of the peroened hesitancy on
the part of Laboratory. Directors and Program . Managers to andettake

"MOBA-related developments without assurance of full funding, we recom-

mend that 4 MOBA directors fund be established. A moderate levet ol
funding assigned to - the L.momtory Directors ved Program Manaeers
concerned with MORA weaponry would permit early start teastvnhity i e s

pations and demonstrations of svatems which the designers believe i, and’

should go tar tow ard making the Jdevelopers believe that the \romy 15 senous
i 1ts desire to puprove its capabdity i MORKC In addition, progean o
encourage jomnt Armv/DARPA advanced development projects for MOBA
mav be a usetul stimulant (o brang forth new wdeas 0




The panel would recommend a tund of dopr‘oumatelv $1M tor distribution to
Pogram Vanagers far nrtiation of MOBA improvements of their prajects a
tand of approsimately AsGK tor Weapons Laboratory Directors to strnulate
nnovative  tanking nternatlv: andg a tund of $395M each n the  A\rmy
(manage4 by DCSRADAY an DARPA (managed by, DARPA) to stinuiate
umtration of the joint pm;ects(rvtvrr'ed to above. -
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(CURRENT STATUS OF CONVENTIONAL WEAPONS FOR MOBA

SMALL CALIBFR WEAPONS

GENIRAL .

~ For military operations in bultup areas, small caliber weapons carried by
individuals or mounted upon vehicles are important weapons for both defense

and otfense. For purposes of this discussion, “small caliber* is detined as-all
weapons up to and including '40mm. "Small arms" are the individually
carried weapons and "support weapons" are machine guns and vebhicle
mounted guns, The small arms individual weapons available fromn various
sources are both extensive and unique; pistols ranize from simple automatics
to.convertibles which become submachine guns; ritles range from long range
accurate sniper rifles to rifles which can shoot around corners, and grenade
launchers range from single round launchers to multi-shot launchers that can
be mounted on rifles. This analysis will deal primardy with.those items

. which are consldered normal field 1ssue to.minimizé the real'life logusncs of

supplying unique khigh usage ammunition for MOBA operations.
A. Small Arms Individual Weapons |

Current small arms individual weapons in normal inventory are the
MLI911 Al .43 caliber pistol, M4 7.62mm ritle, M2l snuper rifle,
MI6Al 5.56mm rifle, M79 and M20) grenade launchers. Night vision
snghts are the AN/PVS-2, AN/PVS-4 and the M9821. '

For offensive use, the individual small arms weapons could be
employed for the systematic clearaace of defending personnel from
“the built-up area. Initial assaults will probably be conducted under
extensive use of smoke, at night or under other conditions of limited,
visibility, Intense close combat will require suppressive fire at close
range. - Under these conditions, automatic firing weapons  with
extensive ammunition supplies wil] be required. The current individual
wegapons, other than gtenade launchers, are geared to such high volume
fire. ‘

The present’ arming distance for rifle launched grenades is 14 to’ 30
meters. This arming distance should not be changea siace it is based
upon safety to the user. In MOBA, where engagement 1s typically less
than 50 meters, it doesn't appear practical to provide range finders to
assure arming is achieved at target impact. A more reasonable
solution 18 to train troops in the use of these weapons under the short
range conditions allowing them to achieve the ubility to easily
estunate target ranges commensurate with arming of the grenade. '

Studies conducted by the Army in the early 50's indicated that most
casualties from small arms fire were not the resuit of aimed fire, Thus
cast doubts on the need for high precision rifles except for snipers.

30

o . .
e R - L ’ e




FPE

‘B‘

c.

. Development Activities

[

provide controlled dispersion to 360 to 400 meters. Ammunition was
developed, using several bullets in tandem. The SPIW program
followed, using both single flechettes and butlets to be fired in series
and auxiliary mcanted, svsterns using multiple flechettes, Cost and
technical problems have basically eliminated these programs from the
development orea. . Automatic high rate of fire small arms weapons
presently appear 2 have characteristics which appropriately meet the
dispersion needs and minimize the need for special ammunition rounds.
It would not appear practical or necessary to pursue the multi-
projectile programs for MOBA.

A small ‘arms improrement to increa.e etfectiveness and'simphfy
aiming would be in the possible use of a laser pointer. Such a device
could pravide the infantryman with the capabudity of quickly projecting
a "spot” on intended targets and thus eliminate the need for conven-
tional ‘aiming. Laser pointers are well within the state of the art ot
current technology and have been used by various law-enforcement
agencies, A study to determine the -applicability of a laser pointer for
MOBA appears in order.

Small Caliber Support Weapons
Small caliber support weapons are the M60 7.62mm general purpose

mactire gun, the M2HB .30 caliber machine gun, and the 29mm to
40mm vehicle mounted guns such as th= M163 20mm Vulcan Air De-

. fense gun und the M139 20mm :annon carried by the MILSALEL

These latter vehicle mounted weapon syste.ns are sclf-supporting and

normally have armor piercing rounds for deiense against mecham._cd
armor and HE (high explosive) fragme.iting rounds for anti-personnel
use. The armor piercirg rounds appear to have anplicatica for OB A
in pene:rating walls and other barricades and the fragmenting rounds
have use for anti-personnei suppressive fire, Typically. 10m to 190 m
arming ranges are utilized in the HE fragmenting rounds and the armor
ptercing rcunds do not require armung delays. Accordingly, these
rounds appear'to have application for use in the close range MOBA

‘situation.

In the support weapons area, current weapons and those uncer deve.cp-
ment can provide f.repower which will be utilized for MOBA. The
effectiveness of these weapons and yhe hurman factors involved ‘n the

‘use of these weapons for MOBA must be determined.

Current individual weapons under development are the XM233 5.56mm
squad automatic weapon (SAW) and the 3J0mm grenade system (using a
multi-shot launcher adapted to the Ml16 rifle). Currcat support

‘weapons under development are the DIVADS air defense system (using
"a 35mm or 40mm gun system), the Infantry Fighting Vehicle System

XM2/XM3 and the interim improved X\Hl}Al. both using the 235mm
gun system. ' .

0w
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As in ‘he case of available weapons, the effectiveness of weapons
under development and the human factors involved when used for
MOBA must be evaluated. Accor:itizly, primary emphasis must be
placed upon evaluating these factors prior to regommtndmg new
developmcnts or modifications to prewnt weapons.

. , Devclopment tasks identified in the Fiscal Year 1978 TRADOC R&D
' ‘ . and Analysis Tasks seem appropriate fcr MOBA needs. These' tasks
are:
(a) Multi-round wall penetration from small arms weapons with
o . consideration for user safety. Weapons included in this .testing
TTOUTT T T T T e e A @ the M16 rifle, M60 machine gun, .50 caliber machine gun, .45
caliber machine gun, SAW's, M203 and M79 grenade systems.

(b)  Testing to establish noise level from small arms and. automatic
weapons fired from confined areas together with evaluating
target acquisition from these quarte‘rs.

' : : (c) Penetration studies using 2V to 40mm guns against nonmetallic
AR . - materials,

(d)} A study ot hand held high rate of fire automatic weapons. The,
- ‘ S ‘ two identified candidates to replace the obsolete World War {1
Ca "grease gun" are the American 130 (with laser) used by law
- "enforcement agencies and the List and Williams prototypes.
These and other candidates recently avallable should be exam-
‘ined.

. ; , In addition, DARCOM has underway demonstration tests of the devel-
e ‘ o opmental 30mm grenade system (which includes an automatic launcher
' and'laser range finder). Included is an evaluation of multi-shot effects
of the HEDP round on typical wall structures.

. D _'Conclusxons

Present FY 1978 proposed TRADOC R&D Analysis Tasks and the
30mm DARCOM tests would provide a basis. for identifying real de-
velopment .eéds to better adapt the small caliher weapons to the
MOBA environments. [t further appears that the obsnleting of
. weapons and recent weapons developments in the smail caliber area
. may be reducing the small arms that are available in the field which
best fit MOBA, Examples of this are:

(a) Replacing .30 caliber {12.7mm) machine guis with the M60
machine gun. This change, reducing projectile size from {2.7mm

. . : to 7.62mm, may reduce the ability to penetrate leBA detenses
. ' and to provide effective richochet fire power. .

e (B) . Obsoleting. the World War n "grease gun" without a replacement
N , : readily-available weapon leaves the Army without a lightweight
' high rate of fire close-range weapon.




E.

The, Army trend to reduced mannower levels, with the emphasis on
high moaulity, may critically af{ect the ability t» operate in the MOBA
envirdnment. A planned study on ammunition supply, scheduled in
1978, is important because of the high usage 3f ammunition for MOBA,
Aiso, the use of vehicle mounted 20min to 40mm guns and the required
effective range should be studied for MOBA.

In the small arms area, it appears that present technology can supply
the needs of MOBA. The real problem becomes identifying the coumal
weapons that provide for both open field use and for MOBA. It appears
that high rate of fire zutomatic weapons which can supply suppressive

' fire power and are mobile and effective at short ranges are ideal.

Night vision sigrts and pdssible laser spotting devices will be important
to carry out the expected mission needs. The 40mm and the new
30mm grenace systems appear to be ideal weapons for the close quar-
ter conflict anticipated. The flexibility and reaction time of a aulti-
shot ritle-mounted grenade system would appear to be a significant
improvement over prescnt wingle shot systems. . In the larger vehicle-

‘mounted gun system, the sffectiveness of an HEI projectile will be

dependent upon target range and thus may réquire moce rapid arming
tu be effective in a MOBA environment. .

. Recommendations

l. 1t is recommended that the Fiscal Year 1978 TRADOC R&D and

. Analysis Tasks (as’ listed under Development activities) be

approved and funded. These tasks would define thé applicability

of small caliber weapons for MOBA and better identify develop-
ment needs.

2. It is recommen-ed that the use or development of special small

caliber weapons strictly for MOBA be disccuraged. Emphasis

should be placed upon assuring that small caliber weapons being
improved or developed consider the needs of MOBA such that
weapons can be used in both open field and MOBA.

3. It is recommended that care should be exercised in the obsolet'ng
of small caliber weapons, such as .50 caliber machine guns or WW
Il "grease guns,” to assure that MCBA needs are not scrxously
affected.

4, . [t is recommended that extensive troop training for MOBA be
carried out to assure that safe and effective use is made of small
caliber weapons available and that tactics ot operations are both
practical and understood.
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6-3.2

ARTILLERY AMD “tORTARS
GENERAL

The artillery/moriar weapons include the towed and self-propelled howitzers

{or guns), the recoilless rifles and the mortars. The towed weapons are of

minimal use for in-cit; fighting, whereas the self-propelied would have some
utility. The rt:cmlless rifles are generally being replaced by TOW and
Dragon. Howéver, past usage of the RRs in MOBA operations have shown
them to be very use‘ful-—particularly the 106mm. The mortars are designec

for indirect fire use. This results in difficulty in attacking targets behind

buildings, barricades, etc. The remainder of this section will discuss the
characteristics of current weapons, their effectiveness for MOBA, conclu-
smns and recommended future activities.

A. Effectiveness ot Artillery/Mortar Weapon5

_There are several general .problems encountere'd in the use of amllery

tor MOBA. These problems can be grouped into the categories of -

systems, weapon, projectile, and fuzmg. The problems encountered
are briefly as follows: '

- Svstems - It is difﬁcult to direct artillery tire in the MOBA
environment. : Observers cannot detect the hit points and target
destruction. . As the artillery moves into ‘the urban area, the
mode of fire shifts from indirect to direct. It is anticipated that
over 50 percent of the MOBA artillery fire is direct fire. Direct

fire is possible with most artillery wo-apons, but mortars are

desngned solely for indirect fire.

- W_eapons - The various artillery weapohs are either towed or self-
propelled. The towed and most of the types of seli-propelled
provide no crew protection, thus the operating area is highly
wvulnerable to the small arms fire, fragments, etc, from enemy
weapons fired from building concealment. The recoilless rifles,
-although shown to have been effective direct fire weapons that
.could be used in MOBA are now being removed from the
inventory. The mortars that exist range from the light-weight

'company mortar to the very heavy immobile 4.2 inch mortar. In

all cases, the morta.s have no capability for use in the direct fire
mode.

- Projectiles - Existing projectiles are very poor penetrators. They
are designed to fly well in air, but have very erratic trajectories
in soil, barricades, rubble, etc. In fact, they often richochet or
broach, sometimes resuiting in a significant hazard to the firing
personnel. In addition, the projectiles often break-up or the fuze
is driven bac.. into the projectile in hard structure impacts,
sometimes resulting in fuze failures
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- Fuzes - Current fuzes all have too great an arming time to allow
their use in short range encourt~rs. Currently the only delay
fuzing feature availsvie \is a set pyrotechnic delay. Such an
approach tu delay fuzing tesuits in a very unpredictable béhind-
target burst point for the projectile. It can be anticipated that
with this type of delay fuzing, a projectile will often travel clear
through a small building and functioin somewhere beyond its back
side, thus providing no effectiveness inside the building.

Development Aciivities

The development actwmes in progress or planned that can provide
improved effectiveness for MOBA are as follows:

Weagoris - The primary activity that is being initiated is the study and
potential development of a new self-propeiled Howitzer. This system
will probably have better crew protection (including CBR), more on-
board ammunition, and the appropriate resupply vehicles. No new
mortar or recoilless rifle developments are known. .

Prolectxles Most of the new pro;ectues under development are to

provide increased range or better terminal accuracy. Examples are
the RAP rounds and Copperhead.

A pctential new development: that could be designed for improyed ICM
effectiveness in MOBA could be the SADARM type, which is being
investigated, but is' not yet scheduled for development. Studies are

planned to evaluate the penetration requirements for nenmetallic _'

material and masonry/earth-timber structures such as bunkers. Data
generated in these studies will be useful guides to better projectile
designs for MOBA.

Fuzing - There are numerous fuzing development activities in progress,
but only two are known which should provide improved performance
for MOBA, ' These developments are the structure/bunker penetration
tuze and the dual mode delay which is the element in the artillery tuze
which provides the delay function. The bunker penetration fuze is to
be a single piece item that will provide better penetration char-
acteristics and will be ballistically matched to current PD fuzes. The
dual mode delay is based cn the principle of void sensing, which allows
it to.detonate the projectile shortly after the projectile has penetrated
a wall or barricade, thus assuming function within the enclosure. The
arming time for nearly all current artillery/mortars/RR fuzes is such
that minimum arming di<tance is at least 200 feet, and in some fuzes
much longer. For effective use in MOBA, these arming distances must
be significantly toss. : '
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" Conclusions

Generally it is concluded that current artlllery/mortar development
activities do not address the MOBA problem. 'They are primarily
directed at increasing range, ballistic matching of projectiles and
improved techniqués for .defeating armor, which are all extremely
important, but of little benefit to MOBA.

Recommendations
The various current weaknesses for MOBA of artillery/mortar can be
strengthened by pursuing the following activities which are addmonal

- to those acnvmes already in progress.

For projectiles, desxgns that would provide good penetranon
characteristics should be pursued. -~ A probable configuration

1

would be.a blunt nosed design with a base mounted void sensing

fuze. The projectile's in-tlight ballistics could be maintained by
using a light windscreen ogive..

Another projectile activity would be the development of a cargo

round of targe:-activated (such as SADARM) .or terminally-

guxded submunitions. These could be deployed over the urban

areas in appropriate places and attack from the verticai rather

than primarily from the honzontal as Copperhead and the umtary
* rounds do. .

For fuzing, the development of a base-mounted void sensing fuze
- would be a significant 1mprovement. The current artillery delay

element is a pyrotechnic .time, which does not insure projectile
. function within target enclosures. The new dual mode delay will
achieve such function but is in a nose-mounted fuze, which may
fail structurally during penetration, possible resuiting in failure
of the delay device. A similar void sensing delay fuze should be
considered for mortar projectiles. ,

2)

An evaluation should be made of the minimum allowable arrming
distance for artillery/mortar/RR fuzes. Such a study would have
to include what protective measures could be provided for the
operating troops-—-such as body armor, so that they could safeiy
use thenr weapons. at reduced arming distances.
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6-3.3

LARGE CALIBER MANPACK WEAPONS

GENERAL

The large caliber manpack, weaﬁons include TOW, Dragon, LAW, recoilless
rifles, rocket launchers and similar systems which provide heavy fire power

+ in a manpacked configuration. A feature of these weapons is the backblast

at firing. This ‘backblast is re-qunred for zero recoil effects, but it introduces
hazards. The backblast results in a detectable launch signature and, in
confined areas within buildings, the backblast and subsequent overpressure
are a hazard 'to nearby personnel.

For MOBA, use of buildings as firing positions for’ the large caliber manpack .
weapons is desirable. For effective employment, the backblast and over-
pressure effects of these weapons need to be reduced significantly. In

. addition, combat in MOBA requires maximnum effectiveness of the warheads

against both enemy armor and personnel, as well as for breachmg interior
and exterior walls ot buxldxngs.

A. | Use of Current Large Caliber Manpack Weapons, [n MOBA

The large caliber manpack weapons incorporate . adequate anti-armor

warheads. Some potential improvements are possible in this area. A

primary requirement for MOBA is also to achieve high lethality against

enemy personnel. This dual lethality is necessary to defeat the enemy

mxantry/armor teams and to provide effective fire against mfant:y-‘
only targets in the city environment.

In addmon, in a city environment, combat involves a major amount'of

fighting against defensive troops within buildings. Such enemy troops
" are expected to have effectwe fire coverage of existing doorways and
windows. -

Thus the success of the combat is at least partially dependent upon the
" ability of the friendly forces in the assault to breach new opemngs into
building interiors. .

In Viet Nam (specifically in the retaking of Hue after the Tet
Offensive) wall breaching was a critical tactic. Ir the sector of the.
city where const-iction was similar to that in Europe, the LAW was
ineffective in breaching walls. Both the 3.5 inch rocket launcher and
the 106mm recoilless rifle were used instead with success; however,
these two weapons are now obsolete.

The available large caliber manpack weapons all have the backblast
characteristic which limits their utility in confined spaces associated
with MOBA. In open area combat, the signature provided by the
backblast is an accepted risk in achieving the necessary engagement
ranges. In MOBA, however, engagement ranges are much shorter and
the "hard" launch is probably not a firm requirement.
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Effectiveness of Current Weapons in VOBA

The current man-portable "weapons are not well suited to MOBA.
Although they provide adequate anti-armor capability, improvements
in anti-personnel capability appear desirable. In addition, as evidenced
in Viet Nam, the smaller weapons such as LAW do not provide the
necessary wall breaching capability, while the weapons which were
effective in this rcle are no longer considered current. . The Dragon or
TOW may provide the desired wall breaching capability. and tests to

' determine their effectiveness are in order. However, neither appears

suitable for use in small confined areas. In addition, the neced to use a
relatively expens:ve guided weapon to accomplish wall breaching at
short ranges raises the question of cost-effectiveness. -

Development Activities , '
The principal problems assocxated with the large caliber manpack‘

weapons have been recognized and activities have been included in
propesed, FY 79. DARCOM-TRADOC MOBA tasks to investigate solu-

tions.

Activities to provide soft launch, as well as minimum signature
weapons are lncluded. Several specific examples that have been ncted
are:

. Shoulder-Launghed Multi-Purpose Assault Weapon (SMAW) -
This is 'a man-portable, tube launched, in tube burning, rocket'
powered, infantry assault weapoan. [t has a dual inode warhead
and it is being designed for firing from enclosurcs.

"o ' Riflemans Assault Weapon (RAW) — This design incorporates a

fuzed warhead which is launched by an attachment to an Mlé
rifle. It can be fired from small enclosures; in fact, any thac an
- M16 can be fired from. :

e  Minimum Signature Envelope Recoilless (MISER) — MISER is
designed to be a low. signature weapon capable of breaching
building walls. This design conta:ns the blast, flash, and smoke
within the projectile, thereby allowing fmng from within enclo-
sures. .

® ARMBRUST System - This concept is similar to MISER and is

' bemg developed in the FRG. [t is also a signatureiess device, but

is currently heavier and longer than MISER, making |t more
difficult to handle.

) Ring Airfoil Multi-Purpose Munition (RAMP) — This is a "semi"-
_recoilless rifie that launches a large diameter (5-6 inch) ring
airfoil grenade. It is being designed to be compatible for firing
from enclosures and wiil have a short arming distance as required
for the MOBA apphcatxon.
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Other weapon development activities are being initiated (on a tech-
nology basis) that address the problem of firing from enclosures. The
basic approach currently suggested for these studies is an "Eject then
Ignite" principle. Various concepts e <ist for accomplishing this type cf -
weapon Jaunch, but they must be evaluated in respect to their

applicability to MOBA type weapons.

Warhead deficiencies bave also been recognized and tests of various
warheads including ‘the current LAW, Dragon and TOW as well as HEP

-and other warheads are recommended. No mention of improving anti-

personnel capability is noted, however, in the DARCOM-TRADOC

' tasks. Some specific warhead development activities that have been

noted are:

o  Dual -Mode Warhead — This warhead is intended for use on SMAW

©and is being investigated by the Naval Surface Weapons Center

at Dahlgren. In tests to date, it has penetraied nine inches of
reinforced concrete or 40 inches of sand and timber.

o RAMP Warhead — The warhead for the RAMP munition is a
modified Miznay-Schardin design for wall penetration which is
combined with a fragmenting case for anti-personne! effects. It
has been indicated that the warhead has substantial penetration
capability but no specific data are available. .

A general study of MOBA assault warheads has been suggested, with
initiation recommended for Fiscal Year 79 at the DARCOM-TRADOC
July 1977 Conference. Lo

Arming delay studies are also suggested since, in general, the arming
distance of the current large caliber man-portable weapons dppears

~ excessive for the short weapon to target ranges considered applicable

to city operations. These studies are considering safety versus utility
ol the weapons.

Conclusion -

. .The available large caliber manpack weapons have been primarily
designed for the anti-tank mission in open terrain. As such, they
are not well suited to MOBA. They have excessive signatures;
cannot, in general, be fired from small confined areas; and do not
ancorporate warheads which appear to provide adequate etfec-
tiveness in the wall breaching role. Simple modilications may
substantially improve their utility.
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. The deficiencies have been recognized and activities have been
suggested through DARCOM/TRADOC tasks to provide solutions
to some of these problems.

° Weapons in the conceptual phase of development, appear to
+ ~ continue to emphasize long-range, open-terrain engagement of
armor with little apparent emphasis on MOBA. (See Precision
Guided Missile discussion.) _ o

Recommendations !

Activities to solve deficiencies in current weaponry as apphed to
MOBA should be accelerated to provide a better data base for weapons
development agencies and contractors. :

Trade studies of implications of MOBA requirements should be an

integral part of new weapons development. Such trade studies shouid

identify the added cost and/or reduced effectiveness which might

occur when trying to provide both MOBA and open-terrain capability in
a single weapon. The results of such studies, together with resuits of

conceptual studies of MOBA-only weapons, could then be 'used in’
simulations to derive a better understanding of the desired weapon mix,
and better identify desired operational charactensncs of next genera-

‘tion weapons.

Weapons such as the ARMBRUST-BOO appear to be compatxble with
‘MOBA requirements. There may be several other similar systems in
existence or under development probably compatible with MOBA
requirements. In the European group of nations, it would appear that
.weapons for urbza use would have received ccnsiderable emphasis
during the past several years because this.type of warfare has been
experienced in the European areas.

'



6-3.4

GENERAL

.a)  The weapon should be small and relaﬁvely ligh.tweight to enhance its

PRECISION GUIDED MISSIL ES

© The principal uségé of Precision Guided Missiles is for the destruction of
- relatively small, fixed o1 mobile, hard targets such a» armeor, bunkers, forti-"
fied positiors, bui'dings, etc. These targets are applicable for MO3A opera-

tions as well as open terrain operations.

Precision guided missiles include: (1) man-portable systems in which the
launch operator has direct line-of-sight to the target (e.g, the TOW or
Dragon type weapans) or (2) systerns which are launcthed at long, standoff,
are fired in ballistic trajectory and subsequently acquire and home on anergy
emanated or reflected from the target (e. g., the cannon launched guided
proiectile type weapons).

For weap"ns of the first type, MOBA usage implies the  following
requir xments:

+
'

portability within a buvilding or from building to building. Set-up-time
. should be minir;ial and the weapon should be capable of firing from the
shoulder or simple binod mount.

_b)  The weapon should present minimum sxgnature to prevent location of

the firing posit.on.

c) | ihe weapan should be capabie of arm'ing in a short distance (perhaps 10
to 30m) since engagement ranges of 50m or under are expected in most
engagements in urban areas. -

d)  "Soft launch" capability should be available to permit weapon firing
from within small enclosed areas to m..nimize overpressure and bar'k-
blast. .

e)  Simplicity of operation should be emphasized tu minimize trainirg

. requirements. This permits use of the weapon bty any member of a
combat team as opposed to -elying on spacialists, the loss of whom
may make the weapon worthiless. .

For weapons of the second type, MOBA operatxons xmply the follow'ng
requirements:

a) Positive means of target identification must be employed since
"friendly” and "hostile" units will be in close proximity. if not
intermixed.

. b))  Crmmand and control requxrements should be3mxmmlzed to minimize

reaction time’'as well as to &.ompensate for C° problems atterdant to
MOBA operations.
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A. Precision Guided Missiies Considerations for MOBA

1)  Current Army Capabilities

Currently deployed Army PGM's include the Dragon and TOW.
Systems under development are the "Hellfire" and the "Copper-
i : head" canrion launched (155mm) guided projectile. In addition, a
, i ' number of guided missiles are currently in the concept definition
| S - phase, including the IR Fire and Forget missile, the Standoff
; Target Activated Fire and Forget (STAFF) weapon, the Advanced
: ' Heavy Antitank Missile (AHAM), the Terminally Guided Submuni-

L S . tion (TGSM), the Terminally Guided Missile Warhead (TGMW) for
J : , the General Support Rocket System (GSRS), a Millimeter Wave |

! Beam Rider Missile and an Active/Semi-Active Millimeter Wave
Seeker equipped missile for helicopter or ground vehicle launch.
! ‘ The majority of these conceptual weapons are being developed
‘ for anti-tank combat in open terrain and emphasis is being placed
. on achieving armor penetration and defeat at relatively long (1
, Km or greater) engagement ranges. '

Other Precision Guided Missiles currently available, or being

developed by other services, include laser guided bombs; electro-

oo - optical contrast seeker equipped bombs and missiles; and milli-

.' . ' meter wave seeker equipped missiles. These weapons generally

S ' fall into the categories of (1) large unitary weapons for destruc-

! tion of large fixed or mobile targets such as bridges or ships or

(2) long standoff (greater than 5 Km) weapons for defeat of
armor targets.

2) ¢ Use of Current Weapons in MOBA

' -+ The current U.S. Army. PGM's, aithough usable in MOBA, are not
well suited to these operations. The man-portable ' systems,
Dragon and TOW, do not have'a "soft" launch capability (to'
minimize overpressure and backblast) and have arming delays in,
: excess of that considered desirable for MOBA operations. In
P addition, both require a reasonably profxczent operator wnth
- ! 4 significant trammg. ‘ .

The TOW could be utilized in protecting long - avenues of
approach and could possibly be used as a "wall-breacher." Its
usefulness in this latter role is questionable since its warhead has
been optimized for armor penetration and not for providing .
defeat of fortified positions or breaching of walls. In addition, |
the TOW is a fairly large crew-served weapon and not well-suited .
. for rapid redeployment in areas filled with obstacles such as
rubble, or rapid movement from room to room in a building.

1
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"3)

. The Dragon,' because of its smaller size and increased portability,

is somewhat better suited for MOBA operations. However, its
warhead is optimized for armor defeat and, as it now exists, is
not well-suited for other MOBA missions.

The cutrent 155mm CLGP weapon, which uses 3 semi-active
laser homing seeker, could be utilized for destruction of buildings
or fortifications as well as for an attack on armor. Significant
problems, however, exist. Smoke, dust and haze may obscure the
target from the seeker. In addition, the presence of intervening
structures (e.g., buildings), compounds the problem of provicing a
clear line-of-sight from the target to the seeker. The problems
of fire control, i.e., providing the Fire Direction Center with
accurate target location data, will also be severe because of the

close proximity of friendly and hostile forces. Target location

data will have to be sufficiently accurate to ensure the capture
of the reflected laser spot by the seeker to avoid collateral
damage to friendly troops. In spite of these shortcomings, the

. use of a CLGP type weapon for MOBA would appear to be

supenor to use of conventional artillery techniques.

The same comments apply to the other laser gunded weapons and

in part to the E-O seeker guided weapons. That.is, their use will
be hampered by -presence of obscuring material in the atmo-
sphere and fire controi will be a major problem. However, they
still appear to represent a better fire support solution than use of
unguided weapons against appropriate MOBA targets.

A number of the weapons in the concept definition phase are
intended to alleviate, in part, the problems associated with laser
guided weapons. Specifically, millimeter wave seekers are being
considered to reduce the obscuration effects of rain, fog, smoke
and haze. However, the majority of these weapons are being

"designed for long stand off anti-armor applications and thus may
provide limited utility in the MOBA environment. '

Effectiveness of Current Weapons in MOBA

In summary, the current Army PGM's have serious restrictions

‘and their effectiveniess in MOBA operations appears limited. For
- man-portable weapons, operational ranges are based on open

terrain conditions, firing from enclosures has not been
emphasized, terminal effects have been concentrated on ‘the
defeat of armor targets only, and significant training is required
to achieve proficiency.

For the laser guided weapons, obscuration effects will be severe
and fire control is a significant problem. .
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4) - Development Activities

PGM's in development and the conceptual phase are continuing to
reflect emphasis on the long range defeat of armor. Some effort
is peing expended to provide soft launch for unguided anti-tank
‘weapons. The techniques being considered are probably appli-
cable to man-portable guided weapons. In addition, some effort
is being expended to provide weapons with simpler firing

s ) sequences than the current man- portable weapons. An example.
. o is the IR fire-and-forget weapon in which operator control is not
a requxred after launch.

* 7 'For the semi-active mode weapons, ‘efforts are being conducted
’ to reduce the obscuration effects of smoke, haze, fog, and rain.
Such efforts, may solve obscuration problems; however, fire
control will remain a significant problem area. ‘ :

In future development activities, a number of possibilities appear
to offer advances in MOBA capability. For a near-term man-
portable weapon both TOW and Dragon appear candidates for
modification.

B. Conclusions

® The PGM's developed to date, as well as those in engineering
development, have been slanted towafd anti-armor engagements
in open terrain and relatively little emphasis has been placed on
MOBA usage of the weapons. Fecause of this emphasis, these
weapons will be of limited utility in MOBA without r.odification.

e ' Improvements in next generation weapons, (i.e., those in the
conceptual stage) appear to be slanted toward long-rarige anti-
armor engagements in open terrain. Some of the improvements
will, - however, aid in MOBA use. Specifically, use of seekers
which can penetrate fog, rain, smoke and haze will alleviate
some of the obscuration problems associated with MOBA.

. For long range delivery systems such as the 155mm CLGP and

: GSRS the provision of accurate target 'location information to
the delivery vehicle is a significant problem. Failure of the
weapon seeker to capture the désignated target may result in a
greater hazard then benefit to the friendly forces.

C. Recommendations

[ Requirements for man-portable PGM's in MOBA should be evalu- -
.ated in simulation and field exercises. Because oi the relatively
short range of engagement, unguided (or simple trajectory con-

_trol) weapons may provide adequate accuracy at significantly
lower cost. In addition, because of the relative simplicity of
operation, these latter weapons may offer advantages for
usability by all available friendly troops.



v

The incorporation of "soft-launch" techniques, the reduction of
arming ranges and alternate control techniques to provide
shorter minimum range should be considered.’ Additionally, the
use of improved anti-personnel-capability warheads should be
investigated. : '

The feasibility of modifying TOW and Dragon to provide de-

sirable MOBA characteristics should be investigated and com-

pared with the development cost and feasibility of a replacement
weapon for the best cost effectiveness. .

lnvestigations of alternate warheads for the man-portable PGM's
should be investigated. Candidates include HEP and shaped
charge with éxplosive follow-through charges.

Investigations of millimeter wave 'seekers should be continued:
. Their ability to penetrate smoke and other obscuration may make
them a viable alternative to lasers in the semi-active mode of
operations. Initial efforts should concentrate on signature
measurements in an urban environment.
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6-3.5

WALL.BREACHERS

GENERAL

Wall Breachers are required for the penetration of structures and bunkers.
The penetration of structures in MOBA is not unlike the penetration
problems encountered in typical military operations such as defeating tanks,
armored vehicles 'and bunkered emplacements. ' Perhaps the most unusual
features for MOBA are: (1) the close range of the encounter, generally a
few meters and seldom beyond tens of meters, (2} 'the number and variety of
the structures to be breached and (3) the desire, in most cases, not to
obliterate the structure. For this reason, much of the typical armament has
some usefulness but we shall see some de£1c1enc1es and unique ‘needs for
MOBA.

Urban structures can be grouped into categories. Light structures include
residential and small-buildings generally constructed of light wooden frame-
work, sheet metal, stucco, etc., and can be penetrated oftentimes by even
small caliber fire. Medium structures include public buildings, etc,, con-
structed ‘of brick reinforced masonry and thicker materials and can be

penetrated oftentimes with heavier artillery and explosive charges. Heavy . .

structures include basements, . foundations ‘of farge buildings, dams, bridge
abutments, retaining walls, etc, constructed of the heaviest reinforced
masonry, earthen backfill and sand bagging and can, be penetrated
oftentimes with multi-shot heavy artillery ar.d explosive charges.

Structural targets in MOBA are generally poorly defined as opposed to
targets of a more conventional military nature. Such targets as gun em-
placements, tanks and armored vehicles can be pinpointed whereas in built-
up areas one does not know which structures must be ~2netrated nor does

one know how many and what type of opponent may be :.daden. '

In MOBA, the engagement is at very close range. High accuracy is not as
critical except in pinpoint sniper type encounters. Generally, the structures
have easily breached doors and windows. Doors and windows can be booby
traps, however, and the usefulness of surprxse entry through holes in walls is
obvious. .

‘A few comments on antl-personnel kiil mechanisms should be made. Direct

fire through walls has limited usefulness since one needs to know the loca-
tion of personnel behind the wall to be effective whereas automatic weapon
fire through large breached holes has high effectiveness. Fragmentation
devices that penetrate the structure and then explode inside are generally
more effective—the grenade through a window or door or breached opening,

-for example. Spall can also be considered for producing lethal fragmenta-

tion beyond a wall without actual perforation, This involves producing a
sufficiently strong short duration shock transmitted through the wall to
throw off lethal fragments from the wall itself. :

With these few general comments we now turn to the types of penetrators,

what's available, what are the current deficiencies and then draw some
conclusions and make some recommendations.
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Types of Penetrators

The first type of structure penetrator might be termed Kinetic Energy
Penetrators. In these we can include the typical jacketed small caliber
rounds as well as the much heavier longer rods. These can be subcaliber rods
fired from heavy artillery wiih sabots. Their performance depends on high
density metals traveling at high velocity boring their way through because of
their length and high kinetic energy. The problems are launching the rods to
high velocity, assuring their end-on impact and preventmg their break-up on
impact.

Another type of structure penetrator is the shapeJ charge—much used during
and after World War II. These devices have phenomonal penetration power
for their size. Achieving penetration five times their diameter into armor

~anc eéven more into concrete is not unusual. Thexr limitations are ihat they

must be fired at a rather well-defined standoff from the target, and their
kill beyond the wall is mamly along the sight path of the small diameter hole
they produce. . ,

Shaped charge-like mﬁing rings can be used to cut holes through walls.

Examples are the Ring Airfoil Grenade (RAG) and Jet-Axe. Jet-Axe is used
by firé departments to gain entry to warehouses and large buildings for fire
hoses and firefighters. Curcently these shaped cthe devices are capable of
perforating eight inches of wood planking, eight inches of reinforced
concrete, eight inches of filled concrete block, or three layers of brick.
Such shaped charges could be effectively used for MOBA but require hand
emplacement. . o

!
For: thicker walls, mulnple stage blasting can be used. Warheads ‘are now

" being studied that use a shaped charge to drill a deep hole on the first func-

tioning and. then are followed immediately by a trailing explosive charge.
This second charge buries itself into the hole produced by the shaped charge
and is then detonated. This buried charge is very effective in causing break-
up and perforation of quite thick walls. .

A final technique is simply the detonation of lerge explosive charges placed
agdinst the wall—a technique used in demolition. '

What's.Available

Current Army inventory includes a number of the above type penetrators in

sizes suitable for light, medium and heavy res. These range from
penetrators fired from the MI16Al rifle (tor th ghnest structures) through .
the. M2HB .50 caliber and similar Heavy Machine Guns. The 105mm

' Howitzzr and large caliber guns have projectiles capable ot perforatirg

medium and somewhat heavier structures with delay bilast to produce
fragmentation beyond the barrier. There ate several lighter weignt
recoilless rifles that can deliver shaped charge.type warheads capable of
perforating all but the heaviest of armors now in|use and consequently could
be effectively utilized for many wall breaching needs. - Finaily, military
vehicles themselves can be used as battering rams to breach light structures.

97

1



Problems of Current Wall Breachers

'

Perhaps the biggest concern is the safe arming distance used in mc st fuzing
on the heavier weapons. Generally the designs call for no'fire out to some
minimal range—oftentimes beyond the distances that might be most often
encountered’'in MOBA., There also seems to be some lack of testing and
cataloging of performance of current inventory items agamst structures
n:ost likely to be found in built-up areas.

Conclusxons

Much of the current weapon inventory is well designed to perforate struc-
tures and barriers: and would be equally cffective against structures to be
" found in built-up areas. Geénerally 'the heavier the weapon and the heavier
the structure it is capable of defeating, the longer is the range for which it
is designed. . Thus, Howitzers, self ropelled guns, tank guns, guided
projectiles, etc., all accomplish longer fanges. The fuzing, however, is often
desxgned for no fire'at short tange and makes these inventory items less
effective at the close range usually found xK MOBA. Some of the recoilless
devices are a hazard for the firer if fired from enclosed spaces and the flash
and smoke reveal the firing position.
The close ranges for MOBA will require special studies, redesign or modifi-
cation of some inventory items and could require some development of
" special new devices.best suited to these operatnons—- for example, a Jet-Axe
: type wall breacher. ) .

Recommendations

l)' It is recommended that the \veapons havmg structure and bunker
penetration capabilities, be investigated with respect to redesxgns or
modifications required for short or point blank range. In’'particular,
projectile or fuze modifications that are well within the capability of
current technology would seem to offer fast and cost effective
improvement in structure defeat for MOBA per recommendations of
DARCOM/TRADOC Conference of July 1977.

2) It is recommended that study, testing and catalogmg of the perform-
ance of current inventory items against nonmetallic materials in layers
and thickness most likely to be encountered in MOBA be made. )

3) Itis recommended that the possnble use of inventory items from all
services should be examined.. For example, the "Exrod" Navy ordnance
destruction device is a mass focus type warhead capable of -projecting

. a mass for many tens of feet and knocking the fuze off a dud bomb.
This 'item could possibly be used to perforate a wall as well and could
be .set-up at the ranges in MOBA, thus not unduly exposing fnendly
troops.

A second example is the possible use of land mines for wall breaching.

Land mines are designed usually to perforate armor. Such mines

should be studied to determine if minimal modification, using current
- technology, could adapt them for wall breaching use.
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4) .

It is recommended that Jet-Axe, used by fire departments to gain
entry to buildings, be investigated for MOBA. While this system
introduces' additional logistics considerations, it does offer the capa-
bility for breaching large holes without the need for repeated firings.
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6-3.6

MINES - OVERPASS AND OFr ROUTE VEH:CLE ANTI PERSONNEL
GENERAL

Mines can be used for military operations in built-up areas as a defensive
weapon. Direct engagement mines located along the potential routes of
enemy armor and infantry are very effective. When supported by off—route

.mines, a synergistic increase in effectiveness is achieved.

Both anti-armor and anti-personnel mines: have applications for MOBA,
particularly in combination, to engage enemy armor/infantry teams. The
Claymore mine, or modern derjvations, ‘provides excellent anti-personne!
effectiveness, and can be easily camouflaged where debris is prevalent.

For future anti-armor mines, several concépts from the ERAM (Extended
Range ‘Anti-Armor Mine) and STORM (Sensor Tank Off-Route Mine) pro-

grams offer significant potential in MOBA applications. They all employ the '

self-forging lcng standoff warhead design being developed for SADARM,
with a current diameter and length of approximately six inches. Other
diameters could be selected as needed. Cons:det.ng the lethal potential of
heavy metal designs, using depleted uranium or tantalum, three to four inch
diameters could provide tank kill capabnhnes.

© Mine warheads could be fixed to wa'lls, with fabric camouflage or mounted in’

concealed firing positions in doorways, between buildings or along side

_streets. Single and multi-directional, i.e., multiple self-forging plates, are

feasible to meet firing angle requirements. Fuzing probably would be
achieved via IR detectors, although pressure tapes or offset magnetic
sensors could also be used. Command initiation is also feasible.

Typically, the suppurting Claymore type mines could cover the area ahead |
and behind the anti-armor line of fire and ‘could be triggered by the anti-
armor mire fuzing to provide a combined attack on the enemy infantry/ar-
mor team.

The advantage of the off-route mine -oncept lies in its ability to provide a
form of fire cover to scatterable mines to impede clearing operations.. At
the same time, scatterable mines prevent the enemy infantry from searching
out the off-route mine locations.

Mxne emplacement has hxstoncally been by hand in surveyed locations.
Presently, the armed forces have .a capability for 'scattering mines in remote
areas. These are by artillery fire, ADAM and RAAM; ground vehicles,

- GEMSS; helicopter, GATOR and Mb56; and high performance aircraft,

GATOR. These systems have the requirement for scattering mines over the
countryside, along roads and adjacent to protected areas. Use of any or all
of these systems appears to be mappropnate for MOBA because of the high
percentage of mines that will land in ineffective areas such as roofs,
gutters, gardens, drainage systems, etc. Of the small percentage that do
land or rebound to roads and streests, most will come to rest at a position
unlikely to have beneficial weapons effect. Hand emplaced mines and hand
scattered mines appear to be required for MOBA operations. Several mine
types should be considered: Overpass type Vehicle Mines, Off-Route Vehicle
Mines and Anti-Personnel Mines. , ,
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A Overpass Type Vehicle Mines

B.

t

The present military inventory includes M-15, M-19 and M-21 mines.
These are large, heavy, must be hand emplaced, and are easy to de-
activate when their position is known. Thus, they must be camou-
flaged or buried and be placed in a position of likely vehicle overpass.
Cobblestone, brick, concrete, or asphalt streets do not readily lend
themselves tc either burying or camouflage. These mines are normally
pressure fuzed so they will operate only if wheels or track passes over
tihem. A pressure hose, tape switch, or tilt rod could be used but these
would add to the recognition features and make the mine easy to find
and remove. - ‘

' ¢
t

'An overpass mine, to be useful in MOBA applications, should be small,
(about 5 to 8 pounds), influence fuzed, easy o manually arm and easy
to bury, conceal or camouflage. A likely candidate is the XM-75
'GEMSS if a manual arming system is developed for it. Perhaps the
. MOPMS (Modular Pack Mine System) would be a better candidate to
consider. : :

© Off-Route Anti-Vehicle Yines

The only current off-route anti-vehicle mine is the M-24 Mine System.
This uses a tripod-mounted recoilless anti-tank rocket znd a tape

. switch, or interrupted IR beam to trigger the rocket at point blank

range. The equipment is large, heavy and appropriate only where there
is enough room to mount it. Further, it requires concealment of the
tape switch or IR illuminator. ‘

Off-route shaped charge or mass focus warheads could be used and
could be fastened to building walls or otherwise concealed. One device

_ that may have some merit (with the addition of a sensor or command

link) is the "Exrod" used by the Navy for destruction of ordnance

. items. ERAM, mentioned earlier, is being developed by the Air Force

for a scatterable off-route mine. This may be usable in MOBA with
the development of a hand emplaced version.

Of specific interest is STORMS which is being developed by
ARRADCOM as an anti-vehicle (tank, APC, self-propelled gun,
wheeled vehicles, etc.) mine system that has' application to urban

. warfare. The mine is envisioned to be a one man-portable, self-

contained unit capable of being emplaced and activated by one man in
less than a minute. Emplacement would be overlooking expected
avenues of incoming vehicles including rooftops, upper story windows,
and other elevated positions as well as along roads at ground level.
This system must distinguish vehicles from people and from other non-
targets. Its self-forging fragment warhead would be capable of
.projecting a lethal slug from a standoff position of over 100 feet.
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Anti-Personnei Mines C .

Present anti-persornel mines are either hand emplaced (booby trap
type) mines or artillery delivered scatterable mines (ADAM). In de-
velopment is 'GEMSS, a ground cmplaced mine and GATOR. a heli-
copter and high performance. aircraft delivered mine system that
inciudes anti-personnel mines. Another air delnered anti- personnel
mine is WAAPM, now out of inventory.

The cmplacement recuirements for anti-personnel mines are not as

Artillery and aircraft methods of deploving _scatterab!e anti-personnel
mines are not, however, considered appropriate for MO3A. A hand-

'severe as for an anti-vehicle mine which requires a vehicle overpass.,

armed, hand scatterable and easv to xonceal mine 15 required. Some’

effort has been given to adaptuing the ADAM 'o hand arminyg.

Development Activities

Except for the Claymore mine, there is nothing in the current
inventory suitable for MOBA mine warfare. The Claymore with 4
command dnk or a sensor system could be ettectxve for the anti-
personnel requirements of MOBA. .

Certain programs rcqutring"contmucd development activity hoid the
promise Of providing mines to meet both anti-vehicle and anti-per-

sonnel requirements for MOBA. STORMS s directed toward meeting
the off-route anti-vehicle requirements. MOPMS (Modular Pack Mine
System,’ or more probably, MEMS, Manually Emplaced Mine System)
should mee* the dual need for an overpass anti-vehicle mine, as well as

,an aniti-personnel mine.

In all cases these mines must be capable of being hand armed, hand

emplaced, used on the surface or buried and provided camouflage as

necessary. The off-route mines must be one-man portable and simple
to set up and use.

A further desirable feature vet to be developed is a capability for mine
field command and control. Current technology for RF and hardwire
control.is certainly applicable. With the fluid conditions expected:in
MOBA, it may be desirable to command arm;disarm, command
detonate and command self-destruct. The present MOPMS develop-
ment includes these features. In order that the enemy can't
countermeasure the system, some security or code must be used for
mine control. The variety of the mine addresses used, the degree of
security required, and the complexity of the commands transmitted
add to the electronic complexity and cost of the systems. The effec-
tive development of an adequate command and control system awaits a
realistic weighing of the requirements for such systems. The optimum
requirements for MOBA will probably’ be quite different from the

A rcqunrements for open area appluanons.
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The devélopn\'ent of effective M'OBA mine ‘systems requires that

adequite funding be provided. The development to date has been done
with limited discretionary funds of - each agency based on their
interpretation of the Science and Technology Objectives Guide (STOG)
and recommendations of the DARCOM-TRADOC conferences on
MOBA. ' .
The first DARCOM-TRADOC conference on MOBA in September 1976
outlined a number of tasks for FY 78, two of which are of concern to
scatterable mines: _ ' . :

Task # - ' - Short Title
13 . Armo: Vehicles in MOBA

15 ' Obstacles & Booby Traps‘
Neithe.r task was funded in FY 78§ and neither was included in the FY

79 proposed program list prepared by the second DARCOM-TRADOC
conference on MOBA in July 1977.

4

Conclusions A ,

" There is nothing in the preseni inventory or in final stages of develop-

mént for a mine system that cculd be effectively used in MOBA appli-
cations, except the Claymore mine adapted for target activation or
command detonation.

Today's technolcgy can be applied to programs such as the STORMS
off-route mine to meet the needs associated with the warhead, alert-
ing sensor and boresight sensor. The self-forging long standoff war-
head design is currently. under development and can be applied to
STORMS. For the alerting sensor, the application of acoustic or
vibration sensors with suitable signal. processing is availabie through
current technology. For the boresight sensor, the application of I[R.
Optical, Laser, RF or microwave technologies with appropriate signal

‘processing is also available through the utilization of current tech-

nology. '
While: technology is available for the development of such a mine, a
viable funded program is needed to proceed with such development.

Recommendations

Pursue MOPMS or MEMS and STORMS with reauirements that are also
applicable for MOBA. Develop the requirements for command and
control for MOBA applications of mine fields. Determine the use and
techniques of camouflage and the yse of dummy mines to enhance the
mine field. Develop a scenario and tactics so that development
requirements can be generdted for the above MOBA uses.
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6-3.7

ARMOR VEHICLES AND THEIR WEAPONS
GENERAL

The tank will be a major weapon on both offense and defense in the MOBA
situation--much as it is in open area warfare. [ts mobility, firepower, and
armor protection against small arms, shrapnel, etc. remains an important

.. feature in the MOBA environment. The MOBA énvirorment, however, will

have the impact of reducing some of the positive attributes of the tank and
accentuatmg some of its weames.,es. :

The hxgh ‘speed moblllty of the tank for survwablhty will not be able to be
used in most MOBA situations. The tank will become more susceptible to
fire from above, and the weaker top armor will make it more vulnerabie in
that situation. Because of the three. dimensional 'aspects of MOBA combat,
the limited visibility of the "buttoned-up" vehicle will be a negative factor.
The irability of the main gun to be elevated above 20~ will limit the tank's
capability in short range, three dimensional MOBA combat. The main gun,
designed for long range killing, will not be as-effective in the very short
range MOBA situations. The narrow streets and close proximity of buildings
in Central Europe will limit movement of the vehicle and also may limit
traversing of the turret and main guns in some cases. The tank is also
particularly vulnerable to mines in MOBA due to this restricted maneuver-

ability. At the same time, the cover and concealment afforded the enemy .

by buildings will provide the opportunity for surprise—and the requirement
for very fast reaction.. Higher traversing accelerations and rates than are
mhow available may be highly desirable.

" The fast reactions required, aldng with limited visibility in the MOBA en-

vironment, will also demand very fast reaction LF.F. capablhtxes. These
same aspects will also require' a means for navigating in'the cities, and
communications to facilitiate command and control.

The MOBA situation will certainly demand the use of combined arms/m-

fantry support in the employment of tanks. It is highly likely that the tanks

- will operate si.igly, supporting a squad of mfantry. Without infantry cover-

age, the tank will have little chance of survival in a MOBA environment.:
The limited maneuver area, inability to use high speed, limited visibility of

extremely wuilnerable to hand held 'weapons. The infantry must provide
support and protection against such weapons. With that support, the tank
and its weapons can be a strong force in MOEA combat.

Obviously, some things could be modified on the tank or added to the tank to

'increase its effectiveness in a MOBA environment. It is highly desirable

that'any changes be minor and that they not impact the normal mission of
the tank. While the panel did not review the properties of the MICV in
detail for MOBA applicability, it appears that many of the limitations that
apply to tanks need not apply to the IFV/CFV.
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Conclusion

The conclusions drawn with respect’ to the utilization of armored

vehicles are listed as follows: .

'

The armored vehicle in a MOBA environment:

o A ma]or weapon

e Limitations

- Protects against small arms and shrapnel
- High firepower -
-~ Mobility

e Cannot operate alone.

~  Must operate m combined arms team
-~ Must have infantry support

- Limited vision

- Vulnerable to attack from above

-~ Cannot use high speed mobility for protection' - '

-~ The tank does not have effective short range weapon
(vulnerable when using commander and loader M.G.)
(7.62mm coax. limited in motions). (No short range fuzed
HE main gun round.) (IFV will not have all of these
limitations.) )

- ' Poor fordability of rivers in cities -

- Distinctive signature (visual/zudio)

- Too large to operate in many European streets

- Main gun limited in elevation

- Relatively long time to traverse turret in fast reaction

© MOBA situations ,

- - Poor IFF in limited visibility MOBA situation.

e Needs

- Improved visibility

- Greater top surface armor protection

- Effective short range weapon

- Capability to provide effective fice at hxgher elevation
angles

-. Very fast reaction LF.F.

- Higher rate gun drives

- Means for navigation in the cities

- Mine detection/neutralization capability,

- Improved short range communications capability
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Recommendations . : o '
In order to effectively conduct military operations in built-up areas,
combined infaritry and armor task forces should be utilized. The very

‘nature of short range combat in urban areas requires that attention be

given to correcting the limitations of armored vehicles and their

- weapons inra MOBA envirénment. [t is recommended that prograins be

established to meet some of these needs as follows:

e A program to define roncepts tu provide the armoled vehxcle,
commander with greater visibility and protecnora agamst small
arms fire and shrapnel. Visibility should be 360~ and must not
be limited upward. Top protection must be adequate. It would
also be desirable to provide protection for the commander while
he is operating the .50 cal. machine gun.

e An investigation of the effectiveness of armor blankets used on
armored vehicles when moving into a MOBA situation. Greater
top surface armor protection is definitaly needed in the MOBA
environment, It is possible that this could be accomplished by
the addition of armor blankets.

e An investigation of lower velocity rounds with short time' S&A
and  wall breaching capability (although undesirable, from a
logistics standpoint). While the main gun ﬁrepowerl of the tank
is an effective weapon in MOBA, there is a.reed for an
effective short range weapon to be used for wall breachmg and
attack of personnel in buildings. ", ;

e -An mvestxgatxon of the potential of a FAE cipablhty for
armored vehicles along with the capability to project FAE into
upper floors of buildings and possxbly mto basements,: sewers,
utility tunnels, etc. _ :

e An investxgatxon of ways to provndc crews and ystems with
very rapid reaction. The close quarters, short ranges, and three
dimensional aspects of MOBA require such rapid reactions. This
is especially true of gun positioning (gun drives), IFF, and the
ability to navigate in the city. Along with these i5 the need to

. communicate for command and control, which entails a real
need to improve short range communications in built-up areas.

e 'An investigation of means for detection and neutralization of
mines to allow effective use of armored vehicles for MOBA.
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6-3.3

REMOTELY CONTROLLED VEHICLES AS WEAPONS

- GENERAL

In the past 20 years, the armor people have looked at the possible applica- -

" tions of remotely-controlled vehicles and have concluded that they do not

have sufficient applications to the conventional armor role to warrant
continued development. The role of ‘remotely-controlled vehicles in the
MOBA environment, however, has not, but possibly should be; considered. It
is doubtful that a remotely-cont:jolled tank, or similar large tracked vehicle,
would prove cost effective in a MOBA situation. Consideration, however,
might be given to a small, moblle, remotely-controlled infantry support .
vehicle. oo

The remote control concept, with its hm:tatxons, should only be considered

‘in a situation where the tactical employment of the vehicle makes it ex-

pendable—~or where the control, system has a chance for survival and a
human operator does not. Otherwise, it is more cost effective to put the

- operator in the vehicle.

The remotely-controlled vehicle must be controlled directly by an operator—
or go through a series of preprogrammed maneuvers set in by an operator.
Direct control by an operator presupposes: that the operator can "see"
where the vehicle is and where it will be going, that the operator knows
where he wants it to go, and that he has some control link to the vehicle.
Thus, the operatcr must have visual contact with the vehicle and its
"tayget"/or destination—or have a T.V, view of the path of the vehicle and
know tl.e route to its destination. The MOBA envirohment is not very
conducive to either of thése' conditions for other than very short travel
distances. The control communications link’ will hkewxse be a.problem in
MOBA except for short distances.

Thus, a remotely-controlled vehicle, used in the MOBA'environ;nent as a

weapon for infantry support, should be a low cost, expendable, agile, short-
range vehicle. The ways in which a remotely-controtled vehicle could be

" tactically emploved as.a weapon in urban warfare are as follows:

- It could be used as a low speed "guided missile". A carrier of '
munitions (of many types) that could be dxrected to a desired point
and detonated.

‘= It could be used as a weapon carrier in any extremely hazardous
environment. For example, transporting and ejecting spray FAE
against an enemy position in a well protected building.

.~ It could be used as a transport for resupply across a hazardous area.

~ It could be used to provide tire cover for advancing"infantry—
. possibly by direct wire control and with suitable weapons. :

10"
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lt could be used as a decoy to draw enemy fire and re«eal their

positions. . .

The desired characteristics of such a vehicle are:

A.

BC

It must be, simple to operate, service, and maintain.

" It must be easily transportable to the point of deployment.

It should be small. |

It should have the capabllxty for hngh bursts of speed, but need not‘
have sustained high speed capability (possibly use of a hydraulic

accumulator power source).

‘It should have high maneuverability and small turning radius.
It must be armored to survive small arms fire and sh_fapnek. gt

It must be low cost.

[t must have a secure control communications link.

Conclusions

To our knowledge, such a vehicle dees not exist today. There is con-
siderable question whether the tactical employment and effectiveness
of such a vehicle would warrant development, and whether it could be
made at a low enough cost to be cost effective. -

Recommendatxons

" A concept analysis is probably warranted in order to answer the ques-

tions raised under the preceding paragraph and determine if there is a
need for remotely-controlled vehicles for MOBA. |

It is an ideal candidate for a DCSRADA/DARPA program. It should be
analyzed in the context of the recommended large scale exercises.

+
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6-3.9

FAE WEAPONS
GENERAL

Fuel Air Explosive (FAE) is a means of providing an extremely powerful
blast for concussion effect over a given area by dispersing an explosive fuel
into a vapor cloud over a target and then detonating the fuel. Fuel can be
any of a'number of volatile liquids which do not need oxygen from the air to
be exploded. Some of the fuels that have been used ir the past are:
ethylene oxxde, propylene oxide, and methylacetylene/propadiene/propane
(MAAP); this is a liquid petroleum with traces of butane. The explosive
result is accomplished by dispersing the fuel into an ac¢rosol and then
detonating it. A center burster tube, running through the center of the
canister, explodes when the canister probe hits the ground. This explosion
ruptures the canister into predetermined metal strips about two inches wide
which radiate from the tlast.” The cloud detonator, about 130 milliseconds
later, then explodes the fuel air cloud. The cloud that is generated is
approximately four feet thick with a radius of about 25 feet. The detonation
yields a tremendous blast that creates an overpressure on the ground of
about 400 pounds per square inch. This is enough for¢e to explode mines and
booby traps, defoliate trees and kill persons within the 25 foot radius but not
to cause craters, stray fragments or harm persons outside the area {(a person
standing 50 feet from the impact point would probably escape injury). .

+ Presently, the U.S. Army does not hav}e any Fuel Air Exploswe Weapons in

its inventory. However, ‘the SLUFAE system is currently in engineering
development and full scale productxon is planned for the 19803.

The SLUFAE mine neutralization system is under development by the U.S.
Army Mobility Equipment Research and Development Commanrd
(MERDCOM), Ft. Belvoir, Virginia. Tests indicate it will provide Army
ground combat forces with a vehicle mounted, rapidly deployable system to
breach minefields and neutralize explosive booby traps in daylight or
darkness or under adverse weather conditions.

The SLUFAE system consists of a 30 tube armored launcher mounted on the
M548 full track cargo carrier, a rocket propeiled fuel air explosive round,
and a firing control system. The round contains approximately 85 pounds of
propylene oxide fuel, a contral explosive burster, two cloud detonators, an .

. electronic fuze, a rocket propulsion motor, a ring fin stabilizer, and a cross

parachute for range control.

Basically the SLUFAE system functions as follows: The round is launched
350-1000 meters from the target. Upon impact it deploys two cloud detona-
tors which are ejected approximately 10 milliseconds before the highly
volatile liquid chemical is explosively dispersed into' an aerosol cloud.
Approximately 185 millisecond delay is achieved with the cloud detonator
before the cloud is detonated. Repeatable impact velocities are required to
‘allow time for the FAE cloud formation and to ensure proper detonator
,posmon. Blast effects are sufficient to detonate or neutralize anti-tank and
‘anti-personnel mines or explosive booby traps. v
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B.

FAE Use for VlOBA , :

Several problems become apparent when one considers the possxble
application of the SLUFAE weapon in a MOBA environment. Since the
weapon was designed with the intent of maximizing the overpressure
created, the effect on buildings would be to rather easily reduce them
to rubble. This is contrary to one of the ob)ecnves of the current
plaming for a MCBA situation. Secondly, the minimum range and
fuzing capability of the present system jis limited to at least 350
meters to ensure adequate user safety. This would offer a problem in
accurately emplacing the rounds inside of the building or alongside the

building that was the intended target. Furthermore, the accuracy of -
. the weapon as it presently exists is relatively poor for this application.
- Nevertheless, it could be utilized rather effectively for clearing mines

or booby traps from large open areas and/or from streets or freeways.

Development Activities

The current SLl.JFAE weapons detonate approximately 85 pounds of
fuel, 4s previously stated. If the weapon were to be made man-

portable, obviously the weight of the total round, which is currently.
., about 200 pounds, wouid have to be reduced significantly. Further

study would need to be accomplished to determine the minimum size
warhead that,could be made to reliably detonate an aerosol cloud in all
weather conditions. Some work in this area has been done by the
Naval Weapon Center, China Lake, California, and to date the smallest

-warhead size that has been initiated under laboratory conditions has

contained approxirnately 8 pounds of fuel.

Additionally, BRL has proposed investigation of the effectiveness of a
FAL cloud placed on the exterior of brildings and also on the ‘interior
of bmldxngs'usmg the SPRAYFAE technique. The SPRAYFAE concept
is one.in which a fuel air cloud is disseminated usmg high pressure
containers and a special nozzle.

Conclusions ' )

' The present SLUFAE system would fulfill some of the mission re-

quirements for MOBA. It would be useful for clearing and destroying
booby traps and mines that might be placed in roads and larger open
aréas within the city. The Fuel Air Explosive concept also appears to
oifer promise for MOBA with additional development. The current
FAE system would have some effects which are hxghly undesirable for
combat in confined areas such as major European cities. The major
disadvantage is that the overpressure created with the present weapon
is very substantial and would likely reduce most buildings to rubble,
contrary to the desired intent.

Ideally, one would like to fill a complete building with an aerosol cloud
which could then be either ignited (to burn the cloud) or detonated
with a low enough overpressure for incapacitating or killing the
occupants, but not severely damaging the building. Additionally, it



would be desireable to launch or deploy the fuel aerosol cloud with a

man-portable weapon. This, as noted, would create other problems in
being able t~ reliably and successfully detonate a substantially smaller
charge than has been tested to date in .nd under all types of weather
conditions. Finally, since the fighting ranges would be approximately
50 meters or less, adequate safe separation between the soldier that
launches the weapon and the target must be provided.. .

Recommendations . ' .

- 1t is recommended that the specific application of FAE for MOBA be

investigated further. The tasks for such an investigation are as
follows:

""1) Determine the overpressure that is required in order to in-
capacitate or kill human occupants and yet minimize the
damage to buildings.

2) Determine the means for reduction of the overpressure to the
level required by task 1. This task should include investigations
of the type of fuel utilized, the shape of the cloud, the ignition
delay and, for exterior use, the investigation of the effect of’
wind and general weather conditions.,

3) Conduct an investigation of the safé-separation distance re-
quired for arming and define the hardware requirements for an

appropriate fuzing system for MOBA FAE weapons concepts .'
generated.’ :
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SECTION 7

Chemical Weapons & Defeﬁse;
-Radiological Defense

General - Background tor this task was obtained by reading available Army
goctrinal pubiications (FM's) and documents in the DDC collection; by. visiting
appropriate Army laboratories for briefings and discussions; and from a
briefing by personnel of the Foreign Science and Technology Center. The
Science and Technology Objectives Guide - FY78 and the Proceedings of the
Second DARCOM/TRADCC Coordination Conference on MOBA provided
information on current and planned Army R&D efforts in the area of MOBA.
The conclusion reached from this' collection effort'is thar very little
consideration has been given by the Army to the special prablems, if any,
presented by the possibihty of chemical warfare in MOBA. Doctrine for
chemical warfare is clearly established by publications such as FM100-5,
FM101-40, FM21-40 and FM3-1, but none of these discusses chemical
operations in MOBA. . Sxmxlarly, doctrine for MOBA in FM100-5 does not
address chemical aspects‘of fighting in cities. Draft FM90-10, Military

‘Operations in Built-up Areas states that in the attack on urban areas by

"threat forces", "incapacitating or lethal chemical fires are (frequently)
employed during bombardment to inflict casualties and preclude destruction
of key facilities", Desplte this, there is no further developrent of offensive
or defensive doctrine in MOBA in that document. OQutside of official

.publications there is abundant literature dealing with some aspects of MOBA
., and with chemical warfare, but very little that relates the two. A GTE-

Sylvania study tor DARPA, completed in 1973, refers to the use of smoke and
the riot control agent CS, but not to other incapacitating or lethal chemicals.

There is an increasing recognition that chemical operations will probably be a
part of MOBA if war in Europe should occur. Available literature on Soviet
tactics shows that the U.S.S.R. Army expects both MOBA and chemical
operations to occur and they train accordingly. The possibility of reducing
collateral damage makes the use of chemicals a likely alternative to high
explosive weapons. Additionally, if non-comhatants are present, as is likely,
mcapacnatmg chemicals can be used to clear buildings and other enemy
strong points (of enemy) without killing civilians. U.S. Army MOBA experts
are beginning to consider chemical operations to be a part of MOBA and we
can expect greater emphasis on the use of chemicals in the future.

Nonetheless, today there is little that is defimtiv'e relating 'chemical opera-
tions and MOBA; thus, this portion of the Study Group report is based on .
speculation and judgement. .

Offensive Chemical Operations

a. Current Army capabilities for delivery of lethal chemicals are limited
‘ to the 155 mm and 8" howitzers. A 155 mm GB projectile has been
type classified but is not in production; an 8" VX projectile is cur-

rently in engineering development. These new chemical munitions
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are “binary"; that is, the lethal chemicals are assembled at the firing

point and the projectile is non-lethal until fired. "Big Eye”, a jeint
development with the Navy and Air Force, is a chemical bomb in
which the toxic agents are dispersed pyrotechnically. There is no
weapon and ammunition combination currently in the inventory which
would permit . the individual soldier to deliver lethal chemicals.

. Smoke and riot control agents, however, can be delivered by a variety
‘of weapons, including the M79 4Cmm grenade launcher. '

The very limited variety of 'lethal chemical dehve*y means is very
likely to inhibit the offensive use of toxic chemicals by the U.S.
Army in MOBA. The GTE Sylvania report mentioned above notes that
delivery means for smoke are inadequate because desjred quantities

~ could not be delivered. Current techniques for screening large open

areas employ indirect fire or air-drop. During street fighting at close
quarters, current delivery systems are limited and new delivery
means are definitely needed. The problems of delivery of chemicals
and smoke are-similar and it follows that new delivery means are
required for chemicals also.

There is little data avaxlable on the effectiveness and persistency of
toxic chemicals in urban areas. Although it is known how chemicals
will disperse when released in the open, it is not known how :they
would disperse in the city. or in what concentration. There have been
no studies of the best way to obtain required concentrations in
buildings, or in streets, tunnels and other places peculiar to the urban
environment, nor of persistency indoors compared to outdoors. - A
sysems analysis has been proposed as part of the FY79 DARCOM
Program to determine "the effectiveness of various chemical agents

*based upon the man/agent/environment rélationship whxch exists in

built-up areas."

Development Activities - There is some limited reference to the need’
for improved offensive chemical agents in STOG-78, but not
specifically in relation to MOBA. . STOG 73-3.15 states a need for
improved MOBA capabluty without reference to chemical operations.
There are no ongoing R&D programs with the ob;ecnve of developing
material for chemical operations xn MOBA. .

Conclusions -

(1) Current chemical operations doctrine does not specifically
A address MOBA. .

' (2) There is no officially recognized need fof development of new

weapons or chemicals for use specxfxcally or predominantly in
MOBA.
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(1)  The systems analysis of the use of chemical agents in MOBA

(3) The data base lacks information on’ dissemination, persistency
and effectiveness of chemicals, either lethal or non-lethal, in
built-up area.

(4) Weapons currently in the inventory are inadequate for opera-
tions in built-up areas. A capability is needed for individuals to -
deliver chemical: into buildings through windows, apeir doors or
other breaches in the walls. A direct fire delivery capability is
needed from tanks, SP and towed howitzars and engineer assault
guns. A new delivery means is needed to lay screening smoke,
riot control or toxic chemicals to assist offensive operations.

Recommendations

proposed by the 2nd DARCOM-TRADOC Coordination Con-
ference on MOBA should be executed. Output of the study
should include: Data base information on dissemination, dis-
persal, persistency and effectiveness of toxic and non-toxic
chemicals in built-up areas; weapon concepts for. individual,
crew-served, artxllefy, rocket, tank and air delivery of toxic and
non-toxic chemicals in MOBA: recommendations for develop-
ment of new chemical agents if required for MOBA.

@2) A toxic chemical grenade for the M79 grenade launcher should
be dcveloped :

(3) A chemical submunition warhead for air and rocket delxvery‘

should be develop:d for use in screening large areas in buxltpup
areas..

(4) - Feasxbxhty of a warhead capable of penetrating concrete and
" nasonry walls and deiivering chemicals inside buildings should
be investigated. If feasible, such ammunition should be devel-

oped for the 105 mm tank gun for use in MOBA.

3 Protection Against Chemical Weapons

s

- [., .

The Army considers .five functions associated with defense against
chemical operations: warning; protection, decontamination; pro-
phylaxis and therapy; and monitoring to determine. safety after
attack. Equipment exists for performing all of these functions to one
degree or another in the open or in MOBA. Most of the current’
equipments have limitations which inhibit usefulness in any sort of

' operations, MOBA or otherwise. Materie] improvements are needed.

in all of the functional areas to bring the Army to'an acceptable level
of operational capability in any toxic chemical environment. Most of
the material ceficiencies which adversely affect the Army's cap-
abilities in the field will also affect its capabilities in MOBA. These
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are generally well-known within the Army and developments are
underway. to alleviate some. As in the case of offensive chemical
operations, the special problems of operating in urban areas in a-
chemical environment have not been addressed, and it is necessary to
speculate as to what some of these special problems may be.

Warning. The. M8 alarm is being procured and deployed in.Europe. It
is limited to the detection of nerve agents and does not warn of the
presence of other chemicals such as mustard, lewisite, phosgene or

- adamsite. However, the nerve agents are the most likelv to be

employed so the M8 will warn of the expected threat. The usefulness
of this device in cities has not been specxﬁcally determined, but its
performance should be no 'better or worse than in the, open. No
remote detector exists, so it is not possible now to test for the
presence of toxic chemicals before entermg an 'area: This could
present a special problem in MOBA since toxic chemicals could be
confined to one or more buildings or even one or more rooms of
buildings in a city. The tactical solution is to,remain masked and
protected in any case that th.e presence of toxic vapors is suspected.

Protection. A protective mask is in the hands of troops and protec-
tive clothing is being issued in Europe. Collectivé protection equip-
ment is available in limited quantities for limited purposes (e.g.. the
M51 shelter). Armored vehicles of the U.S. Army do not have CBR
protection, although the Army has been directed by the Congress to
prepare a plan provide such protection. Soviet armored vehicles
have a positive pressure and filtration system which permits the crew
to operate the vehicles without wearing individual protective gear.
The need to wear individual protective equipment for extended

.periods of time in a chemical environment severely limits the

activities and operations of any Army. This js true whether in MOBA

" or not.' Training can alleviate the problem, but cannot eliminate it.

Decontamination. Kits for decontamination of people and equipment
are available and are moderately success{ul. In MOBA, however, the
decontamination problem is immense if a city has been subjected to a
massive chemical attack by high altitude missile airburst ("toxic
rain"). Again, the only currently available way to operate in a con-
taminated city is in individual protective equipment.

Prophylaxis. There is no practical prophylaxis for new agents avail-
abla' now. There are antidotes (principally atropine) available which
are carried by the individual and seif-injected 'if exposed to nerve
agents. An improved antidote, TAB, was exploited from the 1973
mid-East war and is now issued to forces to Eurpoe. There is no

" different problem associated with operations in cities than in the
.open. .-
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‘Detection. Chemical agent detector kits are used by CBR trained
personnel to’ detect dangerous vapor concentration by color changes

in detector tubes or enzyme tickets. These are useable equally well
in cities or in the field. Again, if the presence of an agent is
suspected, the user must wear individual protective gear.

Develooment Activities. Improved individual and protective equip-
ment is under development. A new mask, the XM29, capable of being
donned in &4 seconds, is in development ncw. It also embodies other
improvements including better communication capability. Improved
chemical alarms including a remote chemical agent detector are also
in development. The STOG, section 78-5.3.1 through 78-5.3.%, details
needs for defensive chemical equipment such as alarms and individual
and collective protective equipment. STOG 78-7.2.1 b established the
need for "A prophylactic/antidote protective system to ptovide long
term protection against chemical agents in order to eliminate the
reduction in individual efficiercy, ~motivation and effectiveress
caused by protective equipment”. Thls is really the only way to
provide an order of magnitude improvement in the Army's capablhty
to op#rate in a chemical environment.

Coriclusions

(1)  The Army's posture to operate in a chemical environment,
MOBA or otherwise, is minimal but lmprovmg as the realization
grows that use of chemicals is likely 1t there is a war in Europe.

(2) Speciai problems of warmng. detection, decontamination and
collective protection exist in a MORA environinent, none of
which has received significant attention by the Army. ‘

(3) The information deficiency in the data base cited in paragraph

2 (c) applies equally to the irea of protection against chemical
_operations.

(4) Materie! developments in the defensive chemical area should
include considerations of MOBA so equipment willi be ussful in
any environment or combat condition.

Recommendations

(1) The MOBA systems analysis (paragraph 2 f (1)) should include
consideration of protection against chemical agents and recom-
mend materiel developments that are néeded.

(2) If there is the least hope of developing the prophylaxis/antidote -

protective system of STOG. 78-7.2.1 b, the Army should launch a
major effort to bring this system to fruition. Research has been
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4. ' Protection Agéinst Nuclear Radiation

conducted on the mechanism by which nerve agents attack the
nervous system and development of a prophylaxis system may
be possible as a result of continued investigation.

(3) Increased R&D on the development of catalytic agent: which
hydrolize toxic chemicals is recommended. STOG 73-5.3.2
specifies a dry decontaminant if possible to reduce logxstxcs and
handhng problems.

(4) -Remote detaction of chemical agents and an alarm s}'stem to
alert small units should be deve'oped. An infrared spectral
analysis detector currently is being developed. -

Qe

b.

+

Lt. Raymond R.'Lutz of the Foreign Science and Techndlogy Center
has prepared a rport, Urban Warfare: Characteristics of the Battle-
field, dated September 1977. In an unclassified abstract of this
report, Lt. Lutz says that research and anmalysis of open source lit-
erature shows that "The Soviets anticipate use of nuclear weapons by
both sides should a war in Europe occur." It follows that the U.S.
Army should consider it probable that nuclear weapons will be used
also in MOBA in the event of a war in Europe, Defense against
nuclear attack currently consists main  of passive measures, na:nely,
taking cover where .protection is available against flash, thermal,
blast and radiation effects. The protection provided in a city against
flash, thermal and initial radiation energy probably exceeds that.in:
the open. Blast may produce additional secondary casualties from
flying and falling debris and glass which would not occur in the open.

“On the whole, protection in the city is more readily available than in

the field where foxholes or bunkers must be prepared to produce some
degree of protection. . Armored vehicles provide some protectica
against blast, thermal and flash, but httle or no protection agamst
initial neutron racuanon. '

Residual radiation and fallout present significant operational prob-
lems, whether ina c;ty or in the field. This radiation, in the form of
beta and gamma rays, prevents operational use of the contaminated
area for varying periods of time after the blast or after arrival of
fallout. The Army has no protec:ive clothing which will permit
personnel to operate in ureas contaminated by nuclear radiation,

- except for very short periods of time. Again, this problem exists

whether the contaminated area is in a city or in the open. A city
area contaminated by residual radiation, however, wouid be more
difficult to cross because of rubble caused by blast effects of .the
weapon. An area of residral nuclear contamination is usually safe for -
occupancy after 2-5 days. This must be determined by nuclear survey
teams. Fighting in a city where there is nuclear contamination is not
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possible until the radiation is recduced to a level of acceptable risk.
Radiation exposure levels and time of exposure must be. closely
monitored to prevent accumulation of an unacceptable dose.

'STOG-78 <ontains several paragraphs stating objectives for improving
the Army's capability to operate in a nuclear environment. The:.
include hardening objectives, nuclear burst detection, nuclear survey,
eye p-otection equipment, improved dosimetry and cthers. The

+ deelopment of these equipments wculd benefit operations in MOBA

as well as in rural or open areas. As in the case of chemical protec-
tion there is a STO (78-7.2.1 ¢} foi "A means for the prevention
and/or treatment of nuclear radiation sickness or for mitigating the
ef{ecCts of ionizing radiation".” The accomplishment of this objective
wouid achieve an order of magnitude improvement of our capability
to operate in a nuclear envirunment, in che city or in the open.

Conclusions

(1)  The effects of nuclear explosions and nuclear radiation in cities
have been studied, tested and documented.

R vy Mnhtary operations in a city contaminated by residual nuciear

radiation are possible only under the same.conditinns as i the
fxelu.

(3) Clothing or equipment to provi.e physical protection azainst
the effects of ionizing radiation, particularly neutrons and
gamma rays, is impractical for the individual soldier under
today's state-of-the-art. Some protection is provided by armor

"in’combat vehicies, by sand bags and by earth xn foxholes ‘and
, bunkers.

Recomrne'\datxons

(1) Development effoits underway and proposed to develop im-
rroved burst detection; monitoring and survey, dosimetry, eye
protection equipment, -and hardening technology should be
continued. These de velopments will improve the Army's posture
for both operations i i the open and MOBA.

(2) The development of a preventive/cure for radiation sickness
(STOG 78-72.1 ¢) should be vigorously prosecuted.
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SECTION 8 ' '
Mobility .

Mobility was one of the separate sections of the Military Operations in Built-up, Areas
study assignment. Topics nominated for consideration were:

- (a) Rubble in streets effectively blocks wheeled traffic until removed.
(b) . Direct routes from point to point are not always available.
(c) . Over limited range, buildings provide the eremy with excellent ob-

servation of movement and a vantage point for attack. All vehicles
-are vuinerable.

() Helicopter movement in ¢ity "canyons" is severely restricted.

) szxblhty restrictions caused by night, haze, smoke and other ob—
scuration compounds movement problem.

and

169) Current casualty evacuation is largely based on helicopter movement.
Ground or underground evacuation will usually be necessary during
MOBA. Movement of wounded by wheeled vehicle is generally
unacceptable in MOBA because of severe ;oltmg of the wounded
caused by rough roads, rubble, etc.

Technologlml improvements of existing capabilities or creation of new mpa.bthtnes
without significant degradation of non-MOBA capabnlmes are sought in response to
the effects above on the mobility function. .

I have read quite a bulk of material on the topic and revnewed the mobility related
R&D aspects of the Army program as well as the Scientific/Technology Objectives
. Guide and have reached a satisfaction to the end that, THERE IS NO NEED FOR
DEVELOFING A NEW ITEM OF AUTOMOTIVE EQUIPMENT FOR MOBA.

The several papers on MOBA display an increasing awareness on the part of the Army
Training and Doctrine staff that MOBA has been a neglected area in the past and

indicate to thic writer that an appropriate level of attention is in the process of being

achieved. Where the topic could not be spoken of openly in the past because of

sensitivity of the international public, it now appears that a realistic public under- -

standing that war must involve built-up areas is being achieved. The'combination of
public understanding and army training and doctrine development appears to this

writer to be the most significant developments in the MOBA field during the last four -

or five years.
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There is_sufficient experience in the U.S. Military and Intelligence ;:ommuﬁity with
MOBA operations to establish the basic elements of mobility impediments. (Some
elements of contact with the experience were passed to Col. Jaschen recently.)

Medical demands on mobility in MCBA appear to be minimal. There seems to this

‘writer to be an attitude in Army Medical R&D which is both realistic and non-optl-

mistic with regard to the role of technological based mobility changes of Army equip-
ment.. To the extent that anything will work (in the medically related mobility arena)
the ‘current equipment will work. The operation of the medical service delivery and

* casualty treatment/evacuation system is different only in detail in MOBA compared

to non-MOBA. No new (mobility) equipment of an automotive type appears required.

" Of all the concerns relative to mobility in MOBA, the existence of street barriers to

wheeled traffic is the most significant. Indigenous armed forces have developed a
history of barricading streets with local mat rials (predominately overturned ve-
hicles) as effective barriers to the para-military or military operations directed
against themn. We should presume that this type of barrier can be made more effec-
tive as the result of deliberate military planning and well thought out fields of cover-
ing fire. The wheeled vehicle cannot mount and pass such barriers nor will it be
enabled .to do so by design change. The tracked vehicle may only marginally mount
and pass such barriers. There have traditionally been nonpassable barriers to vehi-
cular traffic—street barriers are merely one of these. Overcoming the barrier to
mobility presented by hastily erected street barricades may be found in equipping .
some classes of vehicles with deliberately desxgned ‘winching/towing devices to aliow
the barricade to be "picked apart" through removing 1ts keystone elements. '

The development suggested is for a practicdl means of attzching the basic wmchmg
devices of current vehicles to barricade elements without dismounted personnel, i.e.,
to provide a means for armoured vehicles to dismantle street barricades without
undue exposure to covering fire or land mines incorporated in the barricades.

" The helicopter mobility restriction appears to be more related to its vulnerability to

automatically controlled gun and missile fire than to the basic characteristics of
built-up areas versus non-built up areas. Built-up areas offer a plethora of cover and
landing sites and the hazards of operation from man-made physical obstacles (wires
and cables) are not unique to built-up areas. The operation of helicopters with ground
cooperanon of the units being serviced seems ennrely feasible from an equipment
point of view. Changes in armour philoscohy .are in order—-as it is in the case of
wheeled vehicles—~due to the Ppossibility of light arms being brought to bear from
super-elevation angles, but that is not a technologic/mobility consideration of any
new form. -

1 have avoided repeating the categories and structures of the several scenarios of
MOBA that the analysis of the question require. [ have read and studied several and
feel that there is no significant aspect of mobility in MOBA that I have 1ailed to think
and read about over these last several months. | feel quite secure that the mobility

° of our current forces is as adequately develoned for MOBA as is reasonable and that -

no new vehicle classes or severe madifications of current classes is called for. My
sole recommendation is that of the enhancement of anti-barricade capability
previously mennoned.
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SECTION 9

Psychological Factors

'

OVERVIEW

An- assessment of Army requxrements, activities and capabxhtxes was corducted

‘technical solutions.

regarding psychological factors in MOBA (Military Operations in Built-up Areas). The
objective was to identify cntical techmcal problems and to recommend high payoff

The principal fin'ding was that the U.S. Army needs increased capability for dealing

with psychological components of MOBA. This is especially apparent in. relatxon to
efforts by several alhed natxons and by Soviet forces. :

The most critical need is for the deve;opment and application of training and simu-
lation techniques to prepare regular combat units of the U.S. Army for MOBA.

INTRODUCTION

Military operations in built-up areas (MOBA) ara manpower-intensive and’ charac-

. teristically involve high levels of personal stress, Therefore, psychologncal factors

carry potentially greater impact than in other typical combat situations. Military
history also verifies that psycbo!ogmal factors sxgmfxcantly influence the combat
effectxveness of forces engaged in MOBA. -

This report provxdes an assessment of .keéy psychological components in MOBA and

~ ‘recommends research and development activities and applicaticn of advanced tech-

nology to improve the U.S. Army's. effectiveness in MOBA. Only those "psychologxcal
factors" which can be shown to influence individual or group performance in,

behavioral terms were considered in developing recommendations.

One premxse underlying this report is that MOBA is basically an extension of combat
conducted in open areas.  While the stress level of comhat in MOBA is greatly in-
creased, essentially the same forces and equipment must be used in both combat
environments. It does not appear practical for the Army to set up special organi-
zations, to select special personnel or to provide much specxahzed equipment or
supporting. services for MOBA. It has been assumed that operations in MOBA wil! be
conducted Ly regular forces using organic or locally available equipment and ma-
terials. Consequently, the psychological preparation for MOBA in the Army becomes

-very. xmportant.

Three major groups of people become involved in MOBA -~ own (mcludmg allied)
combat forces, enemy combat forces, and local civilian populations. .

'
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In this paper, primary emphasis is on U.S. Army personnel. Enemy farces include ail .

regular combat personnei of the opposing side and hostile partisans. Local population
include civilians, local and national police and local government personnel, and
indigenous civilians, who may be induced voluntarily to assist our forces. The

' presence of civilians complicates the conduct of military operations and can create

additional sources of stress for Army combat personnel. The psychological factors ir-
MOBA relevant to the three basic groups are different but inter-related.

Military psychology is concerned with a number of toplc areas. A lnstmg of these will
serve to indicate'the areas considered in arriving at the recommendatxons given in

“this report. The tOPlC areas include:

selection

training

evaluation of performance
motivation and morale

human engineering of equipment
perception ' .
leadership and decision making ‘
intérpersonal communications

propaganda

deception .

group'dynamics and team work

stress and fatigue etfects

o000 0 0000000

'The feader should note that psychological components of MOSA cannot be considered

in isolation from many other factors. Weapons, communciations and supply, for
example, have significant relationship to psychological considerations in MOBA. As a
result, recommendations made herein should be considered jointly with those made in
related areas. :

.THE PSYCHOLOGICAL‘ NATURE OF MOBA

Warfare in built-up areas typically involves quantitative and qualitative differences
from combat in open country. Some of these differences have dirert, psychological
consequences. Others have indirect, but not insignificant consequences. Allowance
must be made for these consequences if combat effectiv‘eness is to be maximized.

The following list descnbes some of the circumstances of MOBA whxch have psy-
chologwel implications: .

Combat will typically occur at close range

Danger may exist in all directions, including above and beiow
Fire from snipers is a severe threat

Direct observation may be severely limited

Normal communication channels' are likely to be unreliable
Fighting is likely to be intense and to occur with little warning
Maps may be inadequate and orientation difficult

Most action will take place at a small unit or combat teain level
Tactics and use of weapons must be suited to local conditions
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.* While battle planning may be céntralized, execution is decentralized
Use of combined arms support will be reduced

Periods of combat may be extensive, covering weeks or months
Fighting may continue during the night

Resuppty of munitions, fcod and water will be more dxfixcult

Presence of civilian personnel can be expected ,
Medical support may be greatly reduced. Casualties and dead may
remain with operatmg forces. o '

These conditions place a high premium on the skills, initiative, motivation and abxhty
of combat personnnl to handle the physiological and psychologxcal stresses of MOBA. "
Reports of previous éxperience in MOBA show that attention to these factors can be |
a potent multiplier of force effectiveness. Conversely, lack of readiness will produce
unnecessary losses of personnel and failure to achieve combat cb;ecnves, whether
offensive or defensive. .

i

Consequences of inadequate preparations include:

Physical and mental exhaustion

. Reduced individual and group morale and effectiveness
Disorganized, inflexible responses to rapidly changing snuanoms
Reduced alertness and concentration
Impaired decision-making processes
Lack of effective leadership, especially at small umt levels
Impaired physical fum.nomng .
Regressxon to old, inappropriate behavior patterns ‘
Problems in maintaining civilian control and avondmg mob behavior
ngh rate of casualtxes

'

FINDINGS ' N "

Examination of the conditions and requirements for MOBA, as presently understood,
produced the following conclusions: Urban growth in potential battle areas increases
the future likelihood of MOB3A. At the same time, awareness that the subject of
MOBA requires rnore attention is increasing within the army. Some MOBA-oriented
research and development activities have been initiated, For example, the Army
Human Engineering Laboratory is testing the use of weapons in a MOBA environment.
There is a MOBA newsletter and Field Manuals on MOBA are being prepared.

‘However, at present there appears to be no systematic effort by the Army to define
. the effects of psychological factors in MOBA or to prepare soldiers to. cope with
them. For example, no specific research and development activities on MOBA are
active or planned by the Army Research Institute for the Behavioral and Social
Sciences. A proposed list of MOBA program tasks for DARCOM and TRADOC in
1978 includes no activity on psychological aspects of MOBA except for the small task
on Human Factors by the Human Engineering Laboratory. (Reference: Second
- DARCOM-TRADOC Coordination Conference on MOBA, 19-20 July 1977, Letter
- Report Number 232, U.S. Ariny Human Engxneermg Laboratory.) In contrast, the FBI
Academy at Quantico, Virgina, has an active progrum dealing with definition of
psychological components of such related topics as terrorism, hostage cases and civil
distrubances. A California police academy conducts courses to prepare law
enforcement personnel to understand and handle combat-type stresses in oneself and -
in others. .
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There is an existing basé of knowledge and experience ralevant to MOBA available to
the U.S. Army, principally among veterans of fighting in European towns and villages
during World War [, among veterans of fighting in Seoul during the Korean War, and
among veterans of battle of Hue dunng the war in Vietnam. However, this Knowledge
is not being fully used.

The existing, orgamzed data base on MOBA is madequate. Litt]e quanntatwe data
exists. Furthermore, standard MOBA sconarios are lacking and existing mocels of
MOBA limited. The Human Engineering Laboratory has an effort in frogress to

develop an historical data base for MOBA. This project, however, is still at an eacly -

stage. Several computar modeis exxst but are inadequate for handling many problems

related to MOBA. Standard.scenarios would be useful for various elements of the

Army to deveiop and evaluate approaches to fumllmg their particular functions in
MOSA,

The U.S. Army's training capabilities for MOBA are inadequate or nonexistent. The
U.S. Army's existing training areas in the U.S. are in cpen country. Two notable
exceptions ire in training provided by the Berlin Brigade and the training provided for
Special Forces personnel. In general, our troops are not being prepared psycholog-
ically for conditions of MOBA. Lack of relevant knowledge and skill and lack of
experience in handling high levels of stress will produce fear and lack of confidence in
actual combat, thus. crippling combat eifectiveness. Morale will deteriorate rcpidly
if personnel perceive themselves to be in a "no-win" situation or in one for which
their leaders are not prepared. In contrast, current Soviet training places a high
degree of emphass on "moral" (psychological) readiness for combat. This invelves
- eyperience in handling conditions such as extreme fatigue, weather and exposure to
live firing in training. The Soviets specifically prepare troops for the rigors’ of
MOBA. Also, both the Federal Republic of Germany and the United Kingdom have
developed specialized, realistic training villages for MOBA. These facilities simulate
many of the environmental, physical and decision-making demands of MOBA.

The importance of training for both troops and jdnior leaders in combat is evident in
data reported by S.L.A Marshall in his paper, "Aspects of Leadership in Viet Nam".
"He reports that "35 to 40 percent of our casualties in Viet Nam come from our own

blunders rather than from the guile and strategems of the enemy. Qur troops fall into.

the same traps over and over again". Also, he reported that somewhere between 75
“to 9 percent of our casualties occurred in the first 5 to 10 minutes of engagement.

The importance of training for psycholugical readiness is well eXpressed in the follow-
ing statement: "A skill must be developed ahead of time under a situation of maximal
complexxty. A soldier should learn to perform any actxon under conditions of inner

stress and excitement, as well as positive and negatxve emotions. For this reason, in

psychological training, it is essential to create a situation which is psychologically
close to combat (that is, causing great stress on the mind, will, and feelings), and
train for protracted work which involves maximum tension, abrupt and  sudden
complications, use of protective cremical warfare equipment, use of heavy
interference; also training in the dark or while blindfolded, simulation of injury, and
so forth., It has been shown in experiments that the preliminary training of personnel
- under conditions which simulate expectad difficulties helps a person to adapt to them
and to maintain optimum functional activeness and effectiveness of activity". (From
Military Psychology by V. V. Shelvag, A.D. Glotochkm and K. K. Platonov, Mcscow.
1972.)
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Physical trammg for MOBA is needed. Recent expenences show U.S. troops have
sometimes been unable to handle physical requirements of combat. In MOBA, upper
body strength becomes relatively .nore important. Herz again, training provided
Ranger personnel is closer to what. Ls needed. However, specific requirements for
MOBA have not been defined. S :
Current organization, doctrine and training for medical support 1s not consistent with
conditions ‘anticipated for MOBA. , The current approach is based on evacuatio~ of
casualties. This may not be possible in a MOBA environment. The consequence will
be higher loss of wounded and an adverse psychologxcal impact on remammg troops.
Also, different patterns of wounds occur in MOBA

Knowledge ot weapons, tactics and doctnne of potential enemy forces in VOBA is
available. Little activity was found, however, directed at the use of psychologxcal'
factors to reduce the potential effectiveness of enemy forces. Dealing wit> snipers is
a particular probiem. Some attention is being given to the use of smoke ar.a foam as
a means for concealing our forces and increasing uncertainty in enemy decision
processes. 4

The overall conclusion is that the U.S. Army is not adequately preparing itself for the
psychological factors in MOBA.. . There are a number of specific areas needing
research and development in order to improve the Army's capabilities. '
The hxghest priority need is to "develop and implement a realistic, Cemandmg program
of training for MOBA. Special training and sxrnulatxon methods and materials will
“have to be developed for such a program.

RECOMM ENDATIONS

The following specific efforts are recommended to develop a data base and advanced 4

technology for dealing with psychologica’l components of MOBA,

. l. Expand the current effort which is developing an historical data base on
MOBA to collect, document and analyze personal experience data from
veterans of MOBA combat.

‘2. 'Develop specmc performance requxrements and cntena for individual
and unit performance in MOBA. ‘

3. Define the: varxables which control or limit individual and unit
performance and obtain empirical data on their functional relationships,
including physical and psychological factors.

4, Develop a standard set of MOBA offensive and defensive scenarios.

S. - Refine and extend computer simulation models of MOBA to be suitable
' for training use as well as for tactics and weapon development.
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6.

7.

8.

- Conduct research ‘to define .specific MOBA training requirements,
scenarios and performance measurement methods.

Conduct Cost Training Effectiveness Analyses (CTEA) and define and
develop special training facilities needed for training in MOBA opera-
tions. This includes required simulation devices. An initial installation
should be obtained as a rasearch and development facuxty as well as for
trammg -
Be"elop acceptable techniques fur using or sxmulatmg the use of live-
tiring in MOBA trammg



IAAH

- ADAM

AHAM
ABRADCOM
ARTINS
ARTEP

© AVRADCOM
CACDA

CADPL

CBR
-

C‘

cCD

CDEC

CERCOM

“ere

. CLGP

© CoBA
‘comsal

CORADCOM
CS&TA

'CTEA
'CVSDM

DARCOM

GLOSSARY OF ACRONYMS

Advanced Attack Heficopter

Artillery Del.ivered Antipersoﬁncl Mine .

Advanced Heavy Antitank Missile

U. S Army Armament Research & Development Command
Arm)f Terrain Information Systém

Army Training Evaluation Pvrogram’

U. S. Army Aviation Research & Development Command
u. S. A:fny Combined Arms Combat Development Agency

U. S. Army Communications/Automatic Data Processing Labor-
atory ,

' Chemical, Biological, Radiological

Command aﬁd Control
Charge-Coupled Device
U. S. Army Combat Developments Expenmentatton Center

U. S. Army Commumcatlon & Electromcs Matend Readmess'
Command .

Cembat in Cities _
Cannon Launched Guided Projectile (Copperhead) °

Communications Operations in Built-Up Areas

Communiéa‘tions Support Requirements

U. S. Army Commumcanon Research & Development Command
Combat Survedlanca & Target Acquisition

Cost Training Effectiveness Analysis

Continuous Variable Slope Délt$ Modulation

U. S. Army Material Development & Readiness Command
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DCSRADA

DIVADS
DMA
DYNTACS
ECCM
ECOM

EMID
ERAM
ERADCOM
ETL
FAE
FET
FLIR
FRG
GEMSS
GSRS
HEP
HOWLS

© IFF

LAW
LOA
'LOPAIR

GLOSSARY OF ACRONYMS (Cantinued)
U. S. Army Deputy Chief of Staff for Researcr.\, Development &
Acquisiticn '
Division Air Deferise System
Defense Mapping .—‘\gen;:y
Dynarr;ic Tactical System
Electr_o,nic'Counte'r - Countermeasures
U. S. Army Eluctronié Command (no longér in existence; ele-
ments of ECOM now comprise ERADCOM, CERCOM X%
CORADCOM)
Electromagnetic Intrusion Detector
Ex;ende;:l Range Anti-Armor Mine
U. S. Army Electronics Research & Deve'lépment' Comm'and
U. S. Army Engineer To;ﬁograpﬁic Laboratory

Fuel Air Explosive

" Field Effect Transistor

Forward Looking Infrared -
Fedural Republic of Germany -

Ground Emglaced Mine Scattering System

General Support Rocket System
High Explosive Plastic

Hostile Weapon Locating System
Identification Friend or Foe |
Light Antitank - assault weapon ' ,
Letter of Agreement

Long Path Infrared

131



GLOSSARY OF ACRONYMS (Continued)

MERADCOM U. S. Army Mobility Equipment Resea:ch'&'DeVelopment

‘ ) , Command
; MEMS - = Manually Emplaccd Mi..e Syste.n
MENS .- Mission Elémen . Need Statement
METRRA - Metal Re-radiation B S
i MISER - Minimum SignAturg Envelope Recoilless ]
VOBA S - "A;jilitary Operar;ipns in Built-up Areas {
T | MOBACS - Military Operations in Built-up Areas Combat Simulation
| MOPMS - Modular Pack Mine System : f
MOUT | - Mi‘lita‘ry Operations on Urbanized Terrain
| \AlTl - !,;/loving Target Indic:;tor
NSF - National Sci‘ence’Fqundation‘ '
PEWS o - Platoon Early Warning System | |
PGM - Precision Guided Munition . | o
PLRS , | - 'Positién Locating and Reli:orting Systém |
» RAAM . Remote Artillet"y Antiarmor Minc
i RAC , - Ring Airfoil Gr‘enade | ‘ :
g " RAMP . Rifg Airfoil Multi-Purpose Munition o
. E . RAW .-' Riflemans Assault Weapon -
i % REMBASS - Remoltely Monitofec! Battlefield Sensor Syst:em
| 'ROC ' - 'Requiréd Operational Capability | |
- RPV < Remotely Piloted Vehicle
: RR - Recoilless Rifle
4 j : SADARM - Search & Destroy Armor
- SBA 7 7 | - . Short Base Acoustic Array
p !
3 !
S o o 1320 |
; ‘ ;
i
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PR or 25

SCORES
SHAWL
SINCGARS
SLAR
SLUFAE
SMAW
SOTAS
STAFF
STOG
STORM
TAC
TADS
TATAWS
TGSM
TGMW
TOE
TOW
TRADOC

. UGS
 VToL

GLOSSARY OF ACRONYMS (Coritinued)

Scenario Oriented Recurring Evaluation System
Special Hard-Térget Assault'“;eapon-Law |

Single :han‘ne'l Ground & Airborné Radio System
Side Looking Airborne Radar

Surtace Launcr:aed_ Unit - Fuel Air Explosive
Shoulder'-Laanhec_l Mutli-Purpc;se Assauit Weapon
Standoff Target Acquisition Sys'tem

Standoff Target Activéte& Firé and Forget

U. S. Army Science & Technology Objectives. Cuide '
Sensor Ta;'\k Off-Route Mine |

Terrain Analysis Center of U. S. Army: Engineer Topographic
Laberatory o .

Target Acquisition & Designation System

Tank Anti-Tank Assault Weaponﬁystem

Terminally Guided Submunitionl

iteéminally Guided Missile Warhezd

Table of Organization & Equipment

Tube-Launched Optically-tracked Wire-gdidéd Missile Svstem
U. S. Army Training & Doctrine Command

Unattended Ground Sensors |

Vertical Takeoff & Landing
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JAMES M. GAVIN
2RLGION 4RO CChBUATAMT

aprit 4, 1978 .

_ pr. Joseph H. Yang, Executive Director >

‘ Army Science Board
.The Pentagon, Room 3T 320 . o .
Washington, D.C. 20310 o : o T

Dear Dr. Yang:

| nave read the draft final report of the AS8 Ad Hoc Group on
Military Operations in Built-up Areas (MOBA) and concur in their
findinbs. They have reached some general conclusions asout the
Army's posture for'MOSA as follows: ’

e In a European war, MOBA are inevitable because of the
_ever-increasing urban nature of the terrain. Cities
snd towns will become part of the battle and need 0
be recognized Yy commanders as possible strorg points
or objectives. ' ;
‘ e Segments of the Army have recogniied that a renewed
awareness of MOBA is needed and are trying to grepare
the Army for that contingency. DARCOM and TRADCC have |
'a program underway to investigate material effectiveness’
in MOBA, but it is low-level ($2,175M proposed in FY73;
$6.5M proposed for FY79). However,.there is no money
in FY78 for this purpose. . R
e in eacH of the areas studied, there are deficiercies
in curfent and developmental equipment when it .is used
. in MOBA. These.defiCiencies are cialitatively xnown,
but hard quantitative data on the materiel deqradatiou
in MOBA is not yet available. A prime example is R%
communications. We know that radios don't pertorm well
in MOBA, but we don't know how much their performance is
degraded in various urban environments. ' -

e Material requir:zments documents do fhot row specifty
ooerability criteria in MOBA. The Group feels that all

material developed by DARCOM should be usable in cities
as well as in the coen == this shoula be a specified

requirement avan as temperature extremes are-stecifiedioo o

A-1
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Dr. Joseph H. Yang, Executive Director
Army Science Board

The Group also beliaves' that, philosophically, specialized
materiel developed solely for use ‘in MOBA should be avoided.
Because the Army will be changing from open-field to city
operations and back, specialized material for one environ-
ment or the other would be a handicap.

e In most cases, using today's technology, the materiel
deficiencies noted can be corrected or imprcved. In some
cases new materiel may need to be developed to provide the
needed capability for MOBA, but can be made dual purpose
for operation in tHe open also. - .

® There are sdme foreign equipments available now which
could be adapted to fill capability gaps. There equip-
ments should be evaluated by DARCOM to determine suita-
bility. ' ' : '

e Psychological factors in MOBA need to be studied in
greater depth. There are some aspects of MOBA which
make urban combat psychologically more debilitating
than combat in the open. The major recommendation for
overcoming these factors is training, so we feel that
increased training in MOBA is essential. Technology
can provide realistic facilities and simylations to
help achieve the necessary training.

The body of the report consists of a short introduction, an executive
summary and nine separate sections, each dealing with a different
functional area of MOBA. The nine separate sections contain de-
tailed discussion of the functional areas, from which a set of con-
clusions or findings 'is drawn, and conclude with recommendations
based on the conclusions. The Study Group has selected from the
many different recommendations a set of technical solutions to
MOBA-related materiel problems which they believe have the highes:

" payoff possibilities. These are included in the Executive Summary.

| concur with the Study Group that these do offer high pavoff
possibilities and | strongly urge the Army to increase current
efforts to bring about overall improvement in its readiness posture
for MOBA. C

‘Sincerely,

“

-— e
- ~ -

L[4
James M. Gavi
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DEPARTMENT OF THE ARMY
OFFICE OF THE ASSISTANT SECRETARY .

WASHINGTON, D.C. 20310
APR 24 978

Dr. James J. Renier ;
Executive Vice President
Honeywell, Inc,

Honevwell Plaza .

" Minneapolis,. Minnesota 55408

Dear Jim:

I read the draft report on MOBA in the following order: INTRODUC-
TION{ SECTIONS 1 through 9, and then the EXECUTIVE SUMMARY,

! was most impressed with the quality of the INTRODUCTICN and the
EXECUTIVE SUMMARY. Studying the content of the report against
the Terms of heference under which panel members must toil, and

do so in a very short time, I should like to commend vou and members
of your ad hoc group for a difficult job well done. L

Tre =tud\' clearly surfaced the need \nthm the Army to understand an
to document the following: ‘ :

1, The basic and general characteristics of built-up areas in
Western Europe in a NATQ/PACT conflict, (It seems to me that the
567 towns and villages in the FRG provide a fvood sample size of
possible built-up areas,)

‘

" The types of military operations that are most likely to occur
in aul.lt -up areas (war of a.ttnt.on, search and destroy, enci clement
etc.) in case a NATO/PACT war snould unlold now, in nv e \ears, in

ten years, etc,

3., With a clear {mders:anding and articulation of what military
operations in built-up areas are likely to be, one can then., based on
specific threat assessment and zorce structure at h‘.nd of the moment,
analyze and specifvy the weapons, ammunitions’ and c3 reaulred to
accomohsh the operatxonal objectives. - o

4. The role of science and technology is to bricze the gap between
operationally required capabilities and the existing capabilities of



. Dr, James J. Renier ' S

various systems in the field, The best contribution the ad hoc group .
A can make is to help identify the science and tec‘moloay areas that can
, help or expedite the filling of the gap. ‘

. _ Without focused information on MOBA (a definition of MOBA does not

. exist in the JCS PUB 1 or AR 310-25), members of the study group must
be left to rely’on an approximate notion of what MOBA might be, and
draw conclusions and recommendations of traditional conccrus to the

__Army, as anv realistic, intelligent people would do. Of the conclusions
and reccmmerdations, I'would like to endorse the following:

o l, The terrain analysis effort at the'US Army Engineer Topograpliic
Laboratory should include future potent1a1 built-up areas. This analysis
effort should include the 'details which depict building heights, widths of
city streets, bridge clearances, subway rouvtes, pipelines, etc. The
Aata bank should also include locations of underground installations
such as power and communications centers, ctc.

2. The soldiers operating in the BA should be equipped andt*'amed
to use the followmg weapons and equipment:

" a. Shou.lder-launched, crew-served weapons with fast firing
rate. - ' ‘

" b. Night vision and smoke/debris penetrating sensors.

c. Personal protection equipment (including NBC protection).

'
v

d. Remotely-launched precision weapons.
e. Wall/building breaching ammunitions,
' f. Portable mobile communications sets. . :

g. Off-route anti-vehicle, anti-personnel mines and remotel\.-
controlled mines. :

h, Casualty treatment/evacuation and decontamination
equipment, ' , .
3. Though not covered in the TOR, I think the section-on psvchological
f{actors was very penetrating and well presented,

8.2




Dr. J’ames J. Renier . o

Without a clear understandmﬂ of what MOBA is {as is the case), I find

it difficult to take seriously tle recommendatlons ‘regarding modeling

of MOBA and the requirements for = ”stronu C2 architecture and syste.m:
o engineering group. "

Finall+ I would like to thank you and members of your stdgiy group ror
‘taking time and energy to respond to a tasking which was not clearly
defined, and for doing a professional job for the Army.

Sincerely,

Copies furnished: ' ‘,oseph H. Yang

h ! GEN Donn A, Starzy - Efecutive Director

GEN John R, Gutkrie _ .- Army Science Board
 Dr. Percy A, Pierre . , . .

Dr. J. Ernest Wilkins

Dr. Phil DePoy ‘ .

LTG Edward C, Meyer . o

LTG Donald R. Keith '

: . ' Dr. Marvin E. Lasser

v ~ . LTG James M. Gavin (USA, Ret, )
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DEPARTMENT OF THE ARMY
OFFICE OF THE DEPUTY CHIEF OF STAFF FOR OFERATIONS AND PLANS
WA.HINQTONv D-G- 23310

MEMORANDUM FOR ASSISTANT SECRETARY OF THE ARMY (RESEARCH, DEVELOPMENT,
AND ACQUISITION)

SUBJECT: Finrl Report - Army Science Board Ad Hoc Croup on Military
Operations in Built-up Areas (MOBA) (Redesignated MOUT)

.

1. The Army General Stsff and MaJor Commands have reviewed the subjcct
report (Tab B). 'The comments have been consolidated and are forward.c in
accordance with your request of 6 July 1978.

2. In general, the report is timely, to the point, and comprehersiv..
The findings and rctommendations of the Ad Hoc Group appear valid.

3. The report addresses a deficiency in combat training and capabxrxt\
for ground forces that is of vital concern to the Army. The report reine
forces the need for a MOBA training complex at every division and brizade
size installation. New MOBA training facilities at Fort Bragg, North
Carolina and Hohenfels, 'West Germany are included in the FY 80 budget and
should be strongly’ supported

4. There i4 a great need for one agency to oversee MOBA, or Militar:
Operations in Urbanized Terrain (MOUT) to provide a cohesive plan of develop-
ment and direction to the entire MOBA effort,

5. Specific comménts are contained at Tab A.

6. The Berlin Brigade has recently developed a MOBA training packag.

, oriented act individual and company-sized unit training objectives (Tab C).

~ This effort represents a significant breakthrough in MOBA training tech-
niques. The Seventh Army Training Center and Berlin Brigade are developing

a MOBA ARTEP. These actions could provide a standard for Army MOBA trairin..

FOR THE DEPUTY CHIEF OF STAFF FOR OPERATIONS AND PLANS:

3 Incl o _ R. D, RENICK, JR.
as ' Brigadier General, GS
: ' Acting Director of Operations
lqd Readiness
CF ’ . - e e e
ms’\ ' . . '.'. “(:."'.l‘ ':.-.‘.. . . 3’. .‘ 3.'



.SPECIFIC COMMENTS .
on ' ' ,
FINAL REPORT - Atmy Science Bosrd Ad Hoc Group on Military Opcrations in '
Built-Up Areas (MOBA)

1.  Chapter 14, ™ 100-;, should be used to proVide tactical doctrine for
MOBA. Addi:ionally, land forces tactical doctrine, Chapter 14, ATP-35
(STAhAG 2868), once validated, will provide the same from a NATD point of view.

2. The Army Science Ioard Ad Hoc Group om Military Operations in Buil:-up
Areas (MOBA) final report is correct in so far ‘as. it describes the threat to

‘the Army missions from urban combat. Future studies may well reflect the DA

policy emphasis on the opposing force (OPFOR) program, AR 350-2, 15 August
1978. The considerable volume of unclassified Soviet military writing on .
MOBA is not ackncwledged in the report. Recommend:

- a. That the report in the executive sumnary incovporacc by tegerence the
Defense Intelligence Agency unclassified publication Soviet Militarv Operations

--in_Built-up Areas, DDI-1100-+155-77, July 1977.

b. Iha: the assessed Sovxec MOBA weaknesses (1nsuffxcient training time,
control difficulties, communications, and fire coordination) be noted as morc:
redregsed by training than by newly developed equipment. : :

¢. Further information bn the subject is available in the Stanford Research
Instituce unclassified technical note Soviet Tactical Doctrine for Urban Warfare,
SSC-TN-2625-16, December 1975, prepared for Defense Advanced Research Projects s

~ Agency.

3. The study -appears deficient in its failure to treat intelligence as a wajor

'factor of combat operations. While it is functionally alluded to in Sections

2% 3 and 4, 1t s either summarily treated as data irputs or referencel as a
firsc order function for targeting. To be complete the study should address
_the major role of intelligence in the Command and Control decision process as
it impacts on the commitment of resources in general and the execution of plans
in particular. Particular sattention should be given to the potential multiple
source availability arl the significant {nterrelationships of strategic/macro
indicators and the ‘more ephemeral local da:a.

4, Hhile there is an obvious need £or special purpose MOBA training facilities,
consideration should be given to weapons and equipment requirements for MOBA.
The report notes many new weapons and equipment for use in MOBA under develop-
ment but not much emphasis on determining present weapons systems capabilities,
While studying weapons/equipment for MOBA, a key firiat question’'to be answered
concerns th2 proliferation of these devices ss it impacts on the already over-
burdened in‘an:ryman.
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S. Combat support and combat 'service eupport'nust'elso be studied in a MOBA
context, What i{s the role and mission of Aray Avtl:ibu in MOBA, of the
Hili:ary Police Corps, etc?

6. The development of simulations and models for u;e in MOBA has been too
'slow. The simulations/models in the report have not been developed for Army
use. One not mentioned was Blockbuster, a manual company level CIC simulatien

. being developed by CAC but still a long vay from the hands of the users,

a.. Reference DYNTACS, page 15' The DYNTACS model is not readxly adapt-
able for use in a MOBA study. The "closed game" structure of DYNTACS requires

. that all tactics be preprogramed into the modal. 1t would be exceedingly

difficult to quantify the fluid urban tactics.in order to formulate an
appropriate decision table. In addition, 'DYNTACS does not play dismountcc
infantry. ' : o

b. Reference recommendation 7, page 19. While DYNTACS.is technically
operational at Fort Leavenworth, helvy resource requirements have precluded
its use 'in all but extremely high priority studies. The model {s not evail.

able for R&D work of the type envisioned for a'MOBA application. .
’

7. The unique aspects of logistical support in MOBA must be addressed or a

basis equal to the other major areas covered by the report.

8. As dats permi:s, individual soldiet MOBA skills should be xncluded in
appropriate soldier's manuals and ARTE?:. .

9. Aerial photography prior to an operation should be added to the techniques
discussed in urban mapping. Additionally, emphasis in mapping requirements
should ueigh offensive equal to defensive considerations.

10. 1In lddition to :he evolutionary concept of training £acilx:\ construction
_ discussed in the report, the use of acctual buildings, as opposed to typiral

MOBA fabrications, is highly desfirable. This increases training and rcs.arch.
value tremendously. During a recent ellied FIX, the Berlin Brigade was able

to secure a portion of Berlin that was destined for destruction’ and used it as
an objective for a company sized £o:ce Further efforts in this area are on-

‘going in Berlin.

11. Reference page 6. ' The third and fourth paragraphs recommend a strong C2
architecture and ayetens engineering group for MOBA purposes. It is noted
that the ongoing AC2Mp (Army Command and Control Master Plan) Study considers
the questions of overall €2 architecture and systems engineering management in
detail, but {s not specifically directed at. MOBA. MOBA considerations might
uell‘be treated more explicitly in this scudy.

12. Reference paragraph 3b, pege 8.' Iu‘the last paragraph, dealing with
mobility, no mention is made of recent technological advances in the area of
Individual Life Devices. Such {tems (e.g., Aerospace General Corporations




'

' Individual tac:ical Alr Vehicle ochtduled for CEP testing in April '1979)
provide a superior agile and responsive mesns of mobility over and within
built-up areas. Such an {tem would allow counnnders ‘to better see, feel and
control the MOBA battle. . '

. 12.. Reference page 43-46. The REMBASS program was terminated as ‘ result of
the RDAC FY 80 funding level.

13. Reference page 50.° RPV technology should be modified for iccuracy as
. follows: o
'a. Change paragraph 1, line 2, to read: "...reconnaissance, tarzet
acquisicion, and laser target designation.”

b. Change paragraph 3, firs; Sentenbe, to read: "The first generation
RPV. will operate 20 km from the GCS. A growth potential is desired which will
extend this radius to permit flight operations to' 50 km. This RPV will utilize
a data link which requires that the RPV remain within radar line of sight fram
the GCs." .

4, Reference paragraph 3.6, page 66.. The last sentence of the pa-agraph is
inaccurate. It is snticipated that local telephone communication will be
extremely valuable in'MOBA operations; especially defensive type.

15. Reference 3,14, page 63. In ordar to accomplish the envisioned tasks,

& much more rugged system of fiber optics then presently exists would be®
required. , ‘

16. Reference paragraph 6-3.1A, ‘page 83. + .1le a laser pointer may have a
practical application in a MOBA environment, it appears unlikely that its
utility would compensate for its cost and the overburdening of the ‘infancryman

‘with another piece of equipment to carry, maintain, etc.

17.. Reference paragrlph 6-3.1 D(a), page 86. Statement is mislendxn,.' The
only system that is scheduled to replace the .50 cal MG wx:h the M60 is thc .
MAS AS tank. , _ . b

18. Reference paragraph 6-3.7B, page 108,

- &. Future armoted vehicles will be hardened on the top; houe#er, to
.protect against anti-tank munitions is prohibitively expensive and would
csuse an unacceptnblc increase in vehicle weight,

b. Saft/nrm distlnces are being decreased in the new family of tank
lmmuni:ion.

19. Reference paragraph 2a, page 117. Mention is made of the 66MMXMLS CS
rocket which is being developed primarily for MOBA. The rocket fired from che

202A1 launcher, provides good range and very accurate delivery of its C3
payload.




20. Reference paragraph b, page 119. Ststement is {ncorrect. The 48
slarm series of chemicsl sgents alarms vill detect vapors/sezosals of nerve
sgents, phosgene, hydrogen cyarride 'and cysnogen chloride.

‘ : 21. BReference paragraph 3c, page 119. The deployed M60 Series Tauk and,
\ MS51 Sheridan are equipped with the ventilated facepiice type of collection
ptotecticn. Additionally, the Army has recently compieted s study estab-
1ishing requirements for NBC collective protection for Army Combat vehicles

22. Reference paragrapn 3d, page 119, Tfﬁ M12A1 Power=-Driven Decontam-
instion apparatus while not sufficient to ¢lean a city can be useful in decon-
taminating key areas. : '

23. Reference paragraph 3g, page 120. A system under devclopment, vhich
could have a significant effect inm MOBA is a field colleéccive proteecion kit
‘ which utilizes rooms in existing structures to rapidly create gas~proof
shelters. The kit contains & filter, power supply and a snecial entrance way '
which fits over the doorway of the selected roon. . '
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L;I‘C Robebt F. Sweeney -
Army Science Board
Office of the Assistant Secretary of the Army (RD&A)

Washington, D.C. 20310
Dear Colonel Sweeney:

“Thank you for your lefter of.ll' October 1978 asking for my review of the

- Army Staff Comments '(attached) on the finzl report of the Ad Hoc¢ Group on
MOBA. I am indeed gratified by the observations contained in General Renick's
cover letter as to the timeuness ‘and com'prehensiveness of our report,

The specific comments of the Army Staff and Mejor Commands seem to break
down into three categories: :

" Errors or additions in fact (para. 1 6, 12 (pg 2) 12 (pg 3), 13 17
-19, 20, 21, 22, 23).

Basic omissions or deficiencies in the study (para. 2, 3,5, 7, 9).

Comments on the Ad Hoc Study Group recommendations (para 4, 6a
and b, 8, 10, 11, 14, 15, 16, 18 a and b). ‘

My com'nents will briefly address each of these cateqories .

'rhe comments which point out errors in fact or which present new factual
data not included in the study add to the accuracy and completeness of the
report, but I don t believe that t.hey change the basic recommendauons which

we made .

- I'll discuss the comments referring to Basie qmtss‘ions or deficienciés separately:

Para. 2. The DIA report referred to was not available for our review,
although we did use the SRI report as background on MOBA. Since our study
was orient~d toward U.S. materiel deficiencies, we examined materiel require-
ments as affected by operational needs. We did not study in any detail Soviet
MOBA weaknesses, nor how they have been redressed. In section 1 we' emphasized
the value of and need for special training for combat in urban terrain.

(more)

Plaze, W b, e $8408, T e $12/870-2208 .
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- Page Two

Para. 3, 5, 7. Again, since the study was oriented on inateriel technology,
we did not include separate discussions of intelligence, combat support, combat
service support and logistics, although equioment needed to perform these .
functions in every case was studied. As pointed out in the Army comments,
sections 2, 3 and 4 of the study examine intelligence gathenng ‘and correlating
equipment;, section 5 made recommenrdations conGerning communications gquip-
mer.t (part of C I). and section 8 looked at mobility needs, part of the logistics
problem. Artillery, armcd helicopters and communications equipm ent are all’
part of the combat support system a‘nd,'are includec in the study. We did not
examine in any detail englneer 2quipment needs nor maintenance equipment
needs as we felt these were more or less indep-ndent of the MOBA enviropment., .
And by nc means did we make any attempt to look at roles and missions in MOBA
as we felt that aspect to be outsice the iimits of our Terms of Reference.

Para..9. Aerial photography certainly will provide essential input data
to map preparation, whether or not the map is ro be used in MOBA. Our study
locked at the mapping needs unique to MOBA and the special problems generated
by the urban environment.

I think I should also respond individually to the Army comments whlch uffect
the Study's recommendations. .

Para. 4. We absolutely agree with everything said tn this paragraph.
We tried to emphasize the same points, but evidently did not do 'so sufficiently.
See particularly our General Findings on page 3, four of which deal with these
‘ subjects. In almost every a.ea we found lack of data conceminq current eguip-
ment capabilities for MOBA and recommend further testing to see {f MO3A needs
‘could be satisfied by using, adapting or modifnnq equipment already in the
inventory.

Para.6. Concur. [understand that DYNTACS would be very difficult
to use for any type of MOBA situation. Perhaps some CARMONETTE routines
could be used for CIC simulation. CARMONETIE, in differing versions, is in
Juse at CAC, 'IRASANA and CAA. ' ‘ ' ,

Para. 8. Concur. See Page 17

Para. 1o.| ancur. A good idea where‘pracucable.

Para, 11. Concur that MOBA considerations should be treated explicitly
in the ACZMP Study
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Page Three

, Para'. 14. Concur. Para., 4.8 Page 70 recommends tests to determine
how far down in the level of command existing telephone communication can
be used.

Para. 15. Concur. Para' 4.11 Page 70 recommends further development
of fiber poptics for communlcation, recognizing that current technology must be
P ——— improved. _

. Para. 16. We would recommend only that the laser weapon be coneidered
and.perhaps tested for its utility in MOBA. We feel that in the sudden er.counter
and short ranges typical ‘'of MOBA, qutck accurate smail arms fire is essential.

Para. 18. In those cases where the Army has made a decision that one
of our recommendations is prohibitively expensive or ot erwise unacceptable, -
we certainly defer to that decision. In most cases, our recommendations were
intended as possible solutions which should be tested for cost/effectiveness.
We concur, of course, with the decreased safe/arm distances in the new family
.of tank ammunitionto accommodate the needs of MOBA

All in all I'm pleased by the results of the Army review of ous Study, I see

no basic or substantive disagreement between our recommendations and the ,
- Army's position. I hope that the Army can now move forward in a sericus effort

to improve its capability to operate i{n urbanized terrain. [ sincerely hope

that our Study has been, and will continue to be, useful in motivating and
~implementing improvements.

Sincerely, -

JJRenier/kw-

cc: Dr. Joseph H. Yang
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